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1 Introduction 

Most key agreement schemes in use today base their security on the assumed hardness of math-
ematical problems such as those based on prime factorisation or discrete logarithms. However, 
these problems can be efciently solved by large-scale quantum computers once they become 
available. Therefore, new key agreement schemes on classical computers have been developed. 
These schemes base their security on the assumed hardness of mathematical problems believed 
to be hard to solve for both classical and large-scale quantum computers. This is the feld of 
post-quantum cryptography. 

A diferent solution proposed for quantum-safe key agreement is quantum key distribution 
(QKD). In contrast to the conventional methods based on classical and post-quantum crypto-
graphic mechanisms, the theoretical security of QKD is based on principles of quantum physics 
rather than mathematical complexity assumptions. However, its implementation requires spe-
cialised hardware. For more background on the quantum threat, post-quantum cryptography, 
and QKD, see BSI publication “Quantum-safe cryptography” [BSI-quantum safe]. 

Practical implementations of QKD have made rapid advances in the last two decades. Besides 
a rigorous understanding of the theoretical security of QKD protocols, it is crucial to also mitigate 
attacks that exploit imperfections in practical implementations not covered by the theoretical 
model. Such attacks on QKD implementations are the focus of this document. 

1.1 Defnition and Scope 

Implementations of QKD, commonly also called QKD systems, are in essence cryptographic 
systems that solve the task of key agreement. This document carries the term “implementation 
attacks” in its title as it provides a comprehensive overview of attacks that can be launched 
against implementations of QKD. A common denominator to all these attacks is the deviation 
between the theoretical description of the QKD system and the physical implementation. Such 
deviations might open security loopholes that can be exploited by an attacker to break the 
security of the key agreement scheme, i.e., allow the attacker to gain information about the 
key that might be signifcantly larger than what the QKD users expect, if the attacks are not 
properly taken into account. 

While conventionally used cryptographic technologies such as hardware security modules or 
secure networking protocols that are a part of the QKD system may also be targeted by an 
attacker to achieve the same goal, this document exclusively covers attacks on QKD-specifc 
components. From that perspective, for most attacks considered in this document, the attacker 
interested in gaining knowledge of the key must launch the attack (on the QKD equipment 
and/or the connecting channels) during the communication phase: Once the keys have been 
established, the security of the key agreement scheme cannot be broken retroactively. 

The document is structured as follows: Chapter 2 contains background material on QKD 
which includes the relevant devices and components used in typical QKD systems and other 
specifc technical terminology. Chapter 3 outlines the structure and methodology of the analysis 
to be performed on the implementation attacks. Various factors and how they motivate the 
derivation of a quantitative comparison between any two given attacks, i.e., attack ratings, are 
explained. A “template” that tabulates diferent aspects of a typical attack is also presented. 
In Chapter 4, which constitutes the core of this document, every attack (or a class of attacks) 
covered in this study is explained in depth in its respective attack table, formatted according 
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to the template (depicted in Table 3.1). Information about countermeasures, or mechanisms 
proposed to prevent the attack, is also provided in these tables. A concerted efort was made 
to confne any expert opinion, namely remarks from the authors of this document that provide 
information beyond what is contained in the literature, under a ‘Remarks’ feld in each table1 . 
The last section of this chapter (Section 4.5) contains a compiled list of countermeasures found 
to be sufciently general to be applicable to several attacks. Chapter 5 provides a summary and 
concludes the analysis. 

1.2 Limitations 

At the time of the creation of this document, the feld of QKD is more under scientifc ex-
ploration than commercial exploitation. Most of the publications dealing with attacks as well 
as countermeasures have been proof-of-concept works in one or several ways. Primarily, these 
attacks have been researched and executed in university laboratories, which can have access 
to highly specialised equipment but do not necessarily aim (or have the resources) to mount 
the fastest, cheapest and easiest method to implement the proposed attack2 . In many cases, 
the QKD systems—on which the attacks have been proposed and/or implemented—are basic 
lab setups with only a limited number of functionalities. Furthermore, there are several ways 
of implementing QKD, and attacks on some categories of QKD systems have been scrutinised 
far more than others. As a consequence, the implementation attacks covered in this document 
refect only the current state of knowledge, and given that the research feld is still quite active, 
no claims of completeness or future predictions are possible. 

In particular, there is currently not enough scientifc literature to compare the efectiveness of 
two or more countermeasures proposed to prevent the same attack. This document surveys the 
various countermeasures that have been proposed in the literature, but an assessment of their 
efectiveness is beyond its scope and requires more research. 

This document makes a frst attempt at quantifying the efort required by an adversary to 
conduct an attack. To this end, an attack rating is provided. Due to the current state of 
research indicated above, there is still a fair bit of uncertainty in the determination of a rating 
for most attack classes. Furthermore, the attack ratings are provided independent of the physical 
implementation of the quantum channel between the QKD transmitter and QKD receiver, as 
their numerous variations and their individual vulnerabilities would go beyond the scope of the 
analysis. The ratings also do not take into account any of the countermeasures proposed to 
prevent that attack, given the current state of the knowledge base on countermeasures and their 
efectiveness (as highlighted above). To summarise, this document 

- surveys countermeasures proposed in the literature, but does not assess their efectiveness, 
- provides attack ratings which are not to be taken as authoritative, and 
- is not intended to be used for the evaluation of concrete products. 

1Although in some cases, it was necessary to consciously abandon this guideline to ensure validity and a complete 
description of the respective attack. 

2The product cycles of commercial QKD implementations with typical lifetimes of few years paired with high 
upfront costs for universities to invest in investigating attacks with unknown or poor scientifc perspectives 
make the academic exploitation of implementation attacks unattractive. 
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2 Background 

2.1 Introduction 

As one of the most widely used applications of quantum technology today, QKD solves the well-
known cryptographic problem of providing keys—sequences of random bits—to users across an 
insecure communication channel. The keys can later be used for cryptographic tasks such as 
encryption. Confdential messages can then be securely communicated by the users, i.e., the 
information content of their messages can be protected from the prying eyes of the adversary. 
The requirements are that the encryption and decryption algorithms employed by the users are 
secure, and that the key (used for encryption and decryption of the message) is secret, i.e., not 
known to anyone except the sender and receiver of the message. 

In this chapter, a brief refresher on the main elements of QKD relevant to this document is 
given. For further details on any of the subtopics below, the reader is referred to several excellent 
reviews [Gisin2002, Scarani2009, Lo2014, Pirandola2020, Xu2020, Portmann2022]. Since QKD 
is both a cryptographic and communication application, the terms Alice & Bob and transmitter 
& receiver, respectively, will be interchangeably used for describing QKD users throughout this 
document. Similarly, the adversary will be addressed as Eve or attacker/eavesdropper. 

2.2 QKD Systems, Protocols, and Channels 

The two main ingredients that enable QKD users to obtain identical yet completely random 
strings of bits, i.e., the symmetric and shared secret keys, are quantum correlations and quantum 
measurements. The act of a quantum measurement is responsible for the quantum-to-classical 
transition, yielding Alice and Bob with correlated bit sequences. Eve’s attempts to gain any non-
negligible knowledge of the secret key (by means of eavesdropping) degrades these correlations. 
Alice and Bob can quantify these actions by Eve, and the length of the secret key they can 
eventually obtain can be understood to be proportional to the degraded correlations. In the 
worst case, the secret key length drops to zero when the amount of eavesdropping exceeds a 
certain threshold. In that case, Alice and Bob cannot exchange encrypted messages (due to the 
lack of a key), however, the confdentiality of all of their messages remains intact. 

As of today, photons are the only reliable candidates for distributing quantum correlations 
across long distances. From a physical perspective, the aforementioned insecure communication 
channel is thus either an optical fbre or an atmospheric/free-space link. The QKD systems 
connected by such “quantum channels” are physically realised as optical setups that are capable 
of encoding and decoding quantum-optical information. The coding happens in a certain degree 
of freedom (DOF) or property of the photons; this is covered in more detail in Section 2.3. 

In the terminology of quantum information physics, quantum states of light are prepared, 
measured, and transmitted over the quantum channel. The most intuitive picture of a QKD 
scheme is similar to that of a conventional optical communication system, comprising a transmit-
ter and receiver. The correlations in such prepare-and-measure schemes are obtained indirectly 
by utilising randomness and quantum measurements. Correlations can also be more directly 
obtained using entangled states of light and quantum measurements in so-called entanglement-
based schemes [Gisin2002, Scarani2009, Portmann2022]. 

The reason why an eavesdropper cannot simply obtain the same correlations as the transmitter 
and receiver is due to the non-orthogonality property of quantum states and the no-cloning 
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theorem. The non-orthogonality property brings in a fundamental indeterminacy in being able 
to successfully distinguish between two unknown quantum states. And given a randomly chosen 
quantum state from a set of non-orthogonal quantum states, the no-cloning theorem prohibits 
Eve from creating perfect clones of that quantum state. 

The steps of preparation and/or measurement of quantum states constitute the frst stage 
of a “QKD protocol”. Typical optical and optoelectronic hardware needed for this purpose is 
described in Section 2.4. The next stage of the QKD protocol, following the quantum mea-
surement (which happens at the quantum-classical interface), involves the establishment and 
processing of the classical correlations, i.e., correlations of bit sequences. In the information 
reconciliation step, Alice and Bob correct for errors that may have occurred due to loss and/or 
noise (either of which could also be controlled by Eve) on the quantum channel. Alice and Bob 
quantify correlations between themselves and with Eve by means of the parameter estimation 
step1 , which involves evaluating the actual loss and noise in the quantum stage of the protocol. 
At this stage, Alice and Bob possess identical bit sequences which are, however, not completely 
private: in order to ensure that Eve’s knowledge of their semi-secret bit sequences is reduced to 
something insignifcant, they perform hashing using special mathematical functions. This step 
is known as privacy amplifcation. More information regarding these steps in the classical stage 
can be obtained from several of the reviews mentioned at the beginning of this chapter. 

In order to communicate during information reconciliation, parameter estimation, and privacy 
amplifcation, Alice and Bob exchange messages that must fulfl the requirement of being au-
thentic, though the message content need not be confdential. For this, QKD systems require an 
authenticated connection [Scarani2009, Portmann2022], typically realised using another physical 
channel or through multiplexing on the quantum channel. Several cryptographic methods (in-
cluding those based on pre-shared symmetric keys that can ofer information-theoretic security 
[Carter1979, Wegman1981]) can be used for the creation of such an authenticated channel. 

2.3 Discrete and Continuous Variables 

Variables refer to the (quantum) properties or DOFs used for information coding. QKD schemes 
are realised as quantum-optical setups that are capable of processing these variables. The most 
frequently used DOFs in QKD systems are polarisation, amplitude, phase, and time. 

The frst generation of QKD systems and protocols is based on discrete variables (DV), which 
means that measurement outcomes (or detection events) exhibit a discrete nature. This is in 
contrast to continuous variable (CV) systems and protocols where the detection outcomes are 
continuously distributed. In this section, these two main branches of QKD are briefy described. 

2.3.1 DV-QKD Systems & Protocols 

Typically, the number of possible measurement outcomes explored in discrete-variable quan-
tum key distribution (DV-QKD) protocols ranges from two to six for a two-dimensional sys-
tem [Scarani2009, Pirandola2020]. Since the inception of the frst QKD protocol, published 
in 1984 by Charles H. Bennett and Gilles Brassard [Bennett2014], many other DV protocols 
and variants have been proposed. Nonetheless, BB84 is the most well-known and widely imple-
mented protocol across QKD systems as of today. Below, a short technical summary of how this 
protocol works using polarisation, is provided. 

2.3.1.1 BB84 Protocol 

BB84 is a prepare-and-measure type of protocol. As the frst step, the transmitter prepares a 
random sequence of quantum states, choosing one out of four possible states in each instance. 
1From a sequential point of view, this step has traditionally been performed before information reconciliation. 
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Implementation Attacks against QKD Systems 

These states can be represented in two complementary bases, such as the horizontal/vertical and 
diagonal/antidiagonal polarisations (phase encoding can be also used equivalently). Both QKD 
users randomly choose one of the two bases, and the transmitter chooses one of the two states in a 
basis, associating bit values 0 and 1, respectively. The non-orthogonality of the states guarantees 
that the eavesdropper cannot clone or measure the prepared states with perfect fdelity. If, for a 
particular state, the transmitter and receiver have chosen the same basis for their measurement, 
their bit value will be identical. If the bases are diferent, the bit will be random. 

After this quantum stage of the protocol, Bob notifes Alice over the authenticated channel 
about his basis choice for each detected signal state. Alice reports back her bases and they discard 
all bits in which their choices of bases do not match. Provided that no errors occurred or no 
one manipulated the photons, the users should now both have an identical string of bits which 
is called the “sifted key”. Alice and Bob test the existence of errors in their key by agreeing on a 
random subset of the bits to compare their results via the authenticated channel. Eve is able to 
take note of these bits but is unable to use this information because these no longer secret bits are 
discarded from use. If the exchanged bits align, Alice and Bob are able to use the remaining bits 
to form their shared secret key. In the absence of noise or measurement errors, a disagreement 
in any of the compared bits would indicate the presence of an eavesdropper on the quantum 
channel. For practical applications some noise and measurement errors are expected and need 
to be taken into account in security proofs and aforementioned post processing procedures. 

2.3.2 CV-QKD Systems & Protocols 

In continuous-variable quantum key distribution (CV-QKD), the quantum correlations between 
Alice and Bob are established using a continuous-variable property, usually the amplitude and 
phase quadratures of the electromagnetic feld of light. In that sense, CV-QKD setups share a 
lot of similarity with “coherent” optical communication/telecom systems [Kikuchi2015]. This is 
especially true for the case of measurement where the (quantum-) information-carrying optical 
signal is interfered with a reference light feld called the local oscillator (LO). The LO is typically 
a known bright coherent signal, such as the output of a laser, and aids in the phase alignment of 
the transmitter and receiver. It has an intensity much higher than that of the quantum signal: 
In fact, the quantum signal feld in CV-QKD contains just a few photons on average in order to 
guarantee non-orthogonality of the quantum states (see Section 2.2). 

From the viewpoint of a prepare-and-measure scheme, information is encoded at the CV-QKD 
transmitter in the amplitude and phase quadratures of the laser feld, for example by modulating 
the optical signal feld which is in a coherent state2 . A constellation of states is produced, which 
is attenuated sufciently to yield the quantum signal before being transmitted on the quantum 
channel. After having sufered loss and gained noise on the channel, this quantum signal is 
measured by a coherent detector as described above. 

Measurements of vacuum noise (also called quantum noise or shot noise) play a central role 
in the security and performance of CV-QKD systems: Eve’s actions result in the total observed 
noise to exceed the vacuum noise. Alice and Bob are thus required to calibrate their QKD devices 
to have an accurate knowledge of the vacuum noise. During the execution of the QKD protocol, 
they evaluate Eve’s information by estimating two channel parameters: the “excess noise” which 
is the diference between the total observed noise and vacuum noise, and the “transmittance” of 
the quantum channel. 

2.3.2.1 Gaussian/Discrete Modulation 

In Gaussian modulation, the encoding variables are regarded as Gaussian random variables. 
Gaussian modulation with coherent states has been the workhorse, both from a theoretical and 
2Alternatively, squeezed states can also be used. 
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Implementation Attacks against QKD Systems 

experimental perspective, of CV-QKD systems since the advent in 2003 of what is now the 
Gaussian-modulated coherent state (GMCS) protocol [Grosshans2003]. 

However, in reality, there always is some discretisation in the modulation process as physical 
devices cannot produce truly continuous outputs. Furthermore, the dynamic range of these 
devices is also not infnite, whereas a truly Gaussian distribution is unbounded. Due to this, 
there has been a concerted efort in the CV-QKD community to implement discrete modulation 
protocols, where only a handful of states (typically a number equal to 2M with 1 ≤ M ≤ 8) are 
actually modulated. 

2.4 QKD Devices and Components 

2.4.1 Single-Photon Detectors 

As mentioned in Section 2.1, QKD relies on photons as carriers of quantum information. In order 
to decode this information, a QKD system needs to be able to perform a quantum measurement 
which necessarily involves the detection of photons. The quintessential devices that register the 
presence of an optical signal consisting of a single photon (or few photons) through detection 
events called “clicks” are single-photon detectors. These photodetection devices are used in the 
receivers of DV-QKD systems described in Section 2.3.1. 

The two most prominent types of single-photon detectors are avalanche photo detectors 
(APDs) and superconducting nanowire single photon detectors (SNSPDs). The properties and 
functionalities of these photodetection devices relevant to this study are described below. 

2.4.1.1 Single-Photon Avalanche Diode 

An APD that is used as a single-photon detector is also called a single photon avalanche 
diode. APDs are solid-state devices that generate charge carriers upon photoexcitation. Since 
the “bias” or the voltage applied across the APD is above the breakdown voltage Vb of the 
APD, such carriers are quite energetic and ionise additional carriers in the junction area. Such 
repeated ionisation events lead to an avalanche of charge carriers. 

Linear and Geiger Mode The output photocurrent of an APD is proportional to the input 
optical intensity when the voltage applied across the APD is below the breakdown voltage of 
that APD. In such cases, the APD is in the “linear mode”. An APD operating at a voltage 
that is higher than the breakdown voltage becomes highly sensitive to extremely low optical 
intensities: In fact, even a single photon can trigger an avalanche. The fow of these charge 
carriers constitutes a measurable current that is then interpreted as a detection event. This is 
known as the “Geiger mode” operation of an APD, and is instrumental in usage of APDs as 
single-photon detectors. 

Active and Passive Quenching The avalanche produced in Geiger mode is self sustaining, i.e., 
the current does not stop on its own unless the availability of charge carriers is limited or 
quenched. In the passive variant of quenching, a rather large resistance is placed in series with 
the APD to restrict the fow of charge carriers into the device. Essentially, the APD can be 
seen as a capacitor that is slowly (reverse) charged through the resistor. When it is charged, 
a photon triggers the avalanche that discharges the device: Due to the limited charge carriers 
being re-supplied to the APD, the avalanche rapidly stops, and the charge process begins again. 
On the other hand, in active quenching, the APD discharge is stopped by sensing the rise of an 
avalanche and actively lowering the bias voltage below Vb. Afterwards, the charging process is 
started. By replacing the passive resistor with an active circuit, the charge current can be reg-
ulated at higher values in a more controlled way, leading to a signifcantly faster charging process. 
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Implementation Attacks against QKD Systems 

Gating APDs can be operated in Geiger mode continuously or they can be gated, meaning 
that they are activated for certain, usually periodic, time windows. During the time window 
the APD is activated, the bias voltage is increased above Vb, thus arming it to detect photons. 
At present, gated APDs form one of the most common photodetection devices for QKD systems. 

Afterpulsing A common but usually unwanted feature of operating APDs in Geiger mode is 
called afterpulsing. This means that there is an increased probability of a second detection 
event shortly after a frst one. The second click is therefore not caused by an actual new photon, 
and is thus noise. This detection event is usually attributed to charge carriers that get trapped 
during the frst avalanche and subsequently trigger secondary avalanches when they become 
free. The afterpulsing probability depends on multiple parameters, including the material of 
the APD and the type of quenching implemented. 

Backfash or Breakdown Flash Another undesired feature produced as a result of the avalanche 
is the emission of (secondary) photons. Such an event, occurring due to the recombination 
of a conduction-band electron with a valence-band hole, is known as the breakdown fash or 
backfash. The spectral distribution and the emission probability characteristics of a backfash 
depend on the material of the APD as well as the operating parameters such as temperature, 
width of gate (if gated), rate, and mean photon number of the incoming optical signal. 

2.4.1.2 Superconducting Nanowire Single-Photon Detector 

In this type of detector, the absorptive element is a nanowire that is patterned by electron-beam 
lithography in superconducting flm and biased just below its critical current, which is the point 
at which the nanowire changes its behaviour from resistive to superconducting. If an incoming 
photon now hits the nanowire, its temperature increases, thereby introducing a perturbation 
to the current distribution which in turn causes a fast voltage-pulse that can be amplifed and 
measured as a count. Subsequently, the electric circuit tries to counter the increased resistance 
by diverting current from the nanowire to the transmission line (electrothermal feedback), 
allowing for a cooling of the superconducting flm. During the (brief) time period the nanowire 
takes to cool down below the critical temperature, called dead time, the detector is not able 
to detect any further photons. Furthermore, the chosen bias point can have an efect on the 
detection efciency and the dark count rate. 

Latching Normally, after a photon hits the nanowire, electrothermal feedback resets the device 
back to the superconducting state. In an efort to increase the count rate of the detector, the 
magnetic inductance or the load impedance of the underlying electrical circuit has to be adjusted 
in a way that the reset time of the nanowire decreases. However, if the reset time becomes too 
short, the detector “latches” into a state in which a stable resistive hotspot is formed. In this 
latched state, the detector is unable to detect any further incoming photons. 

2.4.1.3 Characteristics of Single-Photon Detectors 

Here, some of the main characteristics of APD- and SNSPD-based single-photon detectors that 
are relevant to this study are discussed. 

Dead Time After a photon detection event, a detector may be unable to reliably detect 
additional photons for a time interval τ . This could be due to the intrinsic nature of the 
detector and/or a limitation of the circuit that records the detection events. As a consequence, 
the dead time sets a limit to the maximum count rate 1/τ of the detector. 
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Implementation Attacks against QKD Systems 

Detection Efciency The detection efciency is defned as the probability of registering the 
arrival of a photon at the detector. This could be measured as the ratio of the count rate 
registered by the detector and the rate at which photons arrive at the detector. In an experi-
mental scenario, however, the overall detection efciency of the whole receiver is also afected by 
coupling losses through free-space optics and/or optical fbres, which occur before the photon 
impinges on the photosensitive portion of the detector. 

Dark Count Probability The probability of the detector registering false counts, i.e., detection 
events without any optical input, is described by the dark count probability. Dark counts rep-
resent noise and occur due to both internal and external factors, including material properties, 
biasing conditions, and ambient thermal noise. In QKD, it is usually not possible to difer-
entiate between the noise counts incurred as a result of any eavesdropping activity or dark counts. 

Spectral Range The wavelength of the photons arriving at the QKD receiver needs to be 
carefully considered, as single-photon detectors are normally only sensitive to a certain 
range of wavelengths, i.e., exhibit poor detection efciencies for photons at wavelengths outside 
this range. The spectral range of a given detector is mainly a function of the material properties. 

Timing Jitter The variation in time delay between the absorption of a photon and the generation 
of an output (such as a voltage pulse) that qualifes the registration of that photon is called 
timing jitter. Since the maximum clock rate of the photon counting module is also dependent 
on this variation (counts can stray into neighboring clock cycles), timing jitter has to be taken 
into account when designing QKD applications. 

Photon Number Resolution A detector that is able to distinguish whether one or more photons 
are present (which can be the case, e.g., using weak-coherent lasers) are called photon number 
resolving detectors. This feature can be achieved through spatial or time multiplexing of con-
ventional APDs and SNSPDs, or through the use of superconducting transition edge sensors, 
which intrinsically produce a signal proportional to the number of absorbed photons. 

2.4.2 Other Detectors 

Single-photon detectors (covered in the previous section) enable the quantum measurement of 
discretely varying properties of the photons. A quantum measurement may, however, require 
being able to discern continuously varying properties such as the amplitude and/or phase of the 
optical signal. Alternatively, practical QKD systems may need to make classical measurements, 
such as the intensity or power of a bright optical signal, which may contain millions of photons 
on average. For these purposes, the most common photodetection devices are made of positive 
(intrinsic) negative (P(I)N) photodiodes. 

Just like APDs (refer to Section 2.4.1.1), P(I)N photodiodes, or simply photodiodes, are also 
solid-state devices that generate a current when light is absorbed in the depleted region of the 
P(I)N junction of the semiconductor material. Therefore, some of the properties described in 
Section 2.4.1.3 are applicable to photodiodes as well. 

In QKD implementations, photodiodes are used (typically together with electronic amplifers) 
in the construction of coherent receiver circuits, such as homodyne detectors for measuring the 
electromagnetic quadratures, as well as power monitoring and optical synchronisation circuits. 
Below, two such photodetection devices that are relevant to this study are described. 

2.4.2.1 Coherent Detectors 

Coherent detectors employed in CV-QKD receivers implement techniques such as a homodyning, 
intradyning or radio frequency (RF) heterodyning [Kikuchi2015, Pirandola2020] to infer the 
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amplitude and phase information coded in the quantum-optical signal, which is interfered with 
the LO. As elaborated in Section 2.3.2, the LO is typically a bright coherent signal, such as 
the output of a laser, with an intensity much higher than that of the quantum signal. All of 
these techniques essentially involve measuring the output of the interference on a photodiode 
(or a pair of photodiodes) and electronic processing, including fltering, subtraction, etc. of the 
corresponding photocurrent(s). 

While coherent detectors are used very frequently in classical optical communications, for 
quantum communications, or specifcally CV-QKD, they need to satisfy certain extra conditions. 
For instance, they need to be able to resolve the vacuum noise (see Section 2.3.2) over the entire 
quantum signal bandwidth. The amplifcation produced by a coherent detector needs to be able 
to preserve the linear relationship of the variance of the vacuum noise with the LO power (at 
least over a certain range), as this is how CV-QKD systems calibrate the vacuum noise level. 

More specifcally, by having a vacuum state on the signal port of the coherent detector, by 
blocking the (signal) light from entering the receiver, the calibration can be performed. Practical 
coherent detectors also sufer from electronic noise, for instance, due to thermal efects in the 
electronic amplifers. In order to subtract this noise component (and obtain the ‘true’ vacuum 
noise), the calibration procedure therefore may involve another stage where the LO input to the 
detector is switched of as well. 

2.4.2.2 Watchdog Detectors 

As the name conveys, these detectors are used for guarding a device, e.g., a QKD transmitter, 
against undesired intrusions through the quantum channel. A typical example of an undesired 
intrusion is bright light launched by Eve into the device for exploiting imperfections of the 
realistic components which could allow the eavesdropper to remain undisclosed: Several such 
exploits and attacks are described in Chapter 4. While P(I)N photodiodes are generally more 
suited for implementing watchdog detectors, one can also use APDs in the linear regime. 

Typically, these detectors are installed at locations close to where the device under protection 
connects to the quantum channel, so as to be efective in raising an alarm early enough in case 
of an attack. The detector can then trigger an automated mechanism such as (the burning of) 
an optical fuse or call for manual intervention (human operator) to ensure disconnection of the 
device from the channel and protection against future attacks. 

However, the watchdog detector circuitry responsible for raising alarms needs to be carefully 
implemented in order to reduce the chances of getting triggered by false positives, i.e., legitimate 
signals from the other QKD subsystems, while simultaneously succeeding to catch any actual 
intrusion. For this, one recommendation is to use an array of such watchdog detectors having 
diferent response times and sensitivities in diferent spectral regions, together with a careful 
analysis of all their outputs to determine the conditions for raising an alarm. Lastly, the watch-
dog detector itself may need protection from a (sudden) strong light injection by Eve that could 
damage it functionally, i.e., render it useless. 

2.4.3 Optical Sources 

Implementing QKD protocols the way they are proposed or intended imposes specifc require-
ments on the optical sources used in the QKD system. Lasers are the underlying optical source 
used for creating quantum “signal” states in prepare-and-measure QKD transmitters. Lasers are 
also used directly for implementing the LO in CV-QKD systems (see Section 2.3.2). This is 
inter alia due to various properties of lasers including coherence, single-mode nature, as well as 
stability in the frequency and power of operation. 

A laser can be operated either in the continuous wave (CW) mode, providing a steady stream 
of photons, or in pulsed mode, which is characterised by short bursts of energy. In the latter 
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case, the output of the laser is determined by pulse duration (time the laser is on) and repetition 
rate (number of on and of cycles per second). 

2.4.3.1 Weak-Coherent States 

The output state of a laser itself in a given mode is (in ideal cases) described by a coherent 
state. This coherent state, in the absence of a reference phase, can be described by a Poissonian 
superposition of photon number states. In the case of a pulsed laser, each individual pulse 
contains multiple photons at the direct output of the laser. In the context of QKD, one attenuates 
the laser output so that on average a pulse would contain just a few photons. The quantum 
state describing such an attenuated laser output is that of a weak-coherent state, and due to 
the Poissonian nature, many of the weak-coherent pulses actually do not contain any photons, 
while the probability of having more than one photon per pulse is low but not zero. 

2.4.3.2 Single-Photon Sources 

Compared to attenuated lasers, single-photon sources (or more generally sub-Poissonian sources) 
can be advantageous as the probability of emitting multiple photons is smaller (theoretically 
zero). The basis of most sub-Poissonian sources is the optical excitation or pumping (via lasers) 
of materials endowed with special properties. The two most prominent sub-Poissonian sources 
used in QKD implementations are based on (heralded) spontaneous parametric down-conversion 
(SPDC) and semiconductor quantum dots (QDs). SPDC requires a nonlinear medium for con-
version of a higher-energy pump photon to two lower-energy photons, one of which is then 
detected to “herald” the presence of the other photon. QDs exhibit atom-like discrete energy 
levels, i.e., individual optical transitions involving electrons, which are used for realising single-
photon emission. 

2.4.3.3 Entangled Sources 

Entangled states refers to a composite system whose description cannot be broken into its 
elementary component states. To elaborate with an example of an entangled state with two 
quanta, a full description of one quantum particle is not (mathematically) possible without 
a reference to the state of the other quantum particle. Entanglement is a uniquely quantum 
mechanical resource and can occur in diferent DOFs (e.g. polarisation, frequency, time, photon 
number, amplitude and phase quadratures). In QKD implementations of entanglement-based 
schemes (see Section 2.2), the photons used for sharing correlations between Alice and Bob are 
entangled states. Sources based on SPDC and QDs (see Section 2.4.3.2) are capable of producing 
highly entangled states with two quantum particles. 

2.4.4 Other Components 

Besides detectors and optical sources, other optical components used typically across most QKD 
setups (and which are also relevant to this study) are described below. It is worth noting that 
the behaviour of some of these components is usually limited to a certain spectral range. 

2.4.4.1 Beamsplitters 

A beamsplitter (BS), or more appropriately a non-polarising BS, is a passive unitary device that 
performs a linear transformation on one or more input felds to produce one or more output 
felds. Although there exists a variety of diferent confgurations of BSs, the most common type 
used in QKD setups has two inputs and two outputs, frequently called “ports”. From a classical 
physics perspective, such a four-port BS splits the intensity of an incident beam of light into 
two. In the case of a single photon at the input, the feld amplitudes are replaced by probability 
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amplitudes. Assuming a pair of ideal single photon detectors (introduced in section 2.4.1) at the 
two output ports, a balanced or symmetric BS ensures that the single photon is registered with 
an equal probability of 0.5 in either of the two detectors randomly. Beamsplitters, especially 
symmetric ones, play an important role in realising quantum communication. 

2.4.4.2 Optical Attenuators 

Optical attenuators serve to reduce the optical power transmitted through them, and are used 
in several QKD applications. For instance, they can be used in the preparation of weak-coherent 
states in both CV-QKD and DV-QKD transmitters (see Section 2.4.3). They can also be used as 
countermeasures, e.g., as part of the watchdog detector assembly (see Section 2.4.2.2), to prevent 
attacks by Eve. They can be categorised into fxed optical attenuators, with a fxed attenuation 
level, and variable optical attentuators (VOAs) that are able to control the attenuation level (in 
a specifed range and with a specifed step) on demand. 

2.4.4.3 Polarisation-based Components 

In the context of QKD, the property of polarisation is sometimes used as DOF to encode infor-
mation. In addition, polarisation is frequently used in realising diferent functionalities, such as 
(de-)multiplexing or selective attenuation in both QKD transmitters and receivers. Below, the 
three most common polarisation-based components used in QKD setups are described: 

Polarisers Polarisers (or more precisely, polarising flters) are devices that enable a selective 
transmission of light, i.e., photons with only a specifc polarisation pass through them. 

Polarising Beamsplitters As the name suggests, a polarising beamsplitter (PBS) is a type 
of BS (see Section 2.4.4.1) where the transmission/refection of photons is dependent on the 
polarisation state of the incident photon; for instance, photons with a horizontal polarisation 
get transmitted, while photons with a vertical polarisation get refected. 

Waveplates Due to the properties of the underlying birefringent material, waveplates introduce 
a relative phase-shift between the horizontal and vertical component of the polarisation. Half-
wave plates (HWPs) [Quarter-wave plates (QWPs)] introduce a phase-shift of π [π/2], changing 
the polarisation state. 

2.5 Basic Implementation Attacks on QKD 

The ultimate objective of an attack on a practical QKD implementation is to be able to obtain 
a non-negligible amount of information about the secret key (see Section 2.2) without alerting 
Alice and Bob. For this, it is generally assumed that Eve has an inexhaustible number of ways 
to attack at her disposal. Her “attack path” could be generally described as a series of actions 
performed while Alice and Bob execute the QKD protocol and generate keys—without however 
realising that Eve has obtained a partial or even complete knowledge of those keys. The frst 
action could be for instance (remotely) characterising the QKD systems and their operation, 
with the motivation of spotting one or more security vulnerabilities. The next step is to exploit 
these vulnerabilities, i.e., actually performing the attack that ends up with Eve having the 
non-insignifcant correlations to the bitstrings held by Alice and Bob (see section 2.2). 

During any of these endeavours, Eve’s hope is to stay concealed. Typically, this implies that 
Alice and Bob do not observe the operating parameters to be out of some known range during 
the QKD protocol run. With reference to section 2.3.1.1, for instance, in case the error incurred 
by Bob crosses a certain threshold, Alice and Bob would attribute this to Eve, and would abort 
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the QKD protocol. That however is not in Eve’s interest as she would actually like Alice and 
Bob to use the keys generated through that protocol. One obvious way that Eve can try to 
prevent Alice and Bob to abort the protocol is to attack only a fraction of the signals [Ye2020a]. 

Below, some attack strategies that are most relevant to this document in the sense they are 
extensively mentioned in the attack tables of Chapter 4 are described. 

2.5.1 Photon-Number-Splitting Attack 

Only a pure single-photon source (see Section 2.4.3.2) is capable of generating quantum states 
with an exact zero multiphoton probability. In practice, the photon number statistics from 
heralded SPDC and QD sources mentioned before may also show some multiphoton compo-
nents. In any case, weak-coherent states (see Section 2.4.3.1), which may be described as the 
“workhorse” quantum signal states in DV-QKD systems show Poissonian statistics, i.e., some 
pulses have the possibility to contain more than one photon. This non-zero multiphoton proba-
bility results in a vulnerability that can be exploited by so-called photon-number-splitting (PNS) 
attacks [Luetkenhaus2000, Brassard2000]. 

To launch a PNS attack against a QKD system operating the BB84 protocol (see Sec-
tion 2.3.1.1), the quantum states leaving the transmitter are intercepted on the quantum channel 
and subjected to a (quantum-non-demolition) photon number measurement. If the outcome of 
this measurement is one, Eve blocks that quantum state. If it is greater than one, Eve splits 
that pulse to retain and store only one photon and sends the remaining photons to the receiver 
(via a low-loss channel). Once Alice and Bob publicly discuss their measurement bases in the 
sifting/reconciliation step (see Section 2.2), Eve then performs the same measurement on the 
stored photon in the correct basis. In this manner, she obtains information about the sifted key 
(and thus the secret key) without disclosing her presence. 

2.5.2 Intercept-and-Resend Attack 

An intercept-and-resend attack [Bennett2014] is a simple attack where the adversary Eve in-
tercepts the quantum signal transmitted by Alice on the quantum channel and subjects that 
to a quantum measurement similar to the one normally performed by Bob. Depending on the 
outcome she obtains, she then re-prepares a suitable quantum state and sends it to Bob. 

With reference to BB84 (see Section 2.3.1.1), a precondition for the correct operation of 
the protocol is that whenever the preparation basis of Alice is diferent than (equal to) the 
measurement basis of Bob, the corresponding measurement outcome is random (deterministic). 
In other words, if in the intercept-and-resend attack, Eve chose the other basis than the one in 
which Alice had prepared her state, her measurement outcome would be random, i.e. either bit 
“0” or bit “1”, each with a probability of 1/2. In such cases, Bob’s quantum measurement on the 
re-prepared state from Eve would yield him a bit that is exactly opposite to that of Alice with a 
probability of 1/2. During the public communication phase, Alice and Bob would fnd that their 
respective bit sequences have a mismatch (on average for 1/2 × 1/2 = 1/4 of all events). This 
then ensures that a plain intercept-and-resend attack would necessarily result in Bob incurring 
a quantum bit error ratio (QBER) of ≈ 25%, which is signifcantly higher than it would be 
without the attack. 

2.5.2.1 Faked-States Attack 

A faked-states attack [Makarov2005] is a special kind of intercept-and-resend attack that exploits 
vulnerabilities in the single-photon detection system of Bob. The initial step is the same: Eve 
intercepts and measures the state sent by Alice on the quantum channel to Bob. Depending 
on the measured value of the bit, she prepares a “faked state” which would produce a detection 
event in a manner controlled by Eve. To obtain this control, Eve may for instance blind Bob’s 
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Implementation Attacks against QKD Systems 

single-photon detectors by shining CW light [Lydersen2010a] from the quantum channel (several 
of such control strategies are elaborated in Chapter 4). Typically, Eve prepares the faked state 
using the basis she had employed and the bit she subsequently obtained3: and in this case, 
Bob would register a detection if and only if his measurement basis coincides with that of Eve. 
This is due to constructive interference that causes all the optical power of the faked state to 
reach a targeted detector—this can, for instance, increase the detector output voltage beyond 
the discriminator threshold, thus producing a detection event. Conversely, if the basis choice 
of Bob and Eve do not coincide, the pulse power is split, and the resulting detector outputs do 
not cross their respective discriminator thresholds. By choosing the launched power of the faked 
states carefully, Eve can thus control the detection outcomes in Bob. 

In contrast to the (legitimate) few-photon quantum states shared between Alice and Bob, faked 
states are usually classical states containing many photons, which should normally result in an 
unusual response from the single-photon detection system. Nonetheless, the faked-states attack 
exploits certain characteristics of the detection system to provide Eve a signifcant knowledge of 
the key without alerting Alice and Bob. Especially, compared to a simple intercept-and-resend 
attack, the QBER incurred by Bob during a faked-states attack can be almost negligible. 

2.6 Attack-Prevention Mechanisms in QKD 

Attacks and measures to prevent (or protect against) them go hand in hand in any branch of 
cryptography. The same is the case with QKD, where extensive research by the QKD community 
over the last decades has investigated not only attacks, loopholes, vulnerabilities and imperfec-
tions but also methods and strategies to counter them and/or their consequences. At times, 
such countermeasures proposed to prevent an attack, close a loophole, address a vulnerability, 
or deal with an imperfection, can protect an entire class of QKD protocols or family of QKD 
implementations from having their security compromised. One such example is the decoy-state 
method that can be used for detecting the PNS attacks, which were introduced in Section 2.5.1. 

2.6.1 Decoy-State Method 

Decoy states are quantum states that (in ideal circumstances) have exactly the same characteris-
tics as the quantum signal states except in their photon number statistics. With reference to the 
explanation in Section 2.5.1, the transmitter randomly replaces some of the outgoing quantum 
signal states with these decoy states. After the quantum measurement, the transmitter discloses 
to the receiver the instances where the decoy states were used. Based on this information and 
on the detected statistics corresponding to the diferent signals, it is possible to obtain a tight 
estimation of the detection and error rates associated to the single-photon pulses emitted by the 
transmitter, thus defeating the PNS attacks. 

In fact, the decoy-state method, developed from heuristics [Luetkenhaus2002, Hwang2003] 
to (rigorous) security analysis [Wang2005, Lo2005], is now considered the default method to 
prevent PNS attacks in practical DV-QKD implementations. Typically, two sets of mean photon 
numbers, one ideally zero (i.e., always yielding vacuum states) and the other close to zero, are 
used for preparing decoy states. 

2.6.2 Interference-Based QKD 

For a class of QKD schemes, quantum-optical interference is at the heart of how quantum cor-
relations are distributed across long distances. This interference involves the measurement of 
quantum signals prepared by two QKD transmitters in a suitable DOF and sent (on a pair of 
3In some cases, however, encoding the opposite bit in the opposite basis in the faked state can prove to be a 
more benefcial strategy for Eve [Makarov2006]. 
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Implementation Attacks against QKD Systems 

quantum channels) to a so-called relay station, housing the quantum measurement apparatus. 
For obtaining interference, symmetric beamsplitters (see Section 2.4.4.1) are a primary compo-
nent of the relay, whose main functionality is to announce or relay the measurement outcomes. 

Remarkably, in these type of interference-based QKD schemes, no security assumptions on the 
measurement apparatus, especially the detectors4 are required. In fact, the entire relay station 
can be in full control of Eve. This has signifcant implications for the practical security of the 
QKD implementation: Any attack that exploits imperfections in the detection system, such as 
the faked-states attack introduced in Section 2.5.2.1, cannot provide any advantage to Eve. 

The frst known interference-based QKD scheme that closes all detection-related loopholes is 
aptly named measurement-device-independent QKD (MDI-QKD) [Lo2012]. In this scheme, the 
quantum signals from Alice and Bob (who also holds a QKD transmitter now) interfere on a 
relay; in case of DV-QKD, the correlations are extracted because of two-photon coincidence with 
polarization and phase as the oft-used DOFs. In case of CV-QKD, homodyne interference and 
quadrature detection is employed [Pirandola2015]. 

A frst-order interference is realized when the DOF is phase, i.e, Alice and Bob prepare phase-
encoded optical felds. Whenever these phases—chosen randomly and independently by either 
party—are near twins, i.e., sufciently close in their values, the interference at the relay leads 
to correlations that can be distilled to bit sequences. This is the twin-feld QKD (TF-QKD) 
protocol [Lucamarini2018], which is based on single-photon interference (in contrast to MDI-
QKD which is based on two-photon interference). 

Several variants of interference-based QKD protocols exist today. These include the 
virtual protocol [Braunstein2012], the receiver-device-independent (RDI) family of proto-
cols [AlDarwbi2022, Ioannou2022] and the prepare-and-measure Bell test protocol [Tan2016]. 
From an implementation point of view, the MDI-QKD and TF-QKD protocols have been the 
most popular. Theoretical improvements in the security analysis and technical improvements in 
the practical setups operating the MDI-QKD and TF-QKD protocols have pushed the frontiers 
on both performance and overall implementation security. 

4Sections 2.4.1.1 and 2.4.1.2 give a background of detectors used in DV-QKD systems while Section 2.4.2.1 
describes the detectors employed in CV-QKD systems. 
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Implementation Attacks against QKD Systems 

3 Structure of the Analysis 

This document aims to present the current state of scientifc literature on the subject of imple-
mentation attacks against QKD systems. For this purpose, viable attack paths (see Section 2.5) 
are frst assembled from the literature. Based on the description of these attack paths, the efort 
an eavesdropper needs to make in order to successfully mount the respective attack is quantifed 
using a best-case scenario from the eavesdropper’s perspective, i.e., the easiest attack path is 
chosen. As explained in Chapter 2.4.4.2, an eavesdropper has an inexhaustible number of ways 
to attack at their disposal, and thus can combine relevant attacks as needed. 

Identifcation of a complete attack path is, however, not clear for some of the analysed works. 
To elaborate, for all vulnerabilities presented in Chapter 4.4, it is not exactly clear how to 
exploit a vulnerability, either due to the lack of equipment or expertise. Thus, in a frst step a 
distinction between attacks (i.e., where the full attack path is known) and vulnerabilities (i.e., 
where a source of information leakage resulting in a side channel is known but it is not clear 
whether this is exploitable) is introduced. 

3.1 Attack and Vulnerability Tables 

To present the details of various implementation attacks togehter with the attack analysis in a 
concise and organised manner, a tabular approach has been taken. While the tables themselves 
are presented only in Chapter 4, the basic template that each of them follows can be found 
below in Table 3.1. 

Name Attack table template 

Category 

Component Subcomponent 

Expertise Opportunity 

Attack Rating Attack Type 

Protocol 

Target(s) 

Short Description 

Precondition 

Equipment 

Description 

Proposed 
Countermeasures 

Remarks 

Feasibility 

Reference(s) 

Table 3.1: Attack table template 
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Implementation Attacks against QKD Systems 

Each such attack table carries a unique “name” that also eventually acts as the caption and 
identifer of that table. 

As a precursor to writing this document, a literature survey of scientifc articles such as 
those published in journals and conference proceedings was done. Based on common themes 
or elements across diferent articles, the entire body of the surveyed literature was thereafter 
categorised into the following attack categories: 

- Calibration attack 
- Classical side-channel attack 
- Degree-of-freedom coupling attack 
- Detector-backfash attack 
- Detector-control attack 
- Excessive-modulation attack 
- Laser-damage attack 
- Laser-seeding attack 
- Non-random phase attack 
- Phase-reference alignment attack 
- Phase-remapping attack 
- Photon-number splitting attack 
- Saturation attack 
- Timing attack 
- Trojan-horse attack 
- Wavelength-dependent manipulation attack 

The feld “Category” is set to one of the options mentioned above. All the remaining felds of 
Table 3.1 are elaborated further in Table 3.2. 

Field Details 

Component This feld states which part of the QKD system serves as the point 
of entry for the attack. This is usually either the transmitter, the 
receiver, or the post-processing. In rare cases, there are multiple 
entry points for an attack. 

Subcomponent This feld gives the subcomponent targeted by the attack as point 
of entry. There are many options possible here, with some attacks 
targeting very specifc components, e.g., actively quenched APDs 
or modulators. This feld may be left empty if several subcompo-
nents are afected. 

Expertise This feld gives the expertise required for the attack, as defned in 
Section 3.2.3. 

Opportunity This feld states the window of opportunity for the attack, as de-
fned in Section 3.2.5. 

Attack Rating This feld gives the calculated attack rating, as described in Sec-
tion 3.2.7. 
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Implementation Attacks against QKD Systems 

Attack Type This feld states whether the attack is of passive or active nature, 
i.e., the attacker has to only listen while the device is working 
(passive) or needs to alter the device’s working conditions in order 
to successfully attack (active). A combination of passive and active 
attack type is also possible, this is called “mixed”. 

Protocol This feld gives the QKD protocols the respective attack can be 
applied to. The attack may not be exclusive to the protocols 
mentioned here, as this list is based on the referenced papers. 

Target(s) This feld defnes the target of the particular attack. While the 
eventual target for Eve is to gain knowledge about the secret key 
without getting disclosed to Alice and Bob (see Chapter 2), here 
the entries can be one or more of the following: 

- gain partial knowledge of the key agreed upon by Alice and 
Bob; 

- gain complete knowledge of the key agreed upon by Alice 
and Bob; 

- enable further attacks leading to one of the above scenarios. 
A target of complete knowledge of the key necessarily includes 
the target of partial knowledge of the key. A target of partial or 
complete knowledge of the key can be combined with the target 
of enabling further attacks. 

Short Description This feld gives an overarching condensed explanation of what the 
attack is about. 

Precondition This feld contains information on the level of knowledge about 
Knowledge about the TOE, as defned in Section 3.2.4, as well as all preconditions, 
the target of eval- i.e., the elements that need to be present in the QKD system for 
uation (TOE) the vulnerability to be manifested or the attack to work. 

Equipment This feld lists information on all necessary equipment for mount-
Equipment rating ing the attack. Moreover, the “equipment rating” as defned in 

Section 3.2.6, is given under the feld name. 

Description This feld describes the attack in detail as it is found in the ar-
ticles relevant to that category. Typically, it starts with some 
background and general explanation of the principles of the at-
tack, and is followed by a presentation of the information gleaned 
and compiled from the individual articles. 

Proposed This feld gives an overview of countermeasures identifed to pre-
Countermeasures vent (or reduce the efectiveness of) the attacks under discussion. 

It does not, however, give any assessment of how one measure may 
be better or worse than another (see also the Disclaimer on Pro-
posed Countermeasures in Chapter 4). In order to avoid repetition 
across several tables, the countermeasures applicable to several at-
tacks are grouped together, and presented in Section 4.5. 

Remarks This feld is reserved for any additional information, comments or 
expert opinion from the authors of this document. If there is no 
further remark to be added, the feld only contains a “-”. 
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Implementation Attacks against QKD Systems 

Feasibility 
tAttack 

This feld provides information about (successful) implementations 
of the attack. This could be for instance the type of QKD system 
or the subcomponent involved. The value for tAttack below the 
feld name gives the elapsed time, as defned in Section 3.2.2. 

Reference(s) This feld contains 
scribed attack. 

a list of all publications relevant to the de-

Table 3.2: Description of the felds found in the attack table template (Table 3.1). 

As mentioned in the beginning of this chapter, a clear attack path does not always manifest 
completely, even though a vulnerability has been identifed. These vulnerabilities might be 
exploitable by an attacker in the future, assuming that (in most cases) the required equipment 
has been invented by then. To describe such vulnerabilities, an adjusted table template is used, 
as shown in Table 3.3. 

Vulnerability Vulnerability table template 

Component Subcomponent 

Protocol 

Short Description 

Precondition 

Description 

Proposed 
Countermeasures 

Remarks 

Reference(s) 

Table 3.3: Vulnerability table template 

3.2 Attack Rating 

Based on the described attack path, a measure of how basic or sophisticated an attack is can 
be evaluated. This is performed by calculating an attack rating, which essentially describes the 
difculty in executing the presented attack path correctly in order to successfully implement the 
attack. It is based on the following aspects: 

- Elapsed time / Feasibility 
The time needed to mount the attack 

- Expertise 
The level of knowledge required from the attacker 

- Knowledge of the TOE 
The extent of information about the QKD system required to mount the attack 

- Equipment 
The equipment needed for the attack 

- Window of opportunity 
The accessibility of the device under attack 

The above mentioned aspects, as well as the defnitions and descriptions of the considered 
factors (see Subsection 3.2.1 onwards), are adapted from the current version of Common Criteria 
Methodology (CEM) which proves to be a reliable approach to estimate the attack ratings on 
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Implementation Attacks against QKD Systems 

cryptographic systems. In the literature, some approaches to combine Common Criteria and 
QKD have been made for individual attacks such as ”saturation attacks“ [Kumar2021]. Here, the 
CEM-approach is applied on a large variety of attacks described in the scientifc literature. Since 
there is no rating system for QKD attacks yet, the Joint Interpretation Library Hardware Attacks 
Subgroup [JILHAS] approach was also followed. There, the attack is divided into two phases: 
First, the identifcation phase; second, the exploitation phase. In the attack tables presented in 
Chapter 4 the categories determined for the exploitation phase are presented. However, for the 
fnal attack rating both phases are considered. Details as well as a more profound description 
can be found in CEM. 

Due to the academic nature of investigating attacks on QKD systems, it is important to note 
that a more detailed determination of the attack rating values is only possible with further 
research and practical experience (for more details, refer to Section 1.2). Thus, it is important 
to stress the fact that these attack ratings are not authoritative but a frst indication in order 
to distinguish the presented attack paths by means of an attack rating in the Common Criteria 
context. 

The fnal grouping into the known attack ratings as it is presented here is not defnitive. How-
ever, in this phase, the entire experience of the authors of this document has been incorporated 
to ensure a justifable distinction. Therefore, comparable attacks should also have a similar 
attack rating. However, the evaluation of attack rating for an attack can change drastically with 
further research. When calculating the attack rating, all proposed countermeasures and their 
(possible) infuence have not been taken into account due to the lack of knowledge about their 
efectiveness. 

Finally, it should be noted here that attack ratings can be evaluated only when a complete 
attack path is determined. Due to this, the vulnerability template (Table 3.3) does not contain 
some felds present in the attack table template (Table 3.1); otherwise the remaining felds carry 
the same explanation provided in Table 3.2. 

3.2.1 Identifcation of Factors 

QKD systems have multiple diferences compared to classical key distribution methods. Nev-
ertheless, as a frst and simple approach (as in this document), the factors included in the 
calculation of an attack rating can be assumed to remain the same as the ones presented in 
CEM. Like within the smartcard community, a diferentiation between the cost of “identifca-
tion” (i.e., demonstration of the attack) and the cost of “exploitation” (e.g., once the correct 
parameters for a laser damage attack are published on the internet) are made. As both phases 
together describe the complete attack, the points for each individual phase are added in order 
to estimate the fnal attack rating based on the following formula: 

Attack ratingtotal = Attack ratingIdentifcation + Attack ratingExploitation (3.1) 

while the rating for each phase consists of the sum of all points P assigned in the identifed 
factors: 

Attack ratingPhase = PElapsed Time + PExpertise + PKnowledge + POpportunity + PEquipment. (3.2) 

In the analysis throughout this document, identical values for the identifcation and exploita-
tion phases shall be considered given the fnal verdict for each identifed factor (i.e.,”Bespoke“ 
equipment amounts to seven points in both phases). Accordingly, the fnal attack ratings given 
are probably a bit lower than they will realistically be in the end. In the future, a separation of 
the analysis for the identifcation and exploitation phases should refne the rating process. 
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Implementation Attacks against QKD Systems 

3.2.2 Elapsed Time 

The amount of time to mount an attack i.e., “elapsed time” tAttack is divided into the following 
intervals shown in Table 3.4 

Duration 
Identifcation 

Rating 
Exploitation 

< one day 0 0 

< one week 1 1 

< two weeks 2 2 

< one month 4 4 

< two months 7 7 

< three months 10 10 

< four months 13 13 

< fve months 15 15 

< six months 17 17 

< nine months 19 19 

Not practical1 * * 

Table 3.4: Rating for elapsed time 

All attacks presented in this document are either trying to force Alice and Bob to agree 
on a key which is also known to Eve or the attacker tries to read along the secret while it is 
being agreed upon. In case Eve enters the quantum channel and gains information about the 
exchanged key bits, that don’t require post-processing, or forces a particular key onto Alice and 
Bob the actual attack takes less than a day and the elapsed time for such cases is considered to 
be “< one day”. Please note that this argument applies only to the exploitation phase as the 
identifcation of the attack path may take much longer. 

3.2.3 Expertise 

Expertise levels defne the ability of an attacker to implement attacks, devise attack paths, 
develop attack setups and procedures, as well as the capability to understand the attack concepts. 
In the following table, the expertise levels ranging from “Laymen” (lowest) to “Multiple experts” 
(highest) is shown. Every level includes the expertise of the lower levels. 

Expertise Level Defnition 

Laymen - Is able to perfectly follow (publicly available) instructions. 
- Has enough practice and knowledge to rely on user manuals 
for operating of-the-shelf benches and tools. 

1CEM defnes the term not practical as “the attack path is not exploitable within a timescale that would be 
useful to an attacker”. 
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Implementation Attacks against QKD Systems 

Profcient - Has basic knowledge, training, or experience in imple-
mented algorithms, protocols, hardware structures, security 
behaviour, principles and concepts of security employed. 
- Is able to conduct previously successful attacks where ad-
justments of parameters (laser power, timing etc.) need to 
be done in order to be successful. 

Expert - Is able to understand the concepts of state-of-the-art 
attacks and attack procedures from either knowledge or 
extensive training/experience with the following: imple-
mented algorithms, protocols, hardware structures, security 
behaviour, principles, and concepts of security employed. 
- Has the ability to operate complex tools and equipment 
that require expertise beyond what can easily be acquired 
from user manuals. 
- Is able to implement newly published attacks (typically 
based on a paper or a related patent). 
- Can devise new attack techniques or attack paths which 
cannot be addressed by of-the-shelf benches and tools and 
well prescribed and available sets of procedures. This also 
includes redesigning or implementing attack techniques, at-
tack paths, setups or procedures for well-established complex 
attacks. Here, well-established considers that the novelty or 
the need for adaptation is, for example, related to a specifc 
target or implemented countermeasures. 

Multiple experts Multiple experts from diferent kind of felds (laser physics, 
cryptography, electronics engineering, etc.). Multiple ex-
perts can also be a single person which is an expert in more 
than one kind of feld. 

Table 3.5: Distinction of expertise levels 

To calculate the attack rating, each expertise level is assigned to a specifc rating during each 
phase emphasised in Table 3.6. 

Expertise Rating 
Identifcation Exploitation 

Laymen 0 0 

Profcient 3 3 

Expert 6 6 

Multiple experts 8 8 

Table 3.6: Rating for the expertise level of the attacker 

3.2.4 Knowledge about the TOE 

Knowledge about the TOE refers to all pieces of information that need to be known from 
an attacker’s perspective. These may include the used protocol, the hardware components of 
the TOE, as well as their characteristics, e.g., wavelengths or temperature dependencies. The 
following information distinction is to be used: 

Federal Ofce for Information Security 28 



     

 
  

              
             

       

           
       

    

           
  

            
     

              
          

  

        

               
               

            
             

              
           

               
              

               
            

             
             

               
         

  
  

   

   

   

   

        

    

                 
               

               
             

      

     

 
  

              
             

       

           
       

    

           
  

            
     

              
          

  

        

               
               

            
             

              
           

               
              

               
            

             
             

               
         

  
  

   

   

   

   

        

    

                 
               

               
             

      

Implementation Attacks against QKD Systems 

Information 
Distinction Defnition 

Public (or none) Information is considered public if it can be easily obtained by 
anyone (e.g., from the internet) or if it is provided by the TOE’s 
manufacturer to any customer without further means 

Restricted Information is considered restricted if it is controlled within the 
developer organisation and distributed to other organisations un-
der a non-disclosure agreement 

Sensitive Knowledge that is only available to discrete teams within the de-
veloper organisation 

Critical Knowledge that is only available to teams on a strict need-to-know 
basis within the developer organisation 

Very critical Knowledge that is known by only a few individuals, access to which 
is very tightly controlled on a strict need-to-know basis and indi-
vidual undertaking 

Table 3.7: Distinction of knowledge about the TOE 

In the here presented analysis of the attack rating, the general approach to estimate the knowl-
edge about the TOE follows as: The QKD receiver and transmitter are treated as commercially 
available products that an attacker can purchase as standalone components. With these de-
vices, the attacker can thoroughly characterize all necessary aspects required to execute the 
chosen attack. During this process, the attacker gains access to details about the component’s 
architecture, vulnerabilities, and characteristics. These pieces of information are sufcient for 
conducting the majority of attacks described in Chapter 4 which is why the necessary knowledge 
of any TOE component has been rated as “public information”. If any attack requires informa-
tion about the actual implementation, the rating of the knowledge about the TOE has been 
adjusted accordingly. This is because implementation details are typically kept confdential for 
commercial products. These assumptions remain valid until a fully secure development chain for 
QKD components and systems is established. Subsequently, the rating of knowledge will need 
to be adjusted. To calculate the attack rating, specifc ratings are assigned to each knowledge 
level during each phase, as depicted in Table 3.8. 

Knowledge Rating 
Identifcation Exploitation 

Public 0 0 

Restricted 3 3 

Sensitive 7 7 

Critical 11 11 

Table 3.8: Rating for knowledge about the TOE 

3.2.5 Window of Opportunity 

The concept of a “window of opportunity” is closely related to the amount of time that has 
passed (see Section 3.2.2). Taking advantage of a weakness may demand extended access to the 
TOE, which in turn could raise the chances of being detected. Some attack strategies might 
necessitate substantial of-line preparation, requiring only short periods of access to the TOE 
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Implementation Attacks against QKD Systems 

for successful execution. Conversely, access may need to be sustained or spread across multiple 
sessions to be efective. The QKD receiver and transmitter are considered commercially available 
products that an attacker might buy in order to “train” for the attack against the actual target. 
Thus, the window of opportunity in the identifcation phase is “Unlimited” in all cases that do 
not include physical access to the actual target. In case the presented attack uses the quantum 
channel as a point of entry, independent of its implementation (free-space or fbre-based), the 
window of opportunity is considered “Easy” as lower boundary since no attacks on ‘in feld’ QKD 
implementations are presented in the literature. If physical access to the component is required, 
the window of opportunity is considered to be ”Difcult“. 

Window of Rating 
Opportunity Identifcation Exploitation 

Unlimited 0 0 

Easy 1 1 

Moderate 4 4 

Difcult 10 10 

Table 3.9: Rating for the window of opportunity 

3.2.6 Equipment 

In order to rate the equipment, its price and availability are taken into account. Please note 
that “Bespoke” equipment also requires an expertise of “Expert” level to operate the system and 
should lead to at least a moderate attack rating. 

Duration 
Identifcation 

Rating 
Exploitation 

Standard 0 0 

Specialised 4 4 

Bespoke 7 7 

Multiple Bespoke 9 9 

Non-existent * * 

Table 3.10: Rating for equipment 

This document includes some attacks that are theoretical in nature, as in, the equipment 
is non-existent. Also, as the border between the categories listed in Table 3.10 may not be 
well defned, a metric to compare and to distinguish equipment based on the acquisition and 
maintenance costs is introduced as a decision guideline: 

Cost Equipment Category 

< 10 k=C Standard 

< 200 k=C Specialised 

> 200 k=C Bespoke 

Table 3.11: Equipment categorisation by costs 

Table 3.12 provides an exemplary list of equipment categorised by means of Table 3.11. 
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Implementation Attacks against QKD Systems 

Tool Category 

Polariser Standard 

Beamsplitter Standard 

Optical flter Standard 

Helmholz coils Standard 

Simple laser-diode module Standard 

EM-probe Standard 

Timing generator Standard 

Phase / Amplitude / Intensity modulator Standard 

General optical modulator Standard 

Optical amplifer Standard 

Circulator Standard 

Power meter Standard 

Oscilloscope Standard 

Optical spectrum analyser Specialised 

RF spectrum analyser Specialised 

Fast-optical switch Specialised 

Homodyne detector Specialised 

Wavelength-division multiplexer Specialised 

Single-photon detector Specialised 

Laser Specialised 

QKD receiver module Specialised 

QKD transmitter module Specialised 

QKD receiver module (tweaked) Specialised 

QKD transmitter module (tweaked) Specialised 

Intercept-and-resend apparatus Specialised 

Photon-number resolving detector Specialised 

Laser (custom-made) Bespoke 

Ultra low loss quantum channel Bespoke 

Photon-number QND measurement device non-existent 

High quality quantum memory with long storage times non-existent 

Table 3.12: Categorisation of tools 
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Implementation Attacks against QKD Systems 

3.2.7 Attack Rating 

The attack rating is determined by adding the cumulative scores for both the identifcation 
and exploitation phase of all the categories specifed earlier, which include: Elapsed time, level 
of expertise, knowledge about the TOE, available window of opportunity and the necessary 
equipment. 

Values Attack rating required to exploit scenario 

0-13 Basic 

14-19 Enhanced-Basic 

20-25 Moderate 

26-31 High 

≥32 Beyond High 

Table 3.13: Grouping of attack ratings 

Table 3.13 gives the resulting Attack rating based on the calculated scores. The rating corre-
sponds to the amount of efort required by Eve to successfully execute the contemplated attack. 
It implies that an attacker must possess an attack potential that is at least one level above the 
calculated rating to initiate the attack. Consequently, the lower the attack rating, the greater 
the number of potential attackers that must be taken into account. 

Two clarifcations that may be required in the interpretation of the attack ratings in Chapter 
4 are elaborated here. First, it should be noted that in determination of the attack ratings, 
the felds Target(s) and Proposed Countermeasures (see Table 3.2) are not taken into account. 
Neither is the degree to which the respective attack has been demonstrated a factor that could 
be considered for the given attack rating. Second, a worst-case approach (from the QKD users’ 
perspective) is employed in order to estimate the minimum efort an attacker has to make to 
successfully breach the security. 

This implies that a practically not-so-efective attack that however barely manages to break 
the security criteria of the QKD system and yields a tiny yet non-negligible information about 
the key may get a lower rating than an attack that is highly practical, efective with current 
technology, and perhaps even allows a complete knowledge of the key. 
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Implementation Attacks against QKD Systems 

4 Implementation Attacks 

The security of a physical implementation of a QKD protocol cannot be ensured merely by 
evaluating the laws of quantum mechanics. In fact, as a consequence of imperfections in the 
QKD devices and components and incorrect assumptions in the QKD system model, the QKD 
implementation may deviate from the theoretical description of the QKD system [Scarani2009, 
Lo2014, Jain2016a, Pirandola2020, Xu2020]. An attacker can exploit such deviations to prevent 
or reduce the degradation of the correlations normally caused by eavesdropping attempts, as 
explained in Section 2.2. To elaborate further, without these deviations, any eavesdropping 
would have otherwise resulted in a much smaller secret key length or even complete elimination 
of the secret key. 

The deviations can get manifested in several ways. For instance, during the creation or 
distribution of the quantum correlations or the act of quantum measurements, information that 
enhances the eavesdropper’s knowledge of the key could inadvertently leak through so-called side 
channels. If the QKD users are unaware of the existence of such side channels (or are unable to 
account for them), then the security of the QKD implementation can be compromised. 

In this chapter, detailed information about numerous implementation attacks1 that Eve may 
use to potentially breach the security of a given QKD system and/or realisation of a QKD 
protocol is presented. The presentation is done through a series of tables, meticulously compiled 
using information available in the public domain: The surveyed literature sources include peer-
reviewed journal publications and conference proceedings, as well as scientifc repositories such 
as arXiv.org2 . In these tables, wherever possible, countermeasures for the described attack 
methods have also been identifed and linked. 

Each table itself follows a template that has been explained in detail in Section 3.1. One of 
the objectives behind preparing this document was to be able to comprehensively analyse and 
compare attacks on QKD systems, and this has been done through the assignment of an attack 
rating (which forms one of the many felds of a typical table). The determination of a rating, 
however, requires having a clearly defned attack path which is not the case with all the analysed 
works. As in, some of the works merely focus on security vulnerabilities for which an attack 
path cannot be identifed with the currently available equipment or expertise. A frst way of 
classifying the tables thus has been “attacks” or “vulnerabilities”. 

With the discrete variable and the continuous variable favours of QKD being the most promi-
nent as of today (see section 2.3), another natural classifcation for the attack tables has been to 
sort them in these two groups (sections 4.1 and 4.2 below, respectively), with any attacks relevant 
to both relegated to a third, common group (section 4.3). This grouping also allows for easier 
reference whenever it is necessary to identify and address attacks on a particular QKD system 
of one of the favours. A similar classifcation for vulnerabilities has not been performed due to 
the smaller number of identifed vulnerabilities compared to attacks. Finally, it is re-emphasised 
that conventionally used cryptographic technologies that are part of the QKD systems and may 
also be targeted by an attacker to achieve the same goal are not covered in this chapter. 

Across the diferent groups (or even within one), two or more implementation attacks that 
may otherwise have a common theme, for instance, exploit the same imperfection in the QKD-

1The term side channel, which denotes the encoding of critical information in undesired degrees of freedom, is 
also sometimes used in this chapter, if and when it suitably fts the context. 

2As arXiv.org is an open-access repository that allows uploading documents after moderation but without com-
pleting a peer review, the authors of this document have used their expertise to ensure only pre-prints and 
papers that comply with common quality standards have been considered. 

Federal Ofce for Information Security 33 

arXiv.org
https://arXiv.org


     

              
               

                
                

                    
   

                
             

    

                
               

               
                 

              
                  

       
               
             
              

            
              

                
               

    
              

                
              

           
             
               
           

          
                 
                  
       

      

     

              
               

                
                

                    
   

                
             

    

                
               

               
                 

              
                  

       
               
             
              

            
              

                
               

    
              

                
              

           
             
               
           

          
                 
                  
       

      

Implementation Attacks against QKD Systems 

specifc components, or are described by the same modus operandi of the eavesdropper, have 
been categorised under a common category. Along the same lines, scientifc works that share a 
common element or goal have been grouped together coherently in a single table to present the 
information in a concise manner. It should be noted that there are multiple ways of performing 
such grouping, and due to the massive size of the literature3 , a best efort has been made to fnd 
the optimal grouping. 

Lastly, on the subject of attack ratings, a similar assessment but on a much limited scale—just 
one class of attack on one specifc CV-QKD implementation—has been performed in Kumar2021. 

Disclaimer on Proposed Countermeasures 

As shown in the templates of Table 3.1 and Table 3.3, some details of the countermeasures 
proposed in the scientifc literature to prevent the attack under discussion are also provided in 
the attack table. In order to be transparent about the efectiveness of countermeasures, i.e., to 
state that a certain set of countermeasures is more efective than another set, ideally, all of them 
should be compared and tested on the relevant physical QKD implementation. However, in this 
regard, as there is an unfortunate lack of literature4 , it is clear that making such statements is 
well beyond the scope of this document. 

The objective for the authors involved in writing of this document was mainly to extensively 
survey and report their fndings regarding countermeasures. For instance, in many cases, it 
would be observed that the entire chain of claims and counterclaims—on the efectiveness of 
a proposed measure—has been reported. To summarise, all countermeasures are in essence 
“proposed” without favouring one over the other. The only exceptions that have been pointed 
out are cases where it is obvious that a certain countermeasure would be highly impractical to 
implement, e.g., where it requires physical devices that are at the border of technical feasibility 
in the foreseeable future. 

Finally, when calculating the attack rating (see Section 3.2), the infuence of the proposed 
countermeasures has not been taken into account. The rating is based on the nature of the 
attack. When evaluating, the attack rating is determined based on the implementation of the 
TOE. Incorporating specifc countermeasures into the implementation could, in theory, increase 
the attack rating. However, this action might inadvertently create new vulnerabilities or might 
not have any impact on the rating. By conducting more thorough and comprehensive testing of 
the countermeasures’ limits, the actual efect can be more accurately determined. 

3More than 300 scientifc articles were reviewed for this study. 
4Amongst the many possible reasons, one could be that the feld of implementation attacks is still relatively im-
mature. Or that this sort of research is more ft for engineering disciplines whereas QKD is still overwhelmingly 
pursued at scientifc departments and research institutes. 
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Implementation Attacks against QKD Systems 

4.1 DV-QKD Attack Tables 

In this section, attack tables for implementation attacks that have been proposed and/or demon-
strated against DV-QKD protocols and systems are listed. 

Number Attack Table Name 

Table 4.2 Photon-number-splitting attack exploiting multi-photon signals 

Table 4.3 Exploitation of double-click events 

Table 4.4 Exploitation of breakdown fash (photons) 

Table 4.5 Exploitation of detection efciency mismatch 

Table 4.6 Correlations due to dead time of APDs 

Table 4.7 Timing attack via detector response time 

Table 4.8 Phase-remapping attack 

Table 4.9 Source attack of decoy-state QKD using phase information 

Table 4.10 Frequency-shift attack 

Table 4.11 Partially-random-phase attack 

Table 4.12 Detector control of passively-quenched APDs via blinding and faked 
states 

Table 4.13 Detector control of gated APDs via blinding and faked states 

Table 4.14 Detector control of actively-quenched APD via blinding and faked states 

Table 4.15 Detector control via after-gate pulses 

Table 4.16 Detector control by exploiting superlinearity 

Table 4.17 Detector control via blinding using dead time without interception 

Table 4.18 Detector control by blinding of self-diferencing APDs 

Table 4.19 Detector control of SNSPD-based receivers 

Table 4.20 Detector control of TES-based receivers 

Table 4.21 Wavelength-dependent beamsplitter attack 

Table 4.22 Passive Faraday mirror attack 

Table 4.23 Timing mismatch of pump current modulation generated signal and de-
coy states 

Table 4.24 Wavelength-selected photon-number splitting attack 

Table 4.25 Attack on spatial information leakage from misaligned sources 
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Implementation Attacks against QKD Systems 

Table 4.26 Free-space QKD system hacking by wavelength control using an external 
laser 

Table 4.27 Exploiting passive side channels from imperfections in the transmitter 

Table 4.28 Exploiting frequency side channels in sending or not-sending twin-feld 
QKD with passive frequency-shift attack 

Table 4.29 Trojan-horse attack against the SARG04 protocol 

Table 4.30 Trojan-horse attack on counterfactual QKD 

Table 4.31 Laser-damage attack on detectors in QKD systems 

Table 4.32 Laser-damage attack against optical attenuators in QKD systems 

Table 4.33 Pulse-intensity-increase in bidirectional QKD confgurations 

Table 4.34 Variation of laser’s characteristics via temperature increase 

Table 4.35 Injection-locking attack 

Table 4.36 Information leakage through electromagnetic radiation 

Table 4.1: List of DV-QKD attack tables 
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Implementation Attacks against QKD Systems 

Name Photon-number-splitting attack exploiting multi-photon signals 

Category Photon-number-splitting attack 

Component Transmitter Subcomponent Quantum signal 

Expertise Profcient Opportunity Easy 

Attack Rating Beyond High Attack Type Active 

Protocol Applicable to any DV-QKD protocol, except entanglement-based 
and DPR-type protocols. In the scientifc literature referenced in 
this table, mainly BB84 and B92 protocols have been considered. 

Target(s) Partial knowledge of the key 

Short Description Exploiting multi-photon pulses from 
sources to gain knowledge of the key. 

non-ideal single-photon 

Precondition 
Public 
information 

Use of non-ideal single-photon sources (see Section 2.4.3 for de-
tails). 

Equipment 
Non-existent 

Depending on the proposed PNS attack, diferent equipment has 
to be used: 

equipment - Brassard2000 uses a quantum memory, a photon-number quan-
tum non-demolition (QND) measurement device, and a detection 
module. 
- The attacks proposed in Felix2001 do not need a quantum mem-
ory. They require a detection module, an optical switch, and a 
signal state source that can emit arbitrary states at demand. 

Description A description of the PNS attack is provided in Section 2.5.1. In 
this attack, frst proposed in Brassard2000 (see Luetkenhaus2000 
as well), Eve exploits multi-photon signals produced by non-ideal 
single-photon sources. Eve uses a QND measurement to retrieve 
the photon number of the signals emitted by Alice. Eve’s inten-
tion is to split all multi-photon signals such that she retains one 
photon while Bob receives the remaining photons, while ensuring 
that the encoding remains undisturbed. By storing the photons in 
a quantum memory and measuring them later (once the bases are 
publicly announced), Eve obtains full information on the pulses 
that had contained more than one photon. While no errors are in-
troduced in the sifted key, the photon statistics at Bob is altered. 
This problem is tackled in Luetkenhaus2002 by a proposed exten-
sion to the PNS attack scheme, which preserves the Poissonian 
statistics. 
In Felix2001, two weaker and simpler versions of the PNS attack 
without the use of quantum memories are proposed. The frst 
one is applying an intercept-and-resend strategy exploiting the in-
creased information Eve can get from multi-photon signals. The 
second one is using a beamsplitter to couple out a fraction of each 
signal. A simplifed single-basis encoding version of the PNS at-
tack without the use of a quantum memory was experimentally 
shown in Liu2011. 
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Implementation Attacks against QKD Systems 

Description Exploiting channel losses, Eve can block single-photon pulses and 
use a superior quantum channel, such that the number of non-
empty signals received by Bob stays unchanged and Eve’s in-
formation gain increases, as shown in Felix2001 and Liu2011. 
Mailloux2016 studies the use of quantum teleportation as a lossless 
channel and its improvement by entanglement purifcation. Ad-
ditionally, the detectability of the PNS attack is examined with 
respect to both QBER and the decoy state protocol. 

Proposed 
Countermeasures 

The most efective and widely known countermeasure against PNS 
attacks is the decoy-state method (see Section 2.6.1). Hwang2003 
introduces the concept of using decoy states as a countermea-
sure to the PNS attack on BB84. Alice randomly replaces the 
quantum signal pulses with pulses of diferent intensities (decoy 
pulses). Then, Alice and Bob check the yield of the decoy pulses. 
If the yield of decoy pulses is abnormally high compared to that 
of other signal pulses, the whole protocol is aborted. Lo2005 fur-
ther improves the decoy-state method and gives a rigorous security 
analysis. In Wang2005, a modifed decoy-state method using two 
weak-coherent states as signal pulses and vacuum for the decoy 
states is presented while considering non-asymptotic efects, thus 
changing the bounds on the security of the protocol. In Liu2011 
and Mailloux2016, it was shown via a proof-of-concept experiment 
and simulation, respectively, that the decoy-state method is able 
to discover the PNS attack efectively. Since the use of active 
intensity modulation for the production of decoy states is vulner-
able to Trojan-horse attacks, passive decoy-state methods have 
been proposed and experimentally shown, using heralded single-
photon sources in Sun2014a, or two local detectors inside the QKD 
transmitter [Yu2022]. 
Other specifc countermeasures: 
- Use heralded SPDC photons to get sub-Poissonian photon statis-
tics [Brassard2000] (see Section 2.4.3). 
- Use quantum repeaters to reduce channel loss and minimise the 
possibility of Eve blocking signals [Brassard2000]. 
- Reduce the mean photon number per pulse such that the amount 
of multi-photon pulses is reduced accordingly5 [Brassard2000]. 
- Incorporate PNS attacks in the security proofs and in the calcu-
lation of the secure key rate leading to a proper amount of privacy 
amplifcation [Gottesman2004]. 
- Encoding on the phase of a weak-coherent pulse relative to a 
strong reference pulse [Koashi2004, Tamaki2009]. Using a strong 
pulse prevents Eve from blocking the entire signal without causing 
errors, and is expected to be robust against channel loss. 
- Using a modifed BB84 protocol with non-orthogonal states pro-
posed in Scarani2004. It difers only in the classical sifting proce-
dure. Instead of revealing the basis, Alice announces one of four 
pairs of non-orthogonal states. 
- Using a frequency coding scheme [Gabdulkhakov2018] can par-
tially inhibit the PNS attack. 

5However, this also leads to an overall reduction of the secure key rate and/or the transmission distance. 
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Implementation Attacks against QKD Systems 

Remarks The attack paths presented in Brassard2000 and Felix2001 require 
equipment that is not available today, namely quantum memory 
in Brassard2000 and signal state source that can emit arbitrary 
states at demand as well as perfectly number-resolving detectors in 
Felix2001. Also, we note that the attack presented in Felix2001 is 
a much simpler and weaker version than the original PNS attack. 
Furthermore, the attack described in Liu2011 is only a simplifed 
proof-of-principle version of the PNS attack. 

Feasibility None of the proposed PNS attacks have been fully demonstrated 
tAttack < 1 day on a working QKD system due to the need for future technologies. 

A simplifed one-basis encoding version of the PNS attack with-
out the use of a quantum memory was experimentally shown in 
Liu2011. 

Reference(s) Brassard2000, Luetkenhaus2000, Felix2001, Luetkenhaus2002, 
Hwang2003, Gottesman2004, Koashi2004, Scarani2004, Lo2005, 
Wang2005, Tamaki2009, Liu2011, Sun2014a, Mailloux2016, 
Gabdulkhakov2018, Yu2022 

Table 4.2: Photon-number-splitting attack exploiting multi-photon signals 
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Name Exploitation of double-click events 

Category Detector-control attack 

Component Receiver Subcomponent Detection module 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to BB84 but the attack should also be applicable to 
non-MDI-type prepare-and-measure QKD protocols using 2 or 
more detectors. 

Target(s) Partial knowledge of the key 

Short Description Exploiting double-click events at the receiver to gain knowledge of 
the key. 

Precondition Bob discards all double-click events during sifting. 
Public 
information 

Equipment 
Specialised 
equipment 

Detection module, source, and state preparation module to per-
form an intercept-and-resend attack. 

Description A double click refers to an event where there is a (simultaneous) 
click in both detectors of a given basis. In a double-click attack, 
Eve chooses an intercept-and-resend strategy (see Section 2.5.2), 
with the re-sent state being a relatively intense pulse containing 
multiple photons. If Bob chooses a basis compatible with that of 
the re-sent state, he obtains a defnite measurement outcome. If 
not, a double-click event occurs with a probability close to 1. With 
this, if double clicks are simply discarded by the QKD system, 
all the remaining clicks are those that were fully controlled by 
Eve and therefore she can get information about the complete 
key [Luetkenhaus1999, Luetkenhaus2000]. 

Proposed 
Countermeasures 

Incorporate the efect of multiple clicks and detector dead-time at 
Bob’s side in the QKD security proof. For example, one could ran-
domly assign multiple clicks to single-click events before applying 
the security proof [Beaudry2008, Fung2011], or monitor the rate of 
multiple click events observed [Koashi2008]. Importantly, multiple 
clicks cannot be simply discarded. 

Remarks -

Feasibility This attack has not yet been demonstrated on a practical QKD 
tAttack < 1 day system. 

Reference(s) Luetkenhaus1999, Luetkenhaus2000, Beaudry2008, Koashi2008, 
Fung2011 

Table 4.3: Exploitation of double-click events 
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Implementation Attacks against QKD Systems 

Name Exploitation of breakdown fash (photons) 

Category Detector-backfash attack 

Component Receiver Subcomponent APD 

Expertise Profcient Opportunity Moderate 

Attack Rating Basic Attack Type Passive 

Protocol BB84 with polarisation encoding is explicitly mentioned. Others 
(e.g. BBM92, Ekert91) are vulnerable as well. 

Target(s) Partial knowledge of the key 

Short Description Eavesdropping on photons that get emitted as a result of detection 
events in Bob and travel out to the quantum channel. 

Precondition - The receiver uses APDs in Geiger mode. 
Public - Photons from the breakdown fash carry information about the 
information encoding, such as timing directly (e.g. in time-bin encodings) or 

by traversing a characteristic optical path (e.g. with polarising 
elements in polarisation enconding). 
- Imperfect pointing of the receiver towards the QKD transmitter 
[Kepferman2018, Arnon2019]. 

Equipment - Device to gain access to backfash photons (e.g., circulator). 
Standard - Receiver module, similar to that of Bob. 
equipment 

Description The phenomena of breakdown fash (also called backfash) in APDs 
described in Section 2.4.1.1 can result in a security vulnerabil-
ity. By observing the photons emitted in the breakdown fash, 
as they leak back to the quantum channel, Eve can obtain infor-
mation about the settings of the QKD system that may enhance 
her knowledge of the secret key [Kurtsiefer2001]. To elaborate, 
Eve may be able to identify which detector the backfash photons 
originated from by extracting polarisation and timing information. 
Notably, this attack can be done without alerting the QKD users. 
In Kurtsiefer2001, light emission from a free-space Si APD 
(C30902-SDTC from PerkinElmer; now Excelitas Technologies) 
was analysed with respect to absolute number of photons and spec-
tral, spatial, and temporal distribution. For instance, the authors 
reported (among other results) that on average 1.3 × 10−3 pho-
tons were found to be coupled back into the single spatial mode of 
the quantum channel. In Meda2017, Meda2018 and Shi2017, In-
GaAs/InP APDs were analysed in a similar manner. In Meda2017, 
Meda2018, two gated, fbre-coupled detectors, one a home-built 
prototype and another a commercially available model (ID201 
from ID Quantique), were evaluated quantitatively. An average 
backfash photon number of 0.04 was the main result obtained in 
Shi2017 (on ID220 from ID Quantique). 
It was shown in Pinheiro2018 that > 6.5% of detection events in 
an actively quenched free-space Si APD module (from Excelitas) 
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Implementation Attacks against QKD Systems 

Description resulted in a backfash. A proof-of-concept setup using a polari-
sation analyser for eavesdropping on these backfash photons was 
also implemented here, and an information leakage was 4.5 × 10−3 

was experimentally quantifed. The authors also investigated a 
photo multiplier tube (PMT) (from Hamamatsu) and found that 
no signifcant backfash emission could be registered. 
A special case (of a free-space QKD link) in which backfash pho-
tons are not always directed back towards the transmitter tele-
scope due to non-ideal pointing is investigated in Kepferman2018 
and Arnon2019. This can get manifested when the receiver is 
mounted on a vibrating platform (e.g., a satellite). 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using optical isolation (C1) and spectral fltering (C4). For 
instance, in Kurtsiefer2001, it is estimated that a commercial 
1 nm full-width half-maximum (FWHM) wide interference flter 
could reduce the intensity of the backfash by a factor of 170. In 
Meda2017 and Meda2018, the usage of an isolator is recommended 
to bring down the intensity of backfash by 30 dB. 
- Using newer QKD protocols (C9). 

Specifc countermeasures include: 
- Lowering the parasitic capacitance of the APDs [Kurtsiefer2001]. 
- Spatial fltering in case of free-space APDs, since the emission is 
not assumed to be directed [Kurtsiefer2001]. 
- Shi2017 conjecture that SNSPDs do not exhibit this property of 
backfash. 
- Using directional coupler or narrow flter [Arnon2019]. 
- Usage of PMTs instead of APDs [Pinheiro2018] though this mea-
sure has limitations (as also mentioned by the authors). 

Remarks If Eve does not know the chosen basis beforehand, a polarisation 
analysis of the (single) backfash photons yields her only partial 
information, except when she has a quantum memory to store the 
photons (and perform measurements on them during the classical 
phase of the protocol). 

Feasibility 
tAttack < 1 day 

This vulnerability has been shown to manifest on both research 
and commercial APD modules. It is expected to work on sim-
ilar implementations. An attack path has been presented in 
Pinheiro2018 via proof-of-concept experiments. 

Reference(s) Kurtsiefer2001, Shi2017, Meda2017, 
Kepferman2018, Arnon2019 

Meda2018, Pinheiro2018, 

Table 4.4: Exploitation of breakdown fash (photons) 
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Implementation Attacks against QKD Systems 

Name Exploitation of detection efciency mismatch 

Category Detector-control attack 

Component Receiver Subcomponent -

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any QKD protocol where the detector(s) exhibit a 
mismatch in some property of the optical signals on the quantum 
channel that Eve can access. Investigated so far on BB84 (both 
with and without decoy states) [Makarov2006, Qi2007, Fei2015], 
energy-time entanglement protocol [Makarov2005], SARG04, 
DPSK and Ekert protocols [Makarov2008a]. 

Target(s) Complete knowledge of the key 
Enabling other attacks 

Short Description Enabling and exploiting side channels that allow Eve to discrimi-
nate between the detectors of Bob (and thus control them) using 
polarisation, spatial, and temporal DOFs. 

Precondition 
Public 
information 

Detection efciency mismatch may exist as a function of 
- Polarisation, e.g., in the passive basis choice using PBS 
[Makarov2005], 
- Time, e.g., in gated detectors (more than one, but possibly also 
time-multiplexed [Makarov2006]), 
- Angle at which the beam impinges on free-space detectors 
[Rau2015, Sajeed2015a], 
or it can be induced, e.g., by exploiting a faw in the calibration 
routine of the detection system [Jain2011]. 

Equipment 
Spe

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- Pulsed lasers for preparing faked states (Faked-states genera-
tor) [Liu2014]. 
- Possibly (for decoy state BB84) photon-number resolving detec-
tors [Fei2015]. 

Description Any DV-QKD receiver that decodes a secret bit by assigning the 
detection outcome to a unique detector (or unique set of detectors) 
needs to ensure operational indistinguishability between all the 
detectors. When this is not the case, the QKD system sufers from 
detection efciency mismatch. If Eve can additionally exploit the 
distinguishability, then the security of the QKD system can be 
compromised. Several such attacks have indeed been performed 
using the temporal, spatial, and polarisation DOFs. 
A temporal detection efciency mismatch could occur, e.g., due 
to small diferences in the optical path lengths to the detec-
tors [Makarov2006]. In case of gated APDs (see Section 2.4.1.1), 
this results in the gating windows to not completely overlap, i.e., 
one (or more) detector(s) become active slightly before or after 

cialised 
equipment 
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Implementation Attacks against QKD Systems 

Description the other one(s). A detector-control attack using faked states 
(see Section 2.5.2.1 for more details) can then completely break 
the security of the QKD system [Makarov2005, Makarov2006]. 
In Qi2007, the authors proposed a time-shift attack (experimen-
tally demonstrated in [Zhao2008] on a modifed ID-500 QKD 
setup by ID Quantique), where, by temporally delaying or ad-
vancing the quantum signals from Alice to Bob, Eve controllably 
addressed only one of the two gated APDs. The efciency mis-
match in Zhao2008 was, however, neither too severe nor constant 
or deterministic—it fuctuated, and in a way that was beyond 
Eve’s control. In Jain2011, a strategy to induce a large and pre-
dictable mismatch was outlined and experimentally demonstrated, 
together with simulating the performance of a faked-states attack. 
The demonstration exploited a faw in the calibration routine6 

running on the ID Quantique Clavis2 QKD system. 
In the case of free-space QKD setups, the detection efciency of the 
diferent single-photon detectors can depend on the spatial mode of 
the incident light. Such a spatial detection efciency mismatch was 
experimentally investigated in Rau2015 and Sajeed2015a, with the 
authors of the latter also evaluating the angles that maximised 
the detection efciency mismatch to simulate the faked-states at-
tack that minimises the QBER incurred by Bob. The results 
from Sajeed2015a were extended to a more realistic domain in 
Chaiwongkhot2019 where the authors emulated atmospheric tur-
bulence using a spatial light modulator. 
For efciency mismatch in the polarisation domain, Eve’s task is 
to fnd the critical states of polarisation that help her discrimi-
nate among the detectors in Bob. As shown in Makarov2005, if 
the basis choice in Bob is implemented in a passive manner, e.g., 
using a PBS (see Section 2.4.4.3), Eve could launch faked states 
containing polarised photons that produce a click in the detector 
she desires. The natural polarisation sensitivity of a SNSPD with 
meander-type geometry was shown in Wei2019a to create grounds 
for attacks exploiting a polarisation-dependent mismatch. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent attacks that exploit detection efciency mis-
match or those that induce this vulnerability. These include: 
- Incorporating the faw in the security analysis (C5) or using 
newer QKD protocols (C9). 
- Using wavelength flters (C4) to minimise vulnerabilities arising 
from the wavelength-dependence of components. 
- Using the technique of bit-mapped gating (C12). 
- Randomly assigning each detector to diferent bit values per re-
ceived quantum signal [Qi2007, Silva2015]. However, this detector-
scrambling countermeasure requires a phase modulator [Qi2007] or 
detectors [Silva2015] which, apart from being extra hardware, may 
actually prove inefective [Makarov2008a, Fatin2021], e.g., due to 

6Similar attacks on the calibration sequence exploiting additional vulnerabilities such as the wavelength depen-
dence of beamsplitters [Fei2018b] are reported in Table 4.21. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

the possibility of Trojan-horse attacks on DV-QKD re-
ceivers [Jain2014] (also see Table 4.29). 

Specifc measures against the mismatch in temporal DOF: 
- Introducing an intentional random jitter in the detector syn-
chronisation. Active protection can be achieved through random 
shifting of the receivers detection time window [Makarov2006]. 
- Monitoring QBER and coincidence statistics [Makarov2008a]. It 
is mentioned that this countermeasure could make the attack more 
difcult but not impossible. 
- Applying additional randomised phase shifts at the entry of 
the QKD receiver is expected to inhibit this attack from being 
successful [Qi2007]. 

Specifc measures for the mismatch in spatial DOF: 
- Both Sajeed2015a and Rau2015 propose using a single-mode 
spatial flter, e.g., pinhole, as a countermeasure to block unwanted 
spatial modes from an attacker. However, this is not immune to 
a laser-damage attack: A pinhole was thermally damaged with a 
high-power laser and rendered useless in Makarov2016. 

Specifc measures against the polarisation-dependent mismatch: 
- Implementing active polarisation state scrambling inside the 
QKD receiver [Makarov2005, Wei2019a]. 
- Developing polarisation-insensitive SNSPDs [Wei2019a]. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has been shown to work in laboratories and on com-
mercially available systems. It is expected to work on similar im-
plementations. 

Reference(s) Makarov2005, Makarov2006, Qi2007, Zhao2008, Makarov2008a, 
Jain2011, Jain2014, Liu2014, Fei2015, Sajeed2015a, Rau2015, 
Silva2015, Makarov2016, Fei2018b, Wei2019a, Chaiwongkhot2019, 
Fatin2021 

Table 4.5: Exploitation of detection efciency mismatch 
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Implementation Attacks against QKD Systems 

Name Correlations due to dead time of APDs 

Category Timing attack 

Component Receiver Subcomponent APD7 

Expertise Profcient Opportunity Easy 

Attack Rating Basic Attack Type Passive 

Protocol Applicable to QKD protocols that use free-running APDs for 
single-photon detection8 . Specifcally, BB84 [Xu2006, Rogers2007] 
and B92 [Xu2006] are discussed. 

Target(s) Partial knowledge of the key 

Short Description The imposition of dead times across multiple APDs can induce 
correlations in the sifted key, especially when the detection rates 
are high. 

Precondition 
Public 
information 

- Free-running APDs that exhibit a dead time. 
- More than one APD is used in the detection process, possibly 
one detector per bit value in each basis [Rogers2007]. 
- Increased impact, if repetition rate is higher than the inverse 
dead time [Rogers2007]. 

Equipment 
Standard 

None 

equipment 

Description In this table, the focus is on passively quenched APDs, which 
are described in Section 2.4.1.1. There, the term dead time is also 
defned. The theoretical maximum event rate an APD based single 
photon detector can register is the inverse of the dead time. When 
one APD is inactive due to the dead time, only the other one(s) can 
detect a photon. In high repetition rate scenarios, this can lead to 
(anti-)correlations of the sifted key, since the detector(s) that lead 
to the opposite sifted key bits of the previous detection are active, 
while that one is not. As shown in Xu2006, the B92 protocol is 
especially vulnerable: The probability that the neighboring bits 
are diferent ought to be 0.5, but at high repetition rates, this can 
surpass 0.9. A BB84 protocol implementation with 4 detectors 
similarly approaches a probability of 0.62. This has been shown in 
a simulation with experimental verifcation of data points [Xu2006, 
Rogers2007]. It is assumed (as usual in scientifc QKD scenarios) 
that the eavesdropper has full read access to the classical channel 
and thus has at least some information about the detection times 
and basis choices later on during the post-processing phase. This 
information only is used for this attack. 

7Efectively, all threshold (i.e., binary) single-photon detectors have some sort of dead time. So, this attack will 
also be applicable to other types of detectors to some degree. 

8See previous footnote. 
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Implementation Attacks against QKD Systems 

Proposed Some of the general countermeasures mentioned in Section 4.5 can 
Countermeasures possibly prevent this attack. These include: 

- Using newer QKD protocols (C9). 

Other specifc countermeasures include: 
- All detectors shall be held of, while one is inactive. They call 
this simultaneous hold-of of APDs [Xu2006]. 
- Self-disabling detector by time-multiplexing the diferent bit val-
ues in each basis on one physical detector [Rogers2007].9 

- Modifed sifting algorithm: Whenever there are detection events 
closer in time than the dead time, only the frst detection event is 
considered [Rogers2007]. 

Remarks It is theoretically possible to design a QKD system with only one 
APD. Such a system would not necessarily sufer from this vulner-
ability, but a tailored security analysis would be needed. Hence 
the added assumption, that the device has to be comprised of 
more than one APD. The authors assume that the dead time is 
fxed and not extendable and hence cannot be paralysed with the 
exception of “twilight counts” (see reference 16 in Rogers2007). 
This assumption is not necessarily tenable for passively-quenched 
APDs where the APD is slowly charged and a discharge can be 
triggered, although there is no detection event, because the smaller 
electrical pulse will not switch the state of the discriminator that 
usually follows. Other types of detectors might also be afected by 
this attack. 

Feasibility This attack is of theoretical nature and has not been demonstrated 
tAttack < 1 day on a working device. 

Reference(s) Xu2006, Rogers2007 

Table 4.6: Correlations due to dead time of APDs 

9Time-multiplexed detectors exhibit other vulnerabilities though, see 4.5. 
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Implementation Attacks against QKD Systems 

Name Timing attack via detector response time 

Category Timing attack 

Component Receiver Subcomponent Detector 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Passive 

Protocol The scientifc literature has considered the BB84 and BBM92 pro-
tocols. The attack could potentially also be applied to other non-
MDI-type QKD protocols that exchange detectors’ timing infor-
mation. 

Target(s) Partial knowledge of the key 

Short Description Achieving partial knowledge of “which detector clicked” using the 
publicly communicated detection times. 

Precondition 
Public 
information 

There must be a diference between the detector response times 
and the timestamps have to be published. 

Equipment 
Standard 
equipment 

Equipment to get access to the timing information of the detectors 
by accessing the classical communication channel. 

Description The timing attack was proposed by LamasLinares2007. The iden-
tifcation of a signal photon from background noise is achieved 
through the measurement of its arrival time at one of the detec-
tors. However, in QKD implementations, correlations between 
such timing information (which is publicly exchanged) and the 
resulting measurement outcomes can occur owing to diferences 
in the detector response times or optical path length diferences. 
These correlations can be exploited by Eve to obtain the secret 
(which detector clicked) information about the key. 

Proposed 
Countermeasures 

- Timing information should be properly characterised, delays 
equalised, and publicly exchanged information should be ran-
domised or truncated in precision to limit the information leak-
age [LamasLinares2007]. Only Alice should share the timestamps 
and deployed bases info on the public channel and Bob should 
minimise distinguishability in his detection system. 
- Arbitrarily increasing the time bin width is also proposed in 
LamasLinares2007 as a countermeasure. However, Pahali2022 
have shown that this countermeasure can lead to an increasing 
mutual information. It is important to use the right values for 
time bin width and start time of binning to successfully decrease 
the mutual information to a minimum. 
- Using newer QKD protocols (C9). 

Remarks -

Feasibility A proof-of-concept version of this attack has been shown to work in 
tAttack < 1 month laboratories [LamasLinares2007]. It is expected to work on similar 

implementations. 
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Implementation Attacks against QKD Systems 

Reference(s) LamasLinares2007, Pahali2022 

Table 4.7: Timing attack via detector response time 
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Implementation Attacks against QKD Systems 

Name Phase-remapping attack 

Category Phase-remapping attack 

Component Transmitter Subcomponent Optical modulator 

Expertise Expert Opportunity Difcult 

Attack Rating High Attack Type Active 

Protocol Applicable to certain QKD protocols that use phase coding. For 
illustration purposes, so far the scientifc literature has mainly 
considered the BB84 and the SARG04 protocols. 

Target(s) Complete knowledge of the key 

Short Description Tampering the quantum signal encoding process in Alice to enforce 
the prepared states to deviate from those of the ideal protocol, 
which can be exploited by Eve in an intercept-and-resend attack. 

Precondition 
Public 
information 

- Operating QKD protocol in a bidirectional confguration, or 
phase calibration through active phase compensation in a unidi-
rectional confguration. 
- Use of optical modulators (e.g., phase modulators) to encode the 
bit and basis information of the emitted quantum signals. 

Equipment 
Specialised 
equipment 

- Bidirectional QKD confguration (e.g., “plug-and-play”): Setup 
similar to that of Bob to replace the pulses from (legitimate) Bob 
with those having specifc properties, e.g., adjustable arrival times 
at Alice’s modulator. In a Sagnac setup, Eve modifes the lengths 
of the two arms of the Sagnac interferometer. 
- Unidirectional QKD confguration: Phase modulator. 
- Intercept-and-resend attack apparatus. 

Description The basic idea of a phase-remapping attack is to manipulate 
the phase encoding process of Alice, which can then be ex-
ploited through an efective intercept-and-resend attack (see Sec-
tion 2.5.2). In a bidirectional QKD setup, Bob sends relatively 
strong laser pulses to Alice, who encodes her information on the 
received signals, attenuates them to single-photon level, and sends 
them back to Bob. To implement this attack, Eve replaces Bob’s 
pulses with those prepared by herself to manipulate Alice’s state 
preparation process. In particular, Eve can enforce Alice’s phase 
modulator to remap the BB84 phases {0, π/2, π, 3π/2} to some 
phases {0, δ1, δ2, δ3} in a controllable manner [Fung2007]. In 
a plug-and-play QKD confguration, this can be achieved by ad-
justing the properties, e.g., the polarisation and/or arrival time 
at Alice’s phase modulator, of the pulses that Eve sends to Alice. 
In a Sagnac-loop confguration, Eve could modify the lengths of 
the two arms of the Sagnac interferometer to change their fbre 
length diference. Note that the relative phase between each pair 
of pulses encoding a signal depends on such fbre length difer-
ence. The fawed signals prepared by Alice allow Eve to launch an 
improved intercept-and-resend attack. 
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Implementation Attacks against QKD Systems 

Description In Fung2007, phase-remapping attacks have been considered 
against the BB84 and the SARG04 protocols, for both single-
photon states and weak-coherent states (see Section 2.4.3.2), and 
assuming both plug-and-play and Sagnac QKD confgurations. In 
general, it has also been experimentally shown in Xu2010 that 
the QBER incurred in those attacks is lower than the thresh-
old dictated by some security proofs [Chau2002, Gottesman2004, 
Fung2006]. 
A similar remapping efect can be achieved in unidirectional QKD 
setups that implement active phase compensation [Dong2014]. By 
modifying the phase of the calibration signals exchanged between 
Alice and Bob, Eve induces Alice to apply a wrong phase during 
state preparation. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Monitoring state preparation (C7) and incorporating the 
encoding faws in the security analysis (C5). 

Specifc countermeasures include the monitoring of the detection 
statistics of all BB84 states to avoid that Eve tries to minimise the 
QBER (incurred due to the attack) by sending Bob only a subset 
of the BB84 states [Fung2007, Xu2010]; or, in unidirectional QKD 
setups, do not calibrate the phase modulator amplitudes for the 
diferent phases in the feld but in a controlled environment. 

Remarks -

Feasibility A proof-of-principle experiment against a commercial QKD setup 
tAttack < 1 day using a plug-and-play confguration has been reported in Xu2010. 

Reference(s) Chau2002, Gottesman2004, Fung2006, Fung2007, Xu2010, 
Dong2014 

Table 4.8: Phase-remapping attack 
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Implementation Attacks against QKD Systems 

Name Source attack of decoy-state QKD using phase information 

Category Non-random phase attack 

Component Transmitter Subcomponent Quantum signal (weak-
coherent state) 

Expertise Profcient Opportunity Easy 

Attack Rating Beyond-High Attack Type Mixed 

Protocol Applicable to BB84 with decoy states. 

Target(s) Partial knowledge of the key 

Short Description A PNS-based attack applicable to decoy-state-based BB84 proto-
cols if the relative phase of the emitted states is not randomised. 

Precondition 
Public 
information 

- QKD transmitter generates weak-coherent states 
tion 2.4.3). 
- Non-randomised phase relation between pulses. 

(see Sec-

Equipment 
Non-existent 
equipment 

- Interception apparatus with the capabilities to perform unam-
biguous state discrimination (USD) measurements and quantum 
non-demolition photon-number-resolving measurements. 
- Lossless quantum channel. 

Description If the global phase of a quantum state is not randomised, Eve 
can perform a USD measurement to distinguish between signal 
and decoy states without disturbing the quantum states sent by 
Alice [Tang2013a]. In practice, a USD measurement was shown by 
Tang2013a on a phase-encoded BB84 scheme with decoy states. 
Here, the information is encoded in the relative phase of a bright 
reference pulse and a dim secondary pulse. Since the global phase 
of the bright reference pulse is known, a USD measurement can 
be performed on only the bright reference pulse, for example using 
interferometry. This enables Eve to perfectly distinguish between 
decoy and signal states with a known probability 1 − pf , without 
destroying the quantum information still present in the secondary 
pulse. Here, the failure probability pf is determined by the overlap 
of the two states, which are to be distinguished using the USD 
measurement (see Tang2013a for details). This information can 
be used to apply a PNS attack (see Table 4.2), which is thus 
contrarily not hindered by the decoy-state scheme. Therefore, the 
security of the key can be compromised using this attack. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Active randomisation of the phase (C6). 
- Incorporate the imperfection, i.e., imperfect phase randomisa-
tion, in security proof (C5). 

Other specifc countermeasures include: 
- Passive phase randomisation [Yuan2007], e.g., by operating the 
laser in a gain-switched mode instead of pulse carving. 
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Implementation Attacks against QKD Systems 

Remarks This attack only applies to QKD transmitters generating weak-
coherent states (see Section 2.4.3.1). Single-photon sources emit 
Fock states which intrinsically have a randomised phase. PNS 
attacks, which are necessary for this attack, are beyond current 
technology. 

Feasibility 
tAttack < 1 day 

This attack has not been demonstrated on a practical QKD sys-
tem. However, the USD measurement on a decoy state BB84 
scheme was shown in Tang2013a. 

Reference(s) Yuan2007, Tang2013a 

Table 4.9: Source attack of decoy-state QKD using phase information 
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Implementation Attacks against QKD Systems 

Name Frequency-shift attack 

Category Phase-remapping attack 

Component Transmitter Subcomponent Phase modulator 

Expertise Profcient Opportunity Difcult 

Attack Rating High Attack Type Active 

Protocol Applicable to bidirectional QKD protocols that use phase cod-
ing. For illustration purposes, so far the scientifc literature has 
considered the BB84 protocol implemented on a “plug-and-play” 
setup. 

Target(s) Complete knowledge of the key 

Short Description In a bidirectional QKD confguration, Eve replaces Bob’s optical 
pulses with time-shifted pulses which get modulated on the rising 
edge of Alice’s phase modulator. The resulting frequency of Alice’s 
modulated signals depends on the state encoded, allowing Eve to 
implement an efective intercept-and-resend attack. 

Precondition 
Public 
information 

- Use of a QKD setup with a bidirectional confguration. 
- Use of phase modulators to encode the bit and basis information 
of the emitted quantum signals. 

Equipment 
Specialised 
equipment 

- Receiver module similar to Bob’s. 
- Quantum transmitter. 
- Optical frequency/wavelength measurement module. 

Description Frequency-shift attacks belong to the class of phase-remapping 
attacks (see Table 4.8) where the basic idea is to manipulate 
the phase encoding process in Alice, which can then be ex-
ploited through an efective intercept-and-resend attack (see Sec-
tion 2.5.2). In a bidirectional QKD setup, Bob sends relatively 
strong laser pulses to Alice, who encodes her information on the 
received signals, attenuates them to single-photon level, and sends 
them back to Bob. In a frequency-shift attack, Eve replaces Bob’s 
strong laser pulses with other time-shifted pulses. The goal is 
to ensure that Alice modulates the received signals on the rising 
edge of her phase modulator (instead of in the plateau region) 
[Jiang2014]. This produces a frequency shift of the modulated 
signals, which is dependent on the BB84 state selected by Alice. 
In an intercept-and-resend attack, Eve can then identify Alice’s 
emitted states by simply measuring their frequency and sending 
the identifed signals to Bob. 
Frequency-shift attacks were introduced in Jiang2014 against a 
phase-coding BB84 protocol operating in a plug-and-play confg-
uration. In contrast to remapping the phase, the goal to shift the 
frequency of Alice’s signals here is more powerful, as it can provide 
Eve full information about the key, while the QBER incurred by 
Bob is negligible, even if one considers a realistic scenario in which 
Eve’s laser has a fnite linewidth. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
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Implementation Attacks against QKD Systems 

Proposed - Using watchdog detectors (C2). 
Countermeasures - Using a narrow spectral flter to ensure that only signals with 

the correct frequency exit Alice’s device (C4). 
- Monitoring state preparation (C7) and incorporating the imper-
fection, i.e., distinguishability in signal frequency, in the security 
analysis (C5). 
Specifc countermeasures include triggering Alice’s phase modula-
tor with the bright light pulses that she receives. 

Remarks Similar ideas could be applied to a Sagnac-QKD confguration. 
See Table 4.24 for a related attack. 

Feasibility This attack has not yet been demonstrated on a practical QKD 
tAttack < 1 day system. 

Reference(s) Jiang2014 

Table 4.10: Frequency-shift attack 
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Implementation Attacks against QKD Systems 

Name Partially-random-phase attack 

Category Phase-remapping attack 

Component Transmitter Subcomponent Phase modulator 

Expertise Expert Opportunity Difcult 

Attack Rating High Attack Type Active 

Protocol Applicable to bidirectional QKD protocols that use active phase 
randomisation. The scientifc literature has considered the (decoy-
state) BB84 protocol with phase coding in a plug-and-play confg-
uration. 

Target(s) Complete knowledge of the key 

Short Description Tampering with the active phase randomisation process in Alice 
and exploiting it through an efective intercept-and-resend attack. 

Precondition 
Public 
information 

- Use of a QKD setup with a bidirectional confguration. 
- Use of a phase modulator for active phase randomisation. 

Equipment 
Bespoke 
equipment 

- Setup similar to that of Bob to replace the pulses from (legiti-
mate) Bob with those having specifc properties, e.g., adjustable 
arrival times at Alice’s modulator. 
- Intercept-and-resend attack apparatus (using homodyne detec-
tion in Sun2012). 

Description Partially-random-phase attacks belong to the class of phase-
remapping attacks (see Table 4.8) where the basic idea is to manip-
ulate the phase encoding process in Alice, which can then be ex-
ploited through an efective intercept-and-resend attack (see Sec-
tion 2.5.2). In a bidirectional QKD setup, Bob sends relatively 
strong laser pulses to Alice, who encodes her information on the 
received signals, attenuates them to single-photon level, and sends 
them back to Bob. In a partially-random-phase attack, Eve re-
places Bob’s laser pulses with pulses prepared by herself to ma-
nipulate Alice’s active phase randomisation process. The goal is 
to ensure that Alice modulates Eve’s pulse on the rising edge of 
her phase modulator (instead of in the plateau region) [Sun2012]. 
In doing so, the global phase of Alice’s emitted signals is no longer 
randomly distributed in [0,2π] but its range is reduced to [0,δ] with 
δ < 2π controlled by Eve. Next, Eve uses an intercept-and-resend 
attack against the fawed signals prepared by Alice. 
A partially-random-phase attack against a phase-coding BB84 
protocol (with and without decoy states) in a plug-and-play confg-
uration was introduced in Sun2012. There, the authors considered 
a specifc intercept-and-resend attack for Eve which had a trade-
of between the incurred QBER by Bob and Eve’s probability to 
identify Alice’s states correctly (using homodyne detection). It 
was also demonstrated how this attack may be able to compro-
mise the security of one-decoy-state BB84. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

- Using watchdog detectors (C2). 
- Monitoring state preparation (C7) and incorporating the faws 
found in the active phase randomisation process in the security 
analysis (C5). 
- Using the decoy-state method with three intensity settings, one 
of them being vacuum. It is argued in Sun2012 that this counter-
measure is robust against the specifc intercept-and-resend attack 
based on homodyne detection considered in that paper. However, 
the intercept-and-resend attack introduced in Sun2012 might not 
be optimal. Indeed, in Sun2014 the authors presented an alterna-
tive approach to defeat a decoy-state method with three intensity 
settings, but the analysis turned out to be incorrect [Sun2018]. 
- Triggering Alice’s phase modulator with the bright light pulses 
that she receives. 

Remarks In active phase randomisation, only a discrete number of phases is 
selected. However, the analysis in Sun2012 assumes, for simplicity, 
that the phases are uniformly distributed in a certain interval. In 
addition, the time-shifted signals that Eve sends to Alice might 
also remap the BB84 states to slightly diferent states, like in the 
phase-remapping attack [Fung2007]. This efect has not been con-
sidered in Sun2012. 

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Fung2007, Sun2012, Sun2014, Sun2018 

Table 4.11: Partially-random-phase attack 
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Implementation Attacks against QKD Systems 

Name Detector control of passively-quenched APDs via blinding and 
faked states 

Category Detector-control attack 

Component Receiver Subcomponent Passively-quenched or 
negative-feedback APD 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Multiple protocols are potentially vulnerable. So far, it 
has been applied to BB84 (with or without decoy-states), 
SARG04, B92, Ekert91, six-state protocol [Makarov2009], 
BBM92 [Gerhardt2011]. 

Target(s) Complete knowledge of the key 

Short Description By blinding passively-quenched APDs, an adversary can render 
them insensitive to single photons and then produce controlled 
detection events by using faked states. 

Precondition 
Public 
information 

Passively-quenched APDs or negative-feedback active diode detec-
tors in the QKD receiver. 

Equipment 
Bespoke 
equipment 

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- CW lasers to blind the APDs and pulsed lasers for preparing 
faked states (faked-states generator [Liu2014]). In general, the 
ability to change the DOF (e.g. polarisation) of the lasers so that 
APDs can be selectively blinded is required. This can be obtained 
via a modulator or a set of lasers. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Amongst all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on passively-quenched APDs, which are 
described in Section 2.4.1.1. 
A constant illumination of all APDs is used to blind them, i.e., 
make them insensitive to single photons. When the attacker wants 
to trigger a detection event in a particular APD, one of the fol-
lowing methods can be chosen: 
- The CW illumination is changed so that exactly one APD be-
comes active. For example, in a polarisation-coding scheme, the 
polarisation DOF would be used so that only a desired APD 
is sensitive to single photons. Shortly after that, the illumi-
nation is reverted to full blinding mode, so that if a detection 
event was registered, it could only have been from the targeted 
APD [Makarov2009]. 
- An additional “faked-state” pulse is applied to control the detec-
tion outcomes, as explained in Section 2.5.2.1. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Monitoring the electrical parameters (C10). Specifc to passively-
quenched APDs, Makarov2009 proposes to process detection sig-
nals only if all APDs have a minimum detection efciency. 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver 
confgurations (C18). 

Other specifc countermeasures include: 
- The use of authenticated timing in QKD is introduced and im-
mediately rejected, since the author proposes a way to get around 
it [Makarov2009]. 

Remarks A similar method is used in Gerhardt2011a to fake the violation 
of Bell’s inequality. This is a crucial component of inter alia the 
Ekert91 and device-independent QKD protocols. 
Other types of detectors might also be afected by this attack. 

Feasibility 
tAttack < 1 day 

Makarov2009 demonstrates the possibility to blind three diferent 
models of passively-quenched APDs, while Gras2020 focuses on 
so-called negative-feedback avalanche diodes. An attack targeting 
the BBM92 protocol has been fully implemented in Gerhardt2011. 

Reference(s) Makarov2009, Gerhardt2011, Gerhardt2011a, Liu2014, Gras2020 

Table 4.12: Detector control of passively-quenched APDs via blinding and faked states 
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Implementation Attacks against QKD Systems 

Name Detector control of gated APDs via blinding and faked states 

Category Detector-control attack 

Component Receiver Subcomponent Gated APD 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable 
mode for 
and BB84 
and COW 

to 
sing 
(both 
are 

QKD protocols that use APDs in gated 
le-photon detection. Specifcally, SARG04 

with and without decoy states), DPS 
discussed in Lydersen2010a, Lydersen2010c, 

Lydersen2011a and Alhussein2019, round-robin diferential-phase-
shift (DPS) in Iwakoshi2015; subcarrier-wave QKD is attacked in 
Chistiakov2019. 

Target(s) Complete knowledge of the key 

Short Description Controlling the detection outcomes in the QKD receiver through 
tailored illumination (CW and/or pulsed light). 

Precondition 
Public 
information 

- Gated mode operation of the APDs. 
- APDs can be forced to be in linear mode by excessive illu-
mination via blinding [Lydersen2010a] or heating [Lydersen2010c]. 

Specifc assumptions in Lydersen2010a: 
- Resistor in series with APD, that leads to a restriction of the 
(re-)charge current. 

Equipment - A receiver device similar to the legitimate QKD receiver (for 
Bespoke interception of photons from the QKD transmitter). 
equipment - CW lasers to blind the APDs and pulsed lasers for preparing 

faked states, e.g., the faked-states generator [Liu2014]. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Among all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on APDs operating in gated mode, which 
is described in Section 2.4.1.1. 
The general idea of this attack is very similar to the one described 
in Table 4.12. The gated APDs considered here are forced to be in 
linear mode (instead of Geiger mode) by two possible mechanisms 
that involve illumination with bright light. In Lydersen2010a 
and Chistiakov2019, the APDs are almost instantly blinded by 
intense CW light, while in Lydersen2010c, light is used to heat 
the APDs but the result of this “thermal blinding” is the same, 
even if delayed. In Wu2020, pulsed light is used to blind the de-
tectors. Simultaneously, Eve performs the faked-state attack (see 
Section 2.5.2.1) to conditionally produce detection events in Bob. 
Depending on the protocol, the exact implementation can vary. 
For instance, in the (round-robin) DPS case [Iwakoshi2015], Eve 
would have to send a pulse train (at least always two pulses in 
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Implementation Attacks against QKD Systems 

Description series) with a carefully defned relative phase depending on which 
of the detectors she wants to trigger. This can lead to full knowl-
edge of the (sifted) key. The strategies can be optimised according 
to Bob’s basis choice (active or passive). 

Proposed 
Countermeasures 

Remarks 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Monitoring the electrical parameters (C10) and the photocur-
rents (C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver confg-
urations (C18). 
Other specifc countermeasures include: 
- Gain modulation (gating) is expected to work as a countermea-
sure against thermal blinding in Yuan2010. 
- Using an additional DOF for checking whether the photon has 
been intercepted and resent [Hegazy2022]. 
- The APDs under scrutiny (in Clavis2 [Lydersen2010a, 
Lydersen2010c] and QPN 5505 [Lydersen2010a]) have a bias resis-
tor with rather high impedance in the charging path of the APD, 
which was claimed to be the culprit leading to optical blinding in 
Yuan2010 and Yuan2011, who then suggested setting an appropri-
ate discriminator threshold in connection with removing the bias 
resistor as a countermeasure. This was disputed in Lydersen2010b, 
who claimed that even with an optimal discriminator threshold 
and without the bias resistor, the detectors are vulnerable to so-
called sinkhole blinding, i.e., heating by strong illumination be-
tween the gate windows [Lydersen2010c] and after-gate attacks, 
discussed in Table 4.15. 
For DPS protocols: 
- Adding 6 dB of attenuation randomly before the receiver’s inter-
ferometer and analysing the photon statistics [Alhussein2019a]. 
- Checking for coincidence detections in mismatched bases: When 
the detectors are blinded, those will be suppressed [Alhussein2019]. 

-

Feasibility 
tAttack < 1 day 

Some of the publications [Lydersen2010a, Lydersen2010c, 
Lydersen2011a, Alhussein2019, Alhussein2019a, Iwakoshi2015] are 
of theoretical nature. Detector control has been shown to work in 
laboratories and on commercially available devices, namely Clavis2 
QKD system [Lydersen2010a, Lydersen2010c] and ID210 single-
photon detector [Chistiakov2019] from ID Quantique, and QPN 
5505 from MagiQ Technologies [Lydersen2010a]. This approach 
may also work on similar implementations. 

Reference(s) Lydersen2010a, Lydersen2010b, Lydersen2010c, Yuan2010, 
Lydersen2011a, Yuan2011, Liu2014, Chistiakov2019, Wu2020, 
Hegazy2022, Iwakoshi2015, Alhussein2019, Alhussein2019a 

Table 4.13: Detector control of gated APDs via blinding and faked states 
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Implementation Attacks against QKD Systems 

Name Detector control of actively-quenched APD via blinding and faked 
states 

Category Detector-control attack 

Component Receiver Subcomponent Actively-quenched 
APD 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to QKD protocols that use actively-quenched APDs for 
single-photon detection. Specifcally, BB84 and similar four-state 
protocols are mentioned in Sauge2011. DPS and coherent-one-way 
(COW) have been discussed in Lydersen2011a, round-robin DPS 
in Iwakoshi2015. 

Target(s) Complete knowledge of the key 

Short Description Controlling the detection outcomes in the QKD receiver by blind-
ing them with bright pulsed illumination and causing deterministic 
detection events by faked states. 

Precondition 
Public 
information 

- Actively-quenched APDs. 
- APDs can be forced into linear mode by excessive pulsed illumi-
nation via blinding or heating. 

Equipment 
Bespoke 
equipment 

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- Pulsed laser(s) for blinding/heating. 
- Faked-states generator [Liu2014]. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Among all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on actively-quenched APDs which are de-
scribed in Section 2.4.1.1. 
Similar to the attacks described in Table 4.12 and Table 4.13, 
the actively-quenched APDs are forced to operate in the linear 
mode using bright pulsed illumination [Sauge2011]. In the time 
interval between two bright pulses, the APD is insensitive to single 
photons, but detection outcomes can nevertheless be obtained in a 
controlled manner by Eve, using interleaved “faked-state” pulses. 
Several blinding mechanism variants are discussed based on the 
repetition rate of the laser pulses. Note these mechanisms might 
be specifc to the APD used in Sauge2011 (Excelitas SPCM-AQR). 
For instance, at low repetition rates, an amplifer overload causes 
the bias voltage to drop, while at high repetition rates the cooling 
mechanism of the APD cannot cope with the heat produced due 
to the strong illumination and high current. Depending on the 
protocol, the exact implementation can vary. For instance, in the 
(round-robin) DPS case [Iwakoshi2015], Eve would have to send a 
pulse train (at least always two pulses in series) with a carefully 
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Implementation Attacks against QKD Systems 

Description defned relative phase depending on which of the detectors she 
wants to trigger. 

Proposed 
Co

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Monitoring the electrical parameters (C10) and photocurrents 
(C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver 
confgurations (C18). 

For DPS protocols: 
- Adding 6 dB of attenuation randomly before the receiver’s inter-
ferometer and analysing the photon statistics [Alhussein2019a]. 
- Checking for coincidence detections in mismatched bases: When 
the detectors are blinded, those will be suppressed [Alhussein2019]. 

-

Feasibility The detector control has been shown to work in laboratories 
tAttack < 1 day and on commercially available detectors (PerkinElmer SPCM-

AQR) [Sauge2011]). This approach is expected to work on similar 
implementations. 

Reference(s) Sauge2011, Liu2014, Lydersen2011a, Iwakoshi2015, 
Alhussein2019, Alhussein2019a 

Table 4.14: Detector control of actively-quenched APD via blinding and faked states 

untermeasures 

Remarks 
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Implementation Attacks against QKD Systems 

Name Detector control via after-gate pulses 

Category Detector-control attack 

Component Receiver Subcomponent Gated APD 

Expertise Profcient Opportunity Easy 

Attack Rating Enhanced-Basic Attack Type Active 

Protocol Applicable to QKD protocols that use gated APDs for detection. 
For illustration purposes, so far the scientifc literature has mainly 
considered BB84 (with or without decoy states) and SARG04. 

Target(s) Complete knowledge of the key 

Short Description Controlling the detection outcomes in the QKD receiver by timing 
“faked-state” pulses to impinge on the APDs outside (and after) 
the gating windows. 

Precondition 
Public 
information 

- APDs operated in gated mode. 
- Detection events near the outer boundaries of the gating windows 
are still accepted. 

Equipment 
Specialised 
equipment 

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- Faked-states generator, such as the one shown in Liu2014. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Among all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on gated APDs, which are described in 
Section 2.4.1.1. 
Gated APDs operate in Geiger mode only during the time a gate 
voltage pulse is activated, increasing the bias across the APD to be 
above breakdown voltage. Just after these gates (also called gating 
windows), the APDs are, however, in linear mode [Wiechers2011]. 
If the QKD receiver accepts detection outcomes that occur at such 
time instants outside the windows, the APDs can be controlled 
by a faked-state attack in which Eve sends relatively bright faked-
state pulses so that they impinge on the APDs just after the gating 
window. In Wiechers2011, it was additionally found that the QKD 
receiver accepts detection outcomes even during the dead time (see 
Section 2.4.1.3) of the detectors. 
A side efect of this attack is that the afterpulsing (see Sec-
tion 2.4.1.1) may be signifcantly increased which can expose the 
attack as it leads to a higher QBER. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent the after-gate attack. These include: 
- Randomly changing the detection efciencies of the APDs (C15) 
and statistical analysis of the detection rates (C14). 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver confg-
urations (C18). 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Also, as mentioned above, the side efect of increased afterpulsing 
prevents a simple after-gate attack but Eve can exploit the fact 
that the QKD system accepts detection outcomes even during the 
dead time of the detectors. The countermeasures include: 
- Rejection of detection events that occur during an imposed 
dead time, recording time gaps between consecutive detection 
events (which should not be below the dead time), and dis-
crimination of detection events inside and outside of gating win-
dows [Wiechers2011]. 

Remarks -

Feasibility The attack has been shown to work on a commercially available 
tAttack < 1 day system (ID Quantique Clavis2) [Wiechers2011]. This approach is 

expected to work on similar implementations. 

Reference(s) Wiechers2011, Liu2014 

Table 4.15: Detector control via after-gate pulses 
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Implementation Attacks against QKD Systems 

Name Detector control by exploiting superlinearity 

Category Detector-control attack 

Component Receiver Subcomponent Gated APD, SNSPD 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use gated APDs or SNSPDs. 
BB84 with active basis choice has been investigated. 

Target(s) Partial knowledge of the key 

Short Description Achieving partial knowledge of the key by exploiting the superlin-
ear response of the detectors in the QKD receiver. 

Precondition 
Public 

Usage of gated APDs or SNSPDs. 

information 

Equipment 
Specialised 
equipment 

- Receiver module, similar to that of the legitimate receiver. 
- Faked-states generator, such as the one shown in Liu2014. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Among all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on gated APDs and SNSPDs, which are 
described in Section 2.4.1.1 and 2.4.1.2, respectively. This attack 
is similar to those discussed in Table 4.13 and Table 4.15. 
To perform this attack, the detectors need to exhibit a behaviour 
called superlinearity [Lydersen2011b], meaning that the detection 
efciency (e.g., at the edges of a gate window) is higher than 
theoretically expected (compared to a linear detector) if multi-
ple photons impinge on the detector nearly simultaneously. This 
can lead up to detector control through faked-states attacks (see 
Section 2.5.2.1). The higher the superlinearity, the better the de-
tector control. However, compared to some of the attacks in Ta-
ble 4.13, the QBER incurred by Bob is non-zero. In addition to 
the QBER, this attack also introduces additional loss. However, 
the main strength of this attack is that Eve needs to use faint 
light pulses. Attacks exploiting this superlinearity feature on the 
fanks of the gating window have been proposed and experimen-
tally demonstrated [Lydersen2011b, Qian2018, Ye2020a]. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Monitoring the electrical parameters (C10) and photocurrents 
(C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) or monitor-
ing the sensitivity of the single-photon detector (C13) with some 
tweaks [Lydersen2011b]. 
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Implementation Attacks against QKD Systems 

Proposed - Using newer QKD protocols (C9) or novel QKD receiver confg-
Countermeasures urations (C18) or incorporating the imperfection in security proof 

(C5). 
Other specifc countermeasures include: 
- Mitigation mechanism mentioned in KoehlerSidki2019. 

Remarks Other types of detectors might also be afected by this attack. 

Feasibility Detector control has been shown to work on SNSPDs, and also 
tAttack < 1 day gated APDs in ID Quantique’s Clavis2 system [Lydersen2011b]. 

A comparatively high QBER (around 13%) was recorded in 
Lydersen2011b, while a similar research system demonstrated low 
QBER (around 0.5%) [Qian2018]. 

Reference(s) Lydersen2011b, Liu2014, Qian2018, KoehlerSidki2019, Ye2020a 

Table 4.16: Detector control by exploiting superlinearity 
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Implementation Attacks against QKD Systems 

Name Detector control via blinding using dead time without interception 

Category Detector-control attack 

Component Receiver Subcomponent APD 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use free-running (passively- or 
actively-quenched) APDs in Geiger mode for single-photon detec-
tion, specifcally, BB84 was demonstrated in Weier2011. 

Target(s) Complete knowledge of the key 

Short Description Achieving knowledge of the key by exploiting the dead time of 
APDs without having to detect the photons from the legitimate 
transmitter. 

Precondition 
Public 
information 

- At least 2 free-running APDs (or other photodection devices with 
single-photon sensitivity). 
- The dead time of these detectors has to be at least on the order 
of the time window accepting detection events. 

Equipment 
Specialised 
equipment 

- Light source that produces similar pulses as the legitimate trans-
mitter, but with higher intensity. 

Description This attack is based on the dead time (see Section 2.4.1.1 or Sec-
tion 2.4.1.2) of APDs. The main idea is that the attacker can 
selectively blind all but one detector for a certain time (the dead 
time), i.e., only one of the detectors remains active. If a detection 
event occurs in the legitimate detector during that time window, 
the attacker knows which detector that must have been since all 
the others were blind. This precludes the need for a faked-states 
attack (see Section 2.5.2.1). In this respect, the general idea is sim-
ilar to Qi2007 and Zhao2008, see Table 4.5). While here Eve ex-
ploits the polarisation degree of freedom that is used to encode the 
quantum state in the QKD protocol implementation [Weier2011], 
the general idea is applicable to other protocols and DOFs too. 
It was shown experimentally that the attacker could gain almost 
full knowledge about the (sifted) key by employing very dim light 
pulses (mean value less than 20 photons per pulse), that would be 
hard to detect with a watchdog detector. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Monitoring the electrical parameters (C10) and photocurrents 
(C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver confg-
urations (C18). 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Remarks 

Other specifc countermeasures include: 
- Modifed sifting algorithm: Whenever there are detection events 
closer in time than the dead time, only the frst detection event is 
considered [Rogers2007]. 
- All detectors shall be held of, while one is inactive [Xu2006]. 
- Self-disabling detector by time-multiplexing the diferent bit val-
ues in each basis on one physical detector [Rogers2007].10 

- A specifc countermeasure for the dead time prolongation at-
tack is the subject of Honjo2013. The authors propose and test 
experimentally a method that evaluates the ratio of coincidence 
detection events, since this specifc attack produces a lot of those. 

-

Feasibility This attack has been shown to work in laboratories on a research 
tAttack < 1 day QKD system built by the same group [Weier2011]. It is expected 

to work on similar implementations. 

Reference(s) Xu2006, Qi2007, Rogers2007, Zhao2008, Weier2011, Honjo2013 

Table 4.17: Detector control via blinding using dead time without interception 

10Time-multiplexed detectors exhibit other vulnerabilities though, see 4.5. 
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Implementation Attacks against QKD Systems 

Name Detector control by blinding of self-diferencing APDs 

Category Detector-control attack 

Component Receiver Subcomponent APD 

Expertise Expert Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any DV-QKD protocol that uses 
APDs for high-speed single-photon detection. 

self-diferencing 

Target(s) Complete knowledge of the key 

Short Description Achieving complete knowledge 
diferencing (SD) APDs. 

of the key by blinding self-

Precondition The receiver uses one or more SD APDs. 
Public 
information 

Equipment 
Specialised 
equipment 

- Receiver module, similar to that of the legitimate receiver. 
- Faked-states generator, such as the one shown in Liu2014. 

Description To counter the accompanying side efect of afterpulsing, the SD 
technique can be employed for APDs. Jiang2013 describes the 
working principle as follows: First, the APD is reverse loaded by 
a combination of a periodic signal and a DC bias voltage. Then, 
the output of an APD which also amounts for the weak avalanche 
signal is split into two equal parts. One part is shifted by one 
gate cycle respective to the other. Afterwards, both parts of the 
signal are recombined and sent to a diferencer. For normal QKD 
operation, the mean photon numbers reaching the SD APDs are 
very low, which therefore entails a negligible probability of two 
photons in two adjacent pulses. Since the arising avalanche signal 
appears in the form of a positive peak followed by a negative peak 
separated by one gate cycle, weak avalanche signals caused by 
afterpulsing can be discriminated from the actual photon count 
while maintaining the advantageous high gating frequency. 
However, if the incident photon fux increases, multiphoton sig-
nals are capable of triggering avalanches in every other gate. As 
a consequence, discrimination of weaker avalanche signals can no 
longer be achieved, resulting in APD blinding. As Jiang2013 pro-
poses and experimentally demonstrates, intercept-and-resend at-
tacks (as described in Section 2.5.2) can be made possible due 
to blinding of SD APDs. Further, increasing the incident pho-
ton fux after blinding, a recovery of the detector’s count rate can 
be measured [Jiang2013, KoehlerSidki2018, KoehlerSidki2018a]. 
By examining this observation (theoretically and experimentally), 
KoehlerSidki2018 found that the discrimination level, which is the 
voltage level chosen that rejects the residual capacitive background 
from avalanches triggered by actual photons, has an infuence on 
the width of the observed blinding gap. 
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Implementation Attacks against QKD Systems 

Description KoehlerSidki2018 explains this behaviour in the following way: 
Increasing the photon fux, the detector is more likely to produce 
an avalanche with a saturated amplitude, leading to a decrease of 
the SD APD’s output. Contrary to that, the residual capacitive 
background also increases with increasing incident photon fux, 
providing means to counter the decrease of photon-induced sig-
nals. 
While Jiang2013 and KoehlerSidki2018 used CW lasers for blind-
ing SD APDs, Gao2022 investigated their behaviour employing 
pulsed laser illumination: Using a strong pulsed laser with the 
same frequency as the gated signal, blinding of the SD APDs could 
be achieved. However, the observed drop of bias voltage is not as 
signifcant as compared to the attack performed with CW illumi-
nation. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Monitoring the photocurrents (C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) or monitoring 
the sensitivity of the single-photon detector (C13). 
- Using newer QKD protocols (C9) or novel QKD receiver confg-
urations (C18). 
- Incorporating the imperfection in security proof (C5). 

Other specifc countermeasures include: 
- Setting an appropriate discrimination level. 
- Usage of diferent resistance values in a QKD system comprised 
of two or more detectors. 
- Prior verifcation if the residual capacitive response is able to sur-
pass the detector discrimination voltage when the APD’s reverse 
bias is lowered below its breakdown. 
- Prior modelling of the detectors behaviour. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has been shown to work in laboratories and on com-
mercially available systems [Lee2016]. It is expected to work on 
similar implementations. 

Reference(s) Jiang2013, Liu2014, 
KoehlerSidki2018a, Gao2022 

Lee2016, KoehlerSidki2018, 

Table 4.18: Detector control by blinding of self-diferencing APDs 
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Implementation Attacks against QKD Systems 

Name Detector control of SNSPD-based receivers 

Category Detector-control attack 

Component Receiver Subcomponent SNSPD 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use SNSPDs, specifcally BB84 
and DPS are mentioned in Lydersen2011, round-robin DPS in 
Iwakoshi2015. 

Target(s) Complete knowledge of the key 

Short Description Controlling the detection outcomes in a QKD receiver based on 
SNSPDs through mechanisms such as permanent latching and 
deadtime prolongation. 

Precondition 
Public 
information 

SNSPDs that can be put in a latched state and/or have the dead-
time extended by tailored illumination. 

Equipment 
Specialised 
equipment 

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- Faked-states generator, such as the one shown in Liu2014. 

Description The principle of detector-control attacks using faked states is de-
scribed in Section 2.5.2.1. Amongst all known attacks on DV-QKD 
systems, detector-control attacks comprise the largest set and have 
been investigated on a wide variety of single-photon detectors. In 
this table, the focus is on gated SNSPDs, which are described in 
Section 2.4.1.2. 
Control of SNSPDs using faked states has been demonstrated in 
Lydersen2011 in two diferent ways: 
The frst method is to bring the SNSPD into the so-called latched 
state (see Section 2.4.1.2) by applying intense illumination. When 
it is latched, it will stay in this state and become insensitive to 
single photons. An additional bright light pulse will trigger the 
comparator behind the SNSPD and thus can be used for a faked-
states attack. 
The second method an eavesdropper can use is extending the dead 
time of the SNSPDs by illuminating the detectors with a compar-
atively long bright pulse. Afterwards, a sequence of short pulses is 
emitted, extending the dead time of all but one of the detectors. 
The active detector is then triggered by yet another specifc light 
pulse (i.e., a detection event is enforced) and the whole procedure 
starts again. This method has been successfully tested experimen-
tally on several SNSPD types in Fujiwara2013 and Tanner2014. 
Depending on the protocol, the exact implementation can vary. 
For instance, in the (round-robin) DPS case [Iwakoshi2015], Eve 
would have to send a pulse train (at least always two pulses in 
series) with a carefully defned relative phase, depending on which 
of the detectors she wants to trigger. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Remarks 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Using newer QKD protocols (C9) or novel QKD receiver 
confgurations (C18). 

Other specifc countermeasures include: 
- Permanent latching could be avoided by an automated reset or by 
including a resistor in parallel with the nanowire [Lydersen2011, 
Elezov2015]. This has been experimentally tested in Tanner2014 
who also suggested the possibility of an active reset mechanism. 
- An active latching-reset circuit has been studied in Elezov2019, 
but this could only reduce the controllability of the SNSPD under 
test to some extent. 
- Monitoring the parameters of the SNSPDs (e.g., DC bias voltage 
or output pulse) is suggested in Tanner2014. However, the authors 
note that the efects of an attack could be hard to discern. 
- A specifc countermeasure for the dead time extension is subject 
of Honjo2013. The authors propose and test experimentally a 
method that evaluates the ratio of coincidence detection events, 
since this specifc attack produces a lot of those. 
For DPS protocols: 
- Adding 6 dB of attenuation randomly before the receiver’s inter-
ferometer and analysing the photon statistics [Alhussein2019a]. 
- Checking for coincidence detections in mismatched bases: When 
the detectors are blinded, those will be suppressed [Alhussein2019]. 

-

Feasibility Detector control has been shown to work on a commercially avail-
tAttack < 1 day able SNSPD from Scontel [Lydersen2011] and diferent type of 

research-lab detectors [Tanner2014]. This approach is expected to 
work on similar implementations. 

Reference(s) Lydersen2011, Fujiwara2013, Honjo2013, Liu2014, Tanner2014, 
Elezov2015, Iwakoshi2015, Elezov2019, Alhussein2019, 
Alhussein2019a 

Table 4.19: Detector control of SNSPD-based receivers 
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Implementation Attacks against QKD Systems 

Name Detector control of TES-based receivers 

Category Detector-control attack 

Component Receiver Subcomponent TES 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to QKD protocols that use transition-edge sensors 
(TESs) for single-photon detection, with or without using photon 
number resolution. Specifcally, BB84 and COW are named. 

Target(s) Partial knowledge of the key 

Short Description Controlling the detection outcomes in the TES receiver through 
tailored illumination (CW and pulsed light). 

Precondition 
Public 

QKD receiver based on TES. 

information 

Equipment 
Bespoke 
equipment 

- A receiver device similar to the legitimate QKD receiver (for 
interception of photons from the QKD transmitter). 
- CW lasers to blind the TESs and pulsed lasers for preparing 
faked states (Faked-states generator) [Liu2014]. 

Description Detector control of a TES as a threshold detector (not in photon 
number resolving mode) is shown in two steps: First, the device 
is rendered insensitive to single photons by illumination with CW 
light due to heating of the sensor. Then, a bright laser pulse can 
produce a reaction that mimics that of a single-photon detection 
under normal conditions. 
If the TES was used in photon number resolving mode, for ex-
ample as part of a counter measure for other similar attacks, the 
eavesdropper could use the fact that the energy of the photon(s) 
determine the reaction of the TES: One photon with a certain 
wavelength will produce the same efect as multiple photons of 
lower wavelength, if the total energies are the same. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Using optical flters (C4). 
- Using newer QKD protocols (C9) or novel QKD receiver confg-
urations (C18). 
Specifc countermeasures: 
Possibly looking at the pulse shape of the output pulse 
[Chaiwongkhot2022]. 

Remarks -

Feasibility 
tAttack < 1 day 

Detector control has 
[Chaiwongkhot2022]. 

been demonstrated on a TES 

Reference(s) Liu2014, Chaiwongkhot2022 

Table 4.20: Detector control of TES-based receivers 
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Implementation Attacks against QKD Systems 

Name Wavelength-dependent beamsplitter attack 

Category Wavelength-dependent manipulation attack 

Component Receiver Subcomponent Beamsplitter 

Expertise Expert Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that satisfy the 
Specifcally, BB84 was demonstrated in Li2011. 

preconditions. 

Target(s) Partial knowledge of the key 

Short Description Controlling measurement results of Bob by exploiting the wave-
length dependence of the beamsplitter used in the QKD receiver. 

Precondition 
Public 
information 

Bob implements a passive basis choice using a beamsplitter that 
exhibits wavelength-dependent transmittance and refectance. 

Equipment 
Specialised 
equipment 

Intercept-and-resend equipment for multiple wavelengths: 
- Detection module to measure the quantum signals from Alice. 
- Multi-wavelength sources and modulators to prepare and send 
optical signals to Bob. 

Description The behaviour of optical components may strongly depend on 
properties such as the wavelength of the input light. For instance, 
the coupling ratio of an optical beamsplitter (see Section 2.4.4.1) 
changes from 50:50 at 1550 nm to nearly 99:1 at 1470 nm [Li2011]. 
If such a beamsplitter is used for implementing the passive basis 
choice at the receiver, Eve can exploit the wavelength dependence 
via an intercept-and-resend attack (see Section 2.5.2). The states 
that Eve re-sends to Bob are prepared at one of two diferent wave-
lengths, so that states at the frst wavelength are mainly refected 
while those at the second wavelength are primarily transmitted 
through the beamsplitter at Bob. In this manner, Eve can control 
Bob’s measurement outcomes to get information about the key. 
In Fei2018b, the wavelength dependence of the passive basis-choice 
beamsplitter is exploited to induce a basis-dependent detector ef-
fciency mismatch (BEM) during the calibration procedure. Dur-
ing the line length measurement, Eve blocks all pulses from Alice 
and sends fake calibration signals containing two equal-intensity 
random-polarisation pulses with diferent wavelengths in one cycle 
to induce large BEM. 
In Li2022, the authors study the physical properties of beamsplit-
ters in the context of these attacks and provide a security analysis. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using spectral monitoring of the input optical signals (C2) and 
wavelength flters (C4). 
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Implementation Attacks against QKD Systems 

Proposed Other specifc measures include: 
Countermeasures - Using actively modulated phase encoding QKD systems [Li2011]. 

- Characterise beamsplitters for a wide range of wavelengths, and 
use only those that exhibit a low dependence [Li2022]. 
- Detect the QBER and abort the protocol in case it exceeds the 
pre-set threshold, determined by the wavelength-dependent be-
haviour of the beamsplitter [Li2022]. 
- Using newer QKD protocols (C9). 

Remarks Table 4.39 covers attacks due to this imperfection on CV-QKD 
systems. 

Feasibility The attack in Li2011 has been shown to work in laboratories ex-
tAttack < 1 day perimentally. The attack proposed in Fei2018b is of theoretical 

nature and has not yet been demonstrated on a working device. 

Reference(s) Li2011, Fei2018b, Li2022 

Table 4.21: Wavelength-dependent beamsplitter attack 
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Implementation Attacks against QKD Systems 

Name Passive Faraday mirror attack 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Faraday mirror 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Passive 

Protocol Applicable to BB84. 

Target(s) Partial knowledge of the key 

Short Description Achieving partial knowledge of the key by measuring BB84 states 
using exploitation of the polarisation DOF afected by imperfec-
tions of a Faraday mirror (FM) in a phase-encoded QKD system. 

Precondition 
Public 
information 

Use of Faraday mirror with imperfections in Alice’s setup in 
one-way or two-way QKD setup. 

a 

Equipment 
Specialised 
equipment 

- A state analysis module capable of performing suitable positive 
operator-valued measure (POVM) operators to distinguish BB84 
states. 
- A photon source and state preparation module for an intercept-
and-resend attack. 

Description A passive FM attack, frst proposed by Sun2011, exploits imper-
fections of FMs in a QKD system leading to information leakage 
to an eavesdropper. In Sun2011, a two-way QKD system using 
a FM to compensate for birefringence in fbre is analysed. An 
imperfect FM gives access to the polarisation DOF of the phase-
encoded signal states, as there is no perfect polarisation rotation. 
Exploiting these imperfections using suitable POVM operators to 
distinguish the BB84 states encoded by Alice, combined with an 
intercept-and-resend attack, Eve is able to gain information about 
the key while introducing far less attack-induced QBER than in 
the general intercept-and-resend attack. The attack can also be 
combined with a phase-remapping attack (see Table 4.8) to re-
duce the induced QBER even more. This attack strategy has 
been modifed in Wang2013 for a two-way QKD system, where 
four FMs are used. There, only the imperfect FM on the path 
where the encoded signal pulse is transmitted results in more in-
formation about the secure key. Additionally, a passive FM attack 
in a one-way Faraday-Michelson system is shown and analysed. 

Proposed 
Countermeasures 

- Perfect alignment of FM to reduce induced errors [Sun2011]. 
- Quantifying FM imperfections and taking them into account in 
the security analysis [Wang2013]. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Sun2011, Wang2013 

Table 4.22: Passive Faraday mirror attack 
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Implementation Attacks against QKD Systems 

Name Timing mismatch of pump current modulation generated signal 
and decoy states 

Category Timing attack 

Component Transmitter Subcomponent Laser 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Passive 

Protocol Applicable to BB84 with decoy states. 

Target(s) Partial knowledge of the key 

Short Description Exploiting timing mismatch between signal and decoy states due 
to the generation through modulation of pump current of a gain-
switched laser diode mounting a PNS attack. 

Precondition 
Public 
information 

Alice has to use pump-current modulation of a gain-switched laser 
diode to generate diferent intensities for the decoy-state protocol. 

Equipment 
Specialised 
equipment 

- Apparatus to perform PNS attack (see Table 4.2). 
- Clock to choose photons according to time windows. 

Description In Huang2018, a side channel concerning the generation of decoy 
states with diferent intensities by laser diode gain-switching us-
ing modulation of its pump current is presented. Due to diferent 
pump currents used for the generation of the diferent intensities, 
with high probability, the signal state is emitted earlier than the 
decoy state. The main peaks of the emission probability distribu-
tions are mismatched. This leads to a distinguishability between 
the generated states and compromises the decoy-state protocol, 
thus, making it possible to perform a modifed PNS attack pro-
posed in Huang2018. 
Eve chooses time windows for the signal and the decoy states. All 
states observed in the signal time window are treated as signal 
states, likewise for decoy window and decoy states. She blocks 
or forwards the single-photon states in the observation windows 
and blocks all states outside of it. For multi-photon states in the 
observation window, Eve keeps one photon and either blocks or 
forwards the rest of the photons to Bob. She forwards all photons 
when the states are outside the window. When she obtains pho-
tons in both time windows, she randomly keeps photons in only 
one window and forwards the rest, introducing an error half the 
time. Eve can get partial knowledge of the fnal key by optimising 
the time windows, while not introducing any error if signal and 
decoy states are distinguished correctly. 

Proposed 
Countermeasures 

Countermeasures tackling the side channel are: 
- Adjusting the timing and shape of pump current to reduce mis-
match, although this is unlikely to fully eliminate the vulnerability. 
- Incorporating imperfections in security proof [Huang2018]. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

- Using an external intensity modulator to generate signal- and 
decoy-state intensities. In the analysis done by Huang2018, this 
showed no measurable timing mismatch. Note, however, that in-
tensity modulators are vulnerable to Trojan-horse attacks (see Ta-
ble 4.48). 

Remarks -

Feasibility 
tAttack < 1 day 

The timing mismatch of signal and decoy states has been exper-
imentally verifed. The proposed PNS attack has been simulated 
numerically but has not been demonstrated experimentally. 

Reference(s) Huang2018 

Table 4.23: Timing mismatch of pump current modulation generated signal and decoy states 
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Implementation Attacks against QKD Systems 

Name Wavelength-selected photon-number splitting attack 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Intensity modulator 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to BB84 with decoy states. 

Target(s) Partial knowledge of the key 

Short Description Achieving some knowledge of the key by using frequency shifts 
introduced by intensity modulators (IMs). 

Precondition 
Public 
information 

- Use of a two-way system. 
- Use of an IM for the generation of states with diferent intensities. 
- Alice must not monitor the arrival times of signal and reference 
pulses. 

Equipment 
Specialised 
equipment 

- System to introduce time shifts between signal and reference 
pulse. 
- Wavelength-division multiplexer (WDM). 
- PNS attack module. 

Description In decoy-state protocols, intensity modulators are used to imprint 
diferent intensities on light pulses resulting in vacuum, signal, 
and decoy pulses. The IMs work by applying voltage onto an 
electro-optical material inducing a phase shift in the transmitted 
pulse. Basically, the voltage is assumed to be constant when the 
light pulse comes, and the IM responds to have a pure intensity 
modulation. In plug-and-play systems, Eve time shifts the pulses 
such that the electro-optical efect happens at the rising edge of 
intensity modulation voltage to introduce a frequency shift, as 
shown in Jiang2012. As the intensity modulation is only applied 
to the decoy and vacuum state, its frequency will change while 
the frequency of the signal state will retain. Using a wavelength-
division multiplexer (WDM), Eve can now distinguish between 
signal and decoy state. Subsequently, Eve performs a PNS attack 
on signal and decoy states. 

Proposed 
Countermeasures 

In Jiang2012 several countermeasures are described: 
- Monitoring the arrival times of the signal and reference pulses at 
Alice 
- Monitoring the intensity of the decoy pulses at Alice (Eve’s time 
shift introduces a change) 
- Using a one-way QKD protocol, as Eve cannot time-shift the 
light pulse there. 

Remarks See Table 4.10 for a related attack. 

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Jiang2012 

Table 4.24: Wavelength-selected photon-number splitting attack 
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Implementation Attacks against QKD Systems 

Name Attack on spatial information leakage from misaligned sources 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Laser diode 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Mixed 

Protocol Should be applicable to QKD protocols that use multiple lasers 
for encoding. The scientifc literature has considered only BB84 
protocol so far. 

Target(s) Partial knowledge of the key 

Short Description Exploiting spatial distinguishability between signal states due to 
misaligned laser diodes to get knowledge of the key. 

Precondition 
Public 
information 

The proposed attack can be performed on all free-space QKD sys-
tem using multiple laser diodes for state generation. 

Equipment 
Specialised 
equipment 

- Optical system for focusing diferent beams onto single-photon 
detector array. 
- Single-photon detector array. 
- Transmitter module to resend states to Bob. 

Description Spatial distinguishability between signal states can severely com-
promise the security of free-space QKD systems. The use of four 
laser diodes for state generation can lead to this spatial informa-
tion leakage if there is angular misalignment between them. 
In Huang2019a, this information leakage is analysed and an at-
tack is proposed considering point sources, spherical waves, and a 
transmitter that truncates the beams. The idea of the attack is to 
focus beams with diferent angles of arrival onto diferent areas of 
a single-photon detector array to get encoding information and re-
send the states according to the outcome to Bob. ArteagaDiaz2022 
further improved these ideas by considering Gaussian beams and 
no introduction of truncation efects at the exit aperture, as these 
are more realistic assumptions. If the beams of the diferent lasers 
do not overlap at Eve’s detector array, the states can be fully dis-
tinguished and Eve can get knowledge of the full key. Furthermore, 
an attacker could increase the transmission distance to increase 
the spatial distinguishability between the states. Current space 
telescopes’ sizes make QKD systems that rely on sources with an 
angular misalignment of more than 1 µrad completely insecure. 

Proposed 
Countermeasures 

Several countermeasures have been proposed in the scientifc lit-
erature: 
- Using aperture in the QKD sender to reduce spatial information. 
Parameters to be optimised are the diameter of the aperture and 
the distance between the aperture and the source plane. The ef-
fect should be quantifed and remaining leakage information taken 
into account in the privacy amplifcation [Huang2019a]. 
- Coupling all states into the same single-mode optical fbre before 
sending them into the free-space channel. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

In this way, by confning them in the fbre, a single spatial mode 
of propagation is achieved that makes them almost spatially indis-
tinguishable, obtaining low information leakage [ArteagaDiaz2022, 
Nauerth2009]. 
- Using a single laser diode to eliminate all information leakage of 
the lasers (spatial, spectral, temporal) [ArteagaDiaz2022]. 
- Incorporate the efect of device imperfections in the security proof 
(C5). 

Remarks -

Feasibility The proposed attack has been shown in a proof-of-principle exper-
tAttack < 1 day iment using a simplifed setup in ArteagaDiaz2022. 

Reference(s) Nauerth2009, Huang2019a, ArteagaDiaz2022 

Table 4.25: Attack on spatial information leakage from misaligned sources 
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Implementation Attacks against QKD Systems 

Name Free-space QKD system hacking by wavelength control using an 
external laser 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Laser diode 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use multiple lasers for encoding. 
For illustration purposes, so far the scientifc literature has mainly 
considered the BB84 protocol. 

Target(s) Partial knowledge of the key 

Short Description Using an external laser to change and thus distinguish the wave-
length of signal states and get knowledge of the key. 

Precondition 
Public 
information 

- Using diferent laser diodes for preparing diferent polarisation 
signal states. 
- Using polarising elements for state preparation. 

Equipment 
Specialised 
equipment 

- Laser diode as external laser source. 
- WDM to split the signals of diferent wavelengths. 
- Polarisation optics such as PBS, HWP (see Section 2.4.4.3). 
- Single-photon detectors. 
- Laser diodes of the same model as Alice’s. 

Description In Lee2017, an attack strategy targeting the wavelength of the 
laser diodes in the state preparation at Alice is proposed. In con-
trast to side channels arising from diferences between the laser 
diodes (see Table 4.61) in case of this attack, the laser diodes can 
have the same characteristics. An external laser is used by Eve to 
increase the internal temperature of Alice’s laser diodes. 
By sending a strong laser with a certain polarisation coinciding 
with one of the four signal states through Alice’s state prepara-
tion setup, Alice’s laser diodes are exposed to diferent laser pow-
ers. This leads to diferent increases in temperatures of the laser 
diodes and therefore diferent changes in the wavelengths. 
Now, by using a WDM, Eve can directly distinguish horizontal, 
vertical, and diagonal photons by their wavelength, and using a 
HWP and a PBS she can distinguish both diagonal photon ori-
entations. By sending the measured state to Bob, she can stay 
completely undetected and get full knowledge of the key. 
In a proof-of-principle experiment, they confrmed that the wave-
length of the laser diodes can be changed by 5 to 8 nm with external 
laser radiation of up to 600 mW if a thermoelectric cooler is used 
to change the laser diodes’ temperature and make the wavelength 
equal. Without temperature control at the laser diodes, wave-
length changes up to 40 pm with a power of 25 mW have been 
shown. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using optical isolation (C1), watchdog detectors (C2), and ap-
propriate wavelength fltering (C4). 
Other specifc countermeasures include: 
- Random variations in the laser diode wavelength under Alice’s 
control [Lee2017]. 

Remarks -

Feasibility This attack has been shown to work in laboratories in Lee2017. It 
tAttack < 1 day is expected to work on similar implementations. 

Reference(s) Lee2017 

Table 4.26: Free-space QKD system hacking by wavelength control using an external laser 
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Implementation Attacks against QKD Systems 

Name Exploiting passive side channels from imperfections in the trans-
mitter 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Light source 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Mixed 

Protocol The scientifc literature has considered only BB84 protocol so far 
(with and without decoy states). The attack could possibly be 
applicable to further protocols using imperfect light sources. 

Target(s) Partial knowledge of the key 

Short Description Attacking passive light-source side channels to gain information 
about the key. 

Precondition 
Public 

The TOE has to have information leakage from side channels in 
the transmitter. 

information 

Equipment 
Specialised 
equipment 

- Intercept-and-resend module [Babukhin2020]11 . 
- Quantum memory (optional). 

Description Imperfect light sources (see Table 4.25 and Table 4.61, for exam-
ple) can lead to information leakage about the operational degree 
of freedom to other degrees of freedom that can be exploited by an 
eavesdropper increasing its success rate when attacking the QKD 
system. In Babukhin2020, an explicit intercept-and-resend attack 
(see Section 2.5.2) exploiting the distinguishability of signal states 
due to passive side channels of the light source is proposed. An 
eavesdropper tries to fnd POVMs for optimal state discrimination 
before performing the intercept-and-resend attack. The higher the 
distinguishability, the lower the induced error and the better the 
states can be discriminated by the eavesdropper. A more promis-
ing method is the use of phase-covariant cloning attacks. The 
principle of this attack relies on Eve performing quantum cloning 
on the signal state, correlating it with her ancillary state, which is 
stored in a quantum memory. After basis exchange, she measures 
the states in the quantum memory collectively to get the most 
information about the key out of her ancillary states. 
In Babukhin2021, a USD measurement on the side-channel DOF 
is performed. If the measurement is successful, Eve obtains the 
secret bit. If not, she performs a phase-covariant cloning attack 
(PCCA) of the signal state. Eve then has two possible states in 
her quantum memory which she optimally discriminates with a 
minimum error measurement. Babukhin2022a further analysed 
the diferent possibilities of using PCCA combined with minimal-
error and USD measurements. 

11As the attacks described here are all of a purely theoretical nature, there is no further equipment for the 
proposed attacks mentioned 
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Implementation Attacks against QKD Systems 

Description Three diferent attack strategies have been shown: 
1.) minimal-error measurement of the side-channel state and 

phase-covariant cloning of the signal-photon state; 
2.) minimal-error measurement of the side-channel state, soft 

fltering, and two-state cloning; 
3.) USD measurement of the side-channel state and phase-

covariant cloning. 
An even more sophisticated attack using a joint collective measure-
ment of the side channel and the operational DOF after a phase-
covariant cloning attack of the signal-photon state is proposed by 
Babukhin2022. The joint collective measurement of operational 
and non-operational DOFs is a stronger eavesdropping strategy 
than the one of Babukhin2022a. 
The efects of attacks using joint collective measurements in 
combination with a Trojan-horse attack (THA) are analysed in 
Molotkov2020, Molotkov2020a, and Molotkov2020d. 

Proposed 
Countermeasures 

Several countermeasures are proposed in the scientifc literature: 
- Calculating lower bounds on the secure key rate by using Hong-
Ou-Mandel (HOM) interference visibility between diferent emit-
ted signals to quantify the amount of distinguishability between 
signal states and integrate them into security proofs. Can be 
used for single-photon states and phase-randomised weak-coherent 
states. The HOM interference allows for the study of the gen-
eral distinguishability of pulses, as opposed to measuring indi-
vidual DOFs. This is because non-interfering states are consid-
ered distinguishable [Duplinskiy2019, Sych2021, Babukhin2020, 
Babukhin2022, Babukhin2022a]. Limitations on the measurement 
of the interference contrast may overestimate the information leak-
age [Sych2021]. 
- Calculating upper bounds on the secure key rate by taking 
into account the efects of attacks including passive light-source 
side channels [Babukhin2020, Babukhin2021, Babukhin2022, 
Babukhin2022a, Molotkov2020]12 . 
- An automatised testing module can be integrated into Alice’s 
device to monitor laser diodes’ side channels [Duplinskiy2019]. 
- Using protocols with more quantum states in the communication 
alphabet to make state discrimination more difcult [Sych2021, 
Babukhin2021]. 
- Take into account information leakage from side channels into 
secret key rate in terms of parameters, that can be observed on 
the receiving side [Molotkov2020d]. 
- Use of a generalised decoy-state method, which takes into account 
joint collective measurements of information quantum states and 
quantum states in side channels [Molotkov2020, Molotkov2020a]. 
- Incorporate the efect of device imperfections in the security proof 
(C5). 

Remarks The attack rating takes into account the equipment used in 
Babukhin2020 which does not need a quantum memory. 

12Note that the best attack strategy against passive-source side channels has not yet been found. 
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Implementation Attacks against QKD Systems 

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Duplinskiy2019, 
Molotkov2020d, 
Babukhin2022a 

Babukhin2020, Molotkov2020, 
Sych2021, Babukhin2021, 

Molotkov2020a, 
Babukhin2022, 

Table 4.27: Exploiting passive side channels from imperfections in the transmitter 
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Implementation Attacks against QKD Systems 

Name Exploiting frequency side channels in sending or not-sending twin-
feld QKD with passive frequency-shift attack 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent Intensity modulator 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Passive 

Protocol Applicable to TF-QKD. 

Target(s) Partial knowledge of the key 

Short Description Exploiting a frequency side channel due to imperfect intensity 
modulation to get knowledge of the key in TF-QKD. 

Precondition 
Public 
information 

Sending or not-sending (SNS) TF-QKD, where only one IM is used 
to modulate signal and reference pulses. 

Equipment 
Specialised 
equipment 

- WDM. 
- Single-photon detectors (SPDs). 
- Light-path selectors. 

Description The use of IMs in decoy state protocols can create a passive side 
channel in the frequency domain, causing distinguishability be-
tween signal and decoy states. Lu2021 experimentally demon-
strated this efect using a Mach-Zehnder electro-optical IM that 
induces frequency shifts in light pulses. The spectra of the states 
will be changed diferently by the IM depending on the intensity. 
They proposed a passive frequency-shift attack on an imperfect 
SNS TF-QKD protocol with actively odd-parity pairing (AOPP). 
The attack involves only one IM to modulate signal pulses. 
Eve intercepts portions of the signal pulses at Alice and Bob’s out-
puts and distinguishes signal and decoy states using a WDM and 
three SPDs. Eve confgures the WDM to cut out small wavelength 
intervals of the spectrum where the diferences between the difer-
ent intensity pulses are greatest (see Figure 1 and 3 in Lu2021). 
Light-path selectors ensure that only one SPD will click at most 
during the measurement process. As only small intervals of the to-
tal wavelength spectrum are cut out by the WDM, Eve’s actions 
can be viewed as loss without phase noise. Using this distinguisha-
bility between the pulses, it is more likely that one detector clicks 
than another. Through this process, Eve can obtain partial raw-
key bits after the legitimate parties announce the signal and decoy 
windows. Although Eve cannot distinguish the decoy and signal 
states without errors, the decoy-state method may inaccurately 
estimate the lower bound of the secret key rate when the trans-
mittances of the signal and decoy states difer, compromising the 
secrecy of the fnal key. Simulation results quantitatively demon-
strate the efectiveness of the attack on imperfect devices over long 
distances. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Several countermeasures against the presented attack have been 
proposed in Lu2021: 
- Using three IMs to modulate the signal pulses and reference 
pulses, where the last IM is used to eliminate the side channels. 
This can mitigate the attack at present in actual QKD systems. 
- Include side channels in theory with models like the loss-tolerant 
method with characterization of real apparatuses. 

Remarks -

Feasibility A proof-of-principle experiment showing the side channel has been 
tAttack < 1 day done. The proposed attack is theoretical and has only been simu-

lated numerically. 

Reference(s) Lu2021 

Table 4.28: Exploiting frequency side channels in sending or not-sending twin-feld QKD with 
passive frequency-shift attack 
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Implementation Attacks against QKD Systems 

Name Trojan-horse attack against the SARG04 protocol 

Category Trojan-horse attack 

Component Receiver Subcomponent Phase modulator 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to SARG04. 

Target(s) Partial knowledge of the key 

Short Description Achieving partial knowledge of the key by injecting Trojan-horse 
pulses into the receiver and obtaining information about the basis 
choice. 

Precondition 
Public 
information 

- Use of a two-way setup. 
- Low noise response (e.g., afterpulsing) from the detectors at the 
wavelength of the Trojan-horse pulses. 
- Use of a phase modulator for basis choice. 

Equipment 
Bespoke 
equipment 

- Pulsed laser tuneable in time, power, and polarisation. 
- Phase decoding module, e.g., homodyne detector. 

Description Trojan-horse attacks, introduced in more detail in Table 4.48, nor-
mally target QKD transmitters. In DV-QKD protocols such as 
BB84 (see Section 2.3.1.1), a successful attack yields Eve both the 
bit and the basis choice of Alice. Since the basis choice of Bob 
is publicly disclosed in the sifting/reconciliation stage, a Trojan-
horse attack on Bob cannot yield Eve any helpful information. 
However, in a variant of BB84 called SARG04 [Scarani2004], the 
fnal secret bit is given by Bob’s basis choice. Therefore, an attack 
could be used for compromising the security of the QKD system. 
SARG04 is more immune to PNS attacks than BB84 and does not 
require any hardware change in the QKD implementation. 
In Jain2014, the authors proposed and experimentally demon-
strated a Trojan-horse attack against the SARG04 protocol being 
operated on a two-way QKD system from ID Quantique (Clavis2). 
The aim was to discern Bob’s phase modulator setting, as that in-
formation yields Eve the basis choice and eventual access to the 
raw key bits. This was accomplished by sending a carefully de-
signed bright pulse into Bob during the active phase modulation 
period and analysing the back-refections via homodyne measure-
ments. 
An unavoidable consequence of this attack was a signifcant in-
crease in noise (due to afterpulsing; see Section 2.4.1.3) in the 
QKD receiver due to the bright Trojan-horse pulses impinging on 
the single-photon detectors. As this would lead to a high QBER, it 
is critical for Eve to lower the noise signifcantly. It was suggested 
that this could be possible by selecting an appropriate injection 
time, intensity, and wavelength of the Trojan-horse pulse. 
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Implementation Attacks against QKD Systems 

Description An experimental investigation in Sajeed2017 (on the same type of 
QKD system as in Jain2014) reported that changing the Trojan-
horse pulse wavelength from 1550 nm to 1924 nm did greatly re-
duce the amount of afterpulsing. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this class of attacks. These include: 
- Using wavelength flters (C4). 
- Using a watchdog detector (C2) with a tweak, namely, a low-loss 
optical switch to randomly route and check a small fraction of the 
incoming signals [Jain2014]. 
- Using novel QKD receiver confgurations (C18). 
- Monitoring the parameters of the detector (C10) and analysing 
detection rates statistically (C14). 

Specifc countermeasures include: 
- Reducing the width of phase modulation voltage pulse to limit 
the time of access to Eve (though this would make the attack just 
more difcult but not impossible) [Jain2014]. 

Remarks -

Feasibility 
tAttack < 1 day 

The proposed attack has been tried on the commercially available 
system Clavis2 from ID Quantique unsuccessfully in Jain2014. In 
Sajeed2017, they provide experimental evidence that the proposed 
attack could succeed under certain conditions. 

Reference(s) Scarani2004, Jain2014, Sajeed2017 

Table 4.29: Trojan-horse attack against the SARG04 protocol 
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Implementation Attacks against QKD Systems 

Name Trojan-horse attack on counterfactual QKD 

Category Trojan-horse attack 

Component Receiver Subcomponent -

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to Counterfactual quantum key distribution (CfQKD) 
[Liu2014a]. 

Partial knowledge of the key 

Achieving partial knowledge of the key by insertion of fake signal 
pulses in CfQKD. 

No preconditions needed. 

Target(s) 

Short Description 

Precondition 
Public 
information 

Equipment - Counterfactual communication module similar to that of Alice. 
Standard - Router module consisting of a BS, a phase modulator (PM), and 
equipment a FM. 

Description In CfQKD a Michelson-type interferometer split between Alice and 
Bob is used for secret key generation. Alice generates signals in the 
form of either horizontally (H) or vertically (V) polarised photons. 
These are split at a BS (see Section 2.4.4.1), with one mode sent 
to Bob and the other sent on an optical delay line and refected 
back by a FM. At Bob, the H component of the incoming signal 
passes through a PBS, while the V component gets refected, and 
sent through an optical loop back to the PBS, to then take the 
same path as the H signal. This introduces a time delay between 
H and V pulses. Bob uses an optical switch at diferent times to 
send the pulse to a detector and either measure H or V. If the two 
parties choose diferent bit values (encoding is done in polarisation, 
e.g. H=0 and V=1), the pulse will be refected by a FM and be 
sent back to Alice. At Alice the pulses will be recombined and, 
according to their phase diference, they will interfere and diferent 
detectors will click. If Alice and Bob choose the same bit value, 
Bob’s detector will block the pulse. The two parties will only 
use events for their secret key rate where the photon never leaves 
Alice’s setup, which only occurs if the photon is refected and then 
transmitted at Alice’s BS. 
Eve’s attack strategy involves the use of a counterfactual com-
munication module similar to that of Alice, i.e., which emits and 
detects single-photon pulses, as well as a router module, which 
routes the signals [Liu2014a]. Eve’s communication module and 
router module are coupled into the quantum channel between Al-
ice and Bob with a BS. In each transmission round, when Alice 
sends a pulse to Bob, Eve also generates a single-photon pulse 
with a randomly chosen polarisation and sends it to Bob over the 
introduced BS together with the signal sent by Alice. 
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Implementation Attacks against QKD Systems 

Description Eve then records which detector in her detection module clicks 
upon receiving back her injected photon, depending on the dif-
ferent bit choices of Alice, Bob, and Eve. Which detector clicks 
depends on how the diferent pulses interfere with each other at the 
several BSs. After Alice and Bob have published their detection 
results, Eve uses her recorded data to determine the secret bits 
by identifying the events where there is a simultaneous detection 
click in her detection module and in that of Bob. 

Proposed 
Countermeasures 

Adding a switchable polarisation rotator into Bob’s station which 
transforms the polarisation state of the input light into its orthog-
onal polarisation state. In each transmission round, Bob randomly 
chooses to switch it on or of. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Liu2014a 

Table 4.30: Trojan-horse attack on counterfactual QKD 
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Implementation Attacks against QKD Systems 

Name Laser-damage attack on detectors in QKD systems 

Category Laser-damage attack 

Component Transmitter, 
receiver 

Subcomponent Photodiode 

Expertise Expert Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any protocol that is susceptible to diferent types of 
faked-states attacks against a QKD receiver (see, e.g., Tables 4.5 
and 4.12) or Trojan-horse attacks (Table 4.48) against a QKD 
transmitter. 

Target(s) Enabling other attacks 

Characteristics of a photodetector are altered or damaged in a way 
that the system becomes vulnerable to attacks. 

Usage of a photodiode for monitoring the incoming pulse energy 
(typically in a QKD transmitter) or an APD for single-photon 
detection (QKD receiver). 

High-power laser. 

Short Description 

Precondition 
Public 
information 

Equipment 
Bespoke 
equipment 

Description In Bugge2014, the investigated detector is a free-space passively-
quenched APD (see subsection 2.4.1.1). High-power laser light 
focussed onto the APD alters the characteristics in signifcantly 
diferent ways, depending on the amount of power. For instance, 
in a certain power range, the detectors become permanently prone 
to the detection efciency mismatch vulnerability (see Table 4.5) 
in the polarisation degree of freedom. At a higher power range, 
they are permanently blinded (see for instance Table 4.12). In 
particular, 10 diferent samples of the same APD were investigated 
in 6 diferent power regimes. 
In Makarov2016, it is shown that in case an adversary uses high-
power laser light to infict damage to the photodiode, which maybe 
used in a watchdog detector, the reduced sensitivity enables an 
attacker to perform Trojan-horse attacks (see Table 4.48). The 
same type of attack on free-space APDs opens up the detection 
efciency mismatch vulnerability (see Table 4.5) in the spatial de-
gree of freedom. 

Proposed 
Countermeasures 

The countermeasures against this attack rely on the assumption 
that the input light injected by Eve is upper bounded by physical 
means (e.g., laser damage threshold). Under that assumption, 
some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using optical isolation (C1) and watchdog detectors (C2). 
- Monitoring the health of implemented countermeasures (C3). 
- Using newer QKD protocols (C9). 
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Implementation Attacks against QKD Systems 

Remarks The targeted components can be either in the receiver [Bugge2014] 
or the transmitter [Makarov2016]. 

Feasibility 
tAttack < 1 day 

This attack has been shown to work on commercial APDs 
(PerkinElmer C30902SH) in Bugge2014 and on commercially 
available systems (Clavis2 from ID Quantique in Makarov2016). 
It is expected to work on similar implementations (both fber-optic 
and free-space systems). 

Reference(s) Bugge2014, Makarov2016 

Table 4.31: Laser-damage attack on detectors in QKD systems 
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Implementation Attacks against QKD Systems 

Name Laser-damage attack against optical attenuators in QKD systems 

Category Laser-damage attack 

Component Transmitter Subcomponent Attenuator 

Expertise Expert Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use an attenuated laser to pre-
pare weak-coherent states. BB84 (with and without decoy states) 
and MDI-QKD protocols are mentioned in Huang2020. 

Target(s) Complete knowledge of the key 

Short Description Injecting high-power laser light into optical attenuators to decrease 
their attenuation capabilities, such that the attacker can split of 
a part of the signal unnoticed. 

Precondition Employ a laser as a source and an optical attenuator to tweak the 
Public photon number statistics down to the single-photon level. 
information 

Equipment 
Bespoke 
equipment 

High-power laser. 

Description Weak-coherent states (see Section 2.4.3.1) are the most frequently 
employed quantum states in DV-QKD systems. The most common 
method to produce such states is by using an optical attenuator 
(see Section 2.4.4.2) after a laser. However, by injecting a high-
power laser from the channel into the transmitter, the eavesdrop-
per can induce damage on the attenuator in a way that decreases 
the actual attenuation. As a result, the assumption about the 
mean photon number of the quantum states is no longer valid. 

Proposed 
Countermeasures 

The countermeasures against this attack rely on the assumption 
that the input light injected by Eve is upper bounded by physical 
means (e.g., laser damage threshold). Under that assumption, 
some of the general countermeasures mentioned in Section 4.5 are 
applicable for preventing this attack. These include: 
- Using optical isolation (C1) and watchdog detectors (C2). 
- Monitoring the health of implemented countermeasures (C3). 

Remarks The decrease in attenuation renders the signal pulses with a much 
higher mean photon number, which opens up the loophole related 
to PNS attacks (see Section 2.5.1). 

Feasibility 
tAttack < 1 day 

This attack has been shown to work on commercially available 
attenuators. While for fxed attenuators there was a temporary 
decrease (2 dB), for VOAs based on MEMS elements (9.2 dB) and 
variable-density metal-coating (9.6 dB), the decrease was perma-
nent. It is expected to work on similar implementations. 

Reference(s) Huang2020 

Table 4.32: Laser-damage attack against optical attenuators in QKD systems 
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Implementation Attacks against QKD Systems 

Name Pulse-intensity-increase in bidirectional QKD confgurations 

Category Laser-seeding attack 

Component Transmitter Subcomponent -

Expertise Profcient Opportunity Easy 

Attack Rating Enhanced-Basic Attack Type Active 

Protocol Applicable to any QKD protocol with a bidirectional confgura-
tion. For illustration purposes, so far the scientifc literature has 
mainly considered the BB84 and the SARG04 protocols with phase 
coding. 

Target(s) Enabling other attacks 

Short Description Eve increases the intensity of Alice’s emitted optical pulses by 
replacing the pulses that Bob sends to Alice with others of higher 
intensity. 

Precondition - QKD setup operating in a bidirectional confguration. 
Public - Absent or fawed pulse-intensity-monitoring detector. 
information 

Equipment 
Specialised 
equipment 

- Receiver module similar to Bob’s. 
To exploit the intensity-increase of Alice’s pulses, two alternative 
sets of equipment are proposed [Sajeed2015]: 
- Lossless quantum channel, quantum memory and quantum-
nondemolition photon-number measurements. 
- BSs, optical switches and single-photon detectors. 

Description In a bidirectional QKD setup, Bob sends strong laser pulses to 
Alice, who encodes her information on the received signals, atten-
uates them to the single-photon level, and sends them back to Bob. 
In this attack, Eve replaces Bob’s strong laser pulses with pulses of 
higher intensity prepared by herself, to force Alice’s emitted pulses 
to have higher intensity too. Indeed, in Sajeed2015, two specifc 
attacks based on photon-number-splitting and unambiguous state 
discrimination, respectively, are proposed which exploit such in-
tensity increase of Alice’s signals to provide Eve full information 
about the generated key. Also, the fnite precision of Alice’s cal-
ibration process might as well underestimate the intensity of her 
emitted pulses. This violates a crucial assumption in QKD se-
curity proofs, and can be exploited by Eve to learn complete (or 
partial) information about the generated key. 

Proposed Several of the general countermeasures mentioned in Section 4.5 
Countermeasures can possibly prevent this attack, and can be combined with tai-

lored security proofs [Zhao2008a, Zhao2010]. This includes: 
- Using watchdog detectors (C2) and spectral fltering (C4). 

Remarks The results in Sajeed2015 highlight the difculty of properly de-
signing a hack-proof monitoring detector, which is a common coun-
termeasure against many quantum hacking attacks. 
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Implementation Attacks against QKD Systems 

Feasibility 
tAttack < 1 day 

The possibility to increase the intensity of Alice’s input pulses 
without the monitoring detector (that is included in the ID Quan-
tique’s commercial QKD system Clavis2) raising an alarm has been 
experimentally proven in Sajeed2015. 

Reference(s) Zhao2008a, Zhao2010, Sajeed2015 

Table 4.33: Pulse-intensity-increase in bidirectional QKD confgurations 
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Implementation Attacks against QKD Systems 

Name Variation of laser’s characteristics via temperature increase 

Category Laser-seeding attack 

Component Transmitter Subcomponent Laser diode 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to QKD protocols that use gain-switched lasers to gen-
erate the quantum signals. For illustration purposes, so far it 
has been applied to the BB84 protocol (with and without decoy 
states). 

Target(s) Complete knowledge of the key 
Enabling other attacks 

Short Description Eve uses strong light illumination to increase the temperature of 
Alice’s laser diode in order to vary its working characteristics, and 
create side channels that leak information about Alice’s choice of 
settings and, thus, about the key. 

Precondition 
Public 
information 

- Use of gain-switched lasers to generate Alice’s quantum signals. 
- Use of polarisation coding with multiple lasers, each of them 
generating a diferent state (e.g., BB84 states). This is required 
in Lee2019 and in one attack in Fei2018. 

Equipment 
Bespoke 
equipment 

- Laser or microwave source [Fei2018, Lee2019]. 
- A QND measurement together with an optical switch [Fei2018]. 

Description The temperature of laser diodes can be increased by illuminating 
them with strong light, even if they are installed with thermo-
electric coolers, as experimentally demonstrated in Lee2017. This 
efect can also be achieved with microwave radiation. As a con-
sequence of this temperature increase, various characteristics of 
the laser change. This includes, e.g., the wavelength of the emit-
ted signals [Lee2017, Lee2019], the recovery time of the carrier 
density, the intensity of the output pulses, and the time interval 
between signal state and decoy state pulses [Fei2018]. Note that 
a variation of the recovery time of the carrier density can produce 
large intensity fuctuations between adjacent pulses, as well as a 
variation of their emission time, when the laser works at a fre-
quency near the maximum repetition rate. All these efects break 
standard assumptions in most QKD security proofs. 
Lee2019 exploits the change of the wavelength of the emitted 
signals to experimentally demonstrate a simple attack against a 
polarisation-based BB84 protocol implemented with four lasers 
where Eve can learn the key without introducing any error. Eve 
sends Alice strong light in a certain BB84 polarisation state to 
increase the temperature of all of Alice’s lasers except the one 
preparing pulses with polarisation orthogonal to the one injected 
by Eve. As a result, the frequency of all pulses (except those with 
orthogonal polarisation) is shifted and can be blocked with a 
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Implementation Attacks against QKD Systems 

Description wavelength flter. Once Alice and Bob announce their basis, Eve 
learns all shifted keys. Alternatively, Eve can also try to distin-
guish Alice’s emitted pulses based on the emission time of the 
pulses, as this also changes for all lasers except the one preparing 
states orthogonal to that injected by Eve [Fei2018]. In this later 
theoretical work, it is also proposed a modifed photon-number-
splitting (PNS) attack against a decoy-state BB84 protocol, where 
Eve exploits the pulses’ emission time to partly distinguish signal 
and decoy pulses. This allows her to treat Alice’s pulses diferently 
depending on their identity. For the experimental parameters con-
sidered, Fei2018 theoretically demonstrates that such PNS attack 
could provide Eve complete information of the key, while preserv-
ing the expected detection statistics at Bob’s side of both signal 
and decoy pulses, for transmission distances above about 50 km. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Using optical isolation (C1) and watchdog detectors (C2). 
- Monitoring the health of implemented countermeasures (C3). 
- Incorporate the imperfections, i.e., Eve’s ability to force infor-
mation leakage and emission of multimode signals, in the security 
proof (C5). 
- Monitoring the temperature of the laser and of the chassis to 
detect undesired variations. 

Remarks -

Feasibility 
tAttack < 1 day 

The attack in Lee2019 has been experimentally demonstrated 
against a free-space QKD setup. The attack in Fei2018 has not 
yet been experimentally demonstrated. 

Reference(s) Lee2017, Fei2018, Lee2019 

Table 4.34: Variation of laser’s characteristics via temperature increase 
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Implementation Attacks against QKD Systems 

Name Injection-locking attack 

Category Laser-seeding attack 

Component Transmitter Subcomponent Laser diode 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to QKD protocols that use laser sources to generate 
the quantum states. For illustration purposes, so far it has been 
investigated against the BB84 protocol (with and without decoy 
states), measurement-device-independent QKD (MDI-QKD), and 
a variant of twin-feld QKD (TF-QKD). 

Target(s) Complete knowledge of the key 

Short Description Injection of optical pulses into Alice’s laser diode that lead to a 
conditional frequency shift of Alice’s emitted pulses depending on 
their quantum state. This allows Eve to distinguish Alice’s states 
with a frequency flter. 

Precondition 
Public 
information 

Equipment 
Bespoke 
equipment 

- Use of polarisation coding by Alice to encode the quantum states 
[Pang2020]. 
- Absence of internal isolation in Alice’s laser diode [Zhang2022a]. 
- The period of Alice’s emitted pulses matches the time interval 
between her laser and the intensity modulator that encodes the 
decoy states [Zhang2022a]. This ensures that Eve’s injected light 
is attenuated by the intensity modulator before afecting the fre-
quency of Alice’s following pulse, thus correlating the intensity 
settings chosen by Alice with the frequency of her emitted signals. 

- A laser source to send of-resonance photons to Alice. 
- A frequency flter to block the unwanted pulses from Alice, and 
a frequency-shifting device, e.g., an acoustic optical modulator, to 
restore the frequency of Alice’s unblocked pulses [Pang2020]. 
- A wavelength division multiplexer, to discriminate Alice’s optical 
pulses based on their wavelength, and equipment to perform a PNS 
attack [Zhang2022a]. 

Description This attack exploits a phenomenon called injection locking. Es-
sentially, Eve injects near of-resonance optical pulses into Alice’s 
laser to shift the frequency of the emitted signals depending on 
the intensity of the injected light. Importantly, this intensity can 
be made dependent on the states prepared by Alice. 
For instance, in Pang2020, Eve injects light in a polarisation state 
chosen at random to try to match that of Alice. When she suc-
ceeds, and the intensity of the injected pulse is sufciently strong, 
injection locking happens at a shifted frequency equal to that of 
Eve’s laser. Otherwise, the frequency of Alice’s pulses is only par-
tially shifted, or not shifted at all (when Eve’s polarisation state 
is orthogonal to that of Alice). In doing so, the frequency of the 
matched pulses becomes distinct from the unmatched cases, and 
Eve can separate and resend Bob the matched ones (after 
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Implementation Attacks against QKD Systems 

Description converting their frequency to the original value). If Eve would have 
perfect devices, this attack would provide her complete informa-
tion of the key. A proof-of-principle experimental demonstration 
(with imperfect devices) against a MDI-QKD transmitter has been 
reported in Pang2020 where Eve learns about 60% of the raw key, 
while introducing a QBER of about 6.1%. 
The implications of the attack against the BB84 protocol (with 
and without decoy states and with single-photon sources) as well as 
against a variant of TF-QKD, have been theoretically investigated 
in Pang2020 and Zhang2022a. In the case of decoy-state QKD, 
Eve’s injected light is attenuated diferently depending on Alice’s 
intensity choice, and Eve can distinguish decoy and signal states 
by analysing the frequency of successive pulses. In all cases, it 
is shown that Eve can learn information about the generated key 
without being detected. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this attack. These include: 
- Employing optical isolation (C1). 
- Using watchdog detectors (C2). 
- Monitoring the health of implemented countermeasures (C3). 
- Incorporating the imperfection in a security proof (C5). 

Other specifc countermeasures include: 
- Controlling the pulse repetition period of Alice’s laser so that 
it does not match the time interval between the laser and the 
intensity modulator [Zhang2022a]. 

Remarks Given that Eve can force Alice to produce polarisation states in 
a diferent spectral region, this vulnerability can be exploited by 
hacking attacks other than the one described in Pang2020. 

Feasibility 
tAttack < 1 day 

The attack was experimentally demonstrated against a lab-based 
MDI-QKD setup in Pang2020. 

Reference(s) Pang2020, Zhang2022a 

Table 4.35: Injection-locking attack 
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Implementation Attacks against QKD Systems 

Name Information leakage through electromagnetic radiation 

Category Classical side-channel attack 

Component Multiple 
entry points 

Subcomponent Any component emit-
ting electromagnetic ra-
diation 

Expertise Profcient Opportunity Difcult 

Attack Rating Beyond High Attack Type Passive 

Protocol Applicable to any QKD protocol, both based on discrete or con-
tinuous variables. So far, the scientifc literature has mainly con-
sidered the BB84 protocol (with and without decoy states), and 
with a plug-and-play confguration. 

Target(s) Complete knowledge of the key 

Short Description Eve measures the electromagnetic radiation emitted by Alice’s 
transmitter and/or Bob’s receiver to learn information about the 
generated key. 

Precondition 
Public 
information 

Use of optical modulators (e.g., intensity, polarisation and/or 
phase modulators) to encode the state of Alice’s emitted quan-
tum signals [Kim2018]. 

Equipment 
Specialised 
equipment 

- Oscilloscope. 
- Electromagnetic probe. 
- Quantum memory (optional). Sophisticated attacks may in-
volve joint measurements on the electromagnetic radiation and the 
quantum signals emitted by Alice, supported by quantum memo-
ries. 

Description In this attack, Eve takes advantage of the information leaked 
through electromagnetic radiation by Alice and/or Bob’s QKD de-
vices to learn information about the generated key. For instance, 
in Kim2018, the authors experimentally measured the electromag-
netic trace emitted by Alice’s phase modulator in a BB84 protocol 
with a plug-and-play confguration. In doing so, this work was able 
to identify the BB84 state encoded by Alice each given time. 
Molotkov2013 and Molotkov2020c consider the problem of how 
to incorporate the efect of passive information leakage into the 
asymptotic security of QKD. For this, it is assumed a particu-
lar side-channel model, that the side-channel states are known, 
and Eve measures them independently from Alice’s emitted quan-
tum signals. The asymptotic security of decoy-state BB84 against 
various specifc collective attacks (not necessarily optimal) in the 
presence of both passive and active information leakage from the 
phase modulator is studied in Molotkov2019. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Main countermeasures include the following: 
- Use of similar techniques like those employed to protect classical 
encryption of key handling equipment, including electromagnetic 
shielding, such as a Faraday cage, to signifcantly reduce the in-
tensity of the electromagnetic radiation. 
- Incorporate the efect of information leakage in the QKD se-
curity proof by using, e.g., the tools in Navarrete2022 and 
CurrasLorenzo2023, which do not need to know the side-channel 
states and can protect against general adversary models. 

Remarks Machine learning algorithms might be used to extract information 
from the leaked electromagnetic radiation. 
Similar conclusions apply to other types of passive information 
leakage. 

Feasibility 
tAttack < 1 week 

An example of attack has been experimentally demonstrated 
against a BB84 protocol with a plug-and-play confguration in 
Kim2018. Similar attacks have been successfully launched against 
classical cryptosystems. 

Reference(s) Kim2018, Molotkov2013, Molotkov2019, 
Navarrete2022, CurrasLorenzo2023 

Molotkov2020c, 

Table 4.36: Information leakage through electromagnetic radiation 
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Implementation Attacks against QKD Systems 

4.2 CV-QKD Attack Tables 

In this section, attack tables for implementation attacks which are mostly relevant to CV-QKD 
systems and protocols are listed. 

Number Attack Table Name 

Table 4.38 Manipulation of vacuum-noise estimation 

Table 4.39 Wavelength-dependent beamsplitter attack (CV) 

Table 4.40 Saturation attack 

Table 4.41 CV detector-control attack 

Table 4.42 Leakage in state preparation 

Table 4.43 Exploitation of an imperfect quantum channel model 

Table 4.44 CV laser-seeding 

Table 4.45 Attack exploiting the trusted phase noise model 

Table 4.46 Power analysis of integrated systems 

Table 4.37: List of CV-QKD attack tables 
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Implementation Attacks against QKD Systems 

Name Manipulation of vacuum-noise estimation 

Category Calibration attack 

Component Receiver Subcomponent LO monitor 

Expertise Profcient Opportunity Easy 

Attack Rating Enhanced-Basic Attack Type Active 

Protocol Applicable to any CV-QKD protocol implementation where the 
LO is also transmitted on the quantum channel. For illustration 
purposes, so far the scientifc literature has mainly considered the 
GMCS protocol. 

Target(s) Enabling other attacks 

Short Description Exploiting the relationship between vacuum-noise variance and 
LO parameters (by manipulating the LO) to mask the excess noise 
arising from other type of attacks. 

Precondition 
Public 

- LO transmitted on the open quantum channel from Alice to Bob. 
- Bob relies on a LO-assisted calibration of vacuum-noise level. 

information - Missing/imperfect LO power monitoring in Bob. 

Equipment 
Specialised 
equipment 

- Optical delay line, power meter, attenuator for manifesting the 
vulnerability. 
- Intercept-and-resend attack apparatus (see Section 2.5.2). 

Description The fundamental role of the LO and the signifcance of vacuum 
noise to the operation and security of CV-QKD systems has been 
elaborated in Section 2.3.2. It is well known that the variance of 
the vacuum noise has a linear relationship with the LO power, and 
this is how CV-QKD systems calibrate the vacuum noise level. To 
elaborate, during the QKD protocol run, the CV-QKD receiver 
measures the (incoming) LO power to evaluate the vacuum noise 
variance and uses it in the estimation of the channel parameters. 
This calibration is, however, subject to manipulation for CV-QKD 
implementations in which the LO is transmitted (together with the 
quantum signal) on the open quantum channel. The manipulation 
allows Eve to infuence what Alice and Bob believe is their knowl-
edge of Eve’s interference, thus resulting in the generation of an 
insecure key at the end of the QKD protocol. 
It was frst reported in Ferenczi2007 and Haeseler2008, how Eve 
could manipulate the LO power in the channel to modify the 
vacuum-noise variance estimated by Bob, resulting in the estimate 
of “excess noise” to be lower than the actual value. This diference 
facilitates an intercept-and-resend attack through which Eve could 
enhance her knowledge of the key without Alice and Bob noticing 
it. Ma2013a focused on the idea of exploiting the “fuctuations” 
in the LO power, and simulated a successful general Gaussian col-
lective attack, assuming Eve’s tampering with the LO power in 
the channel goes unnoticed. In Jouguet2013, a proof-of-concept 
experiment on how to exploit the vacuum-noise calibration was 
reported: Eve attenuated the LO pulse front to delay the trigger-
ing of the diferential photocurrent integration at Bob. 
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Implementation Attacks against QKD Systems 

Description This decreased the actual vacuum-noise variance, but, unaware 
of this manipulation, Bob used the larger pre-calibrated value, 
thereby underestimating the excess noise. In Huang2014, the 
wavelength-dependent behaviour of components, particularly BSs, 
was exploited to manipulate the vacuum-noise measurements. Eve 
performed an intercept-and-resend attack, and biased the vacuum-
noise estimation to her advantage by (re)sending light at three 
diferent wavelengths. Notably, the attack was shown to be suc-
cessful even if Bob estimated the vacuum-noise in real time (in-
stead of relying on a pre-calibrated relationship with LO power). 
In Zhao2018, the authors sketched an attack where Eve modulates 
the polarisation of a pre-identifed set of LO pulses in the channel 
to control the LO power. 

Proposed 
Countermeasures 

Several countermeasures to the aforementioned attacks have been 
proposed, with a majority of them focusing—with various levels of 
intricacy—on some form of monitoring in the CV-QKD receiver. 
Note that some countermeasures have already been shown to be 
inefective due to other imperfections in the CV-QKD system. 
- Monitor the power of the “transmitted” LO after it arrives 
at Bob if using the pre-calibrated relationship of the vacuum-
noise variance with the LO power [Ferenczi2007, Haeseler2008, 
Wittmann2010], and not just the average but also the instanta-
neous LO power [Ma2013a]. In Wittmann2010, it was additionally 
suggested to compare the LO excess noise with the coherent de-
tector’s common mode rejection ratio13 . 
- Measure the vacuum-noise in real time (instead of relying on any 
pre-calibrated relationship) through hardware modifcations, e.g., 
an optical switch / intensity modulator or an additional homodyne 
detector, inside the CV-QKD receiver [Jouguet2013]. As explained 
before, the implementation of this countermeasure was found to 
be inefective in Huang2014 due to the wavelength-dependent be-
haviour of some components, and it was then evident that fltering 
the optical radiation entering the CV-QKD receiver was required 
in addition to prevent Eve’s exploitation of this behaviour. 
- Acquire and process in real-time the quadrature measurements at 
randomly chosen optical attenuations of the quantum signal arriv-
ing in Bob [KunzJacques2015]. It was shown (via simulations) that 
Eve’s manipulation modifes an otherwise linear relation between 
the variance of the signal and the variance of noise, thus reveal-
ing the attack. The countermeasure, while being robust against 
the wavelength-dependent behaviour of Huang2014, requires extra 
hardware14 . 
- Combine the three aforementioned approaches and calculate 
(during parameter estimation) inter alia a constraint quantifying 
the manipulation of the LO power by Eve who is assumed to be 
additionally launching arbitrary individual or collective attacks on 
the quantum signal [Liu2017, Zheng2020]. 

13This measure could probably be defeated if Eve exploits the wavelength-dependent behaviour shown in 
Huang2014. 

14And it also introduces an undesired loss of the quantum signal. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

- Synchronise the instantaneous analogue outputs of the LO mon-
itor and the coherent detector, and locate a peak or valley in the 
quadrature measurement outcomes [Huang2017], as this also pro-
vides an attack signature15 . 
- Use machine-learning-based approaches to recognise attacks 
through monitoring the variation of the quadrature values. In 
Mao2020, measurement results under a no-attack scenario are 
used to train the parameters of a hidden Markov model, while in 
Mao2020a, a set of feature vectors labeled by the calibration vul-
nerability and LO manipulation is constructed to train an artifcial 
neural network. In both cases, the authors claim via simulations 
that deviations between normal data and abnormal data lead to 
attack recognition with a high precision. 
- Self-manipulation by Bob of the LO power to stabilise it to a re-
quired optimal constant value, suggested in Ma2014, can improve 
the resistance to Eve’s manipulation. 
- Eve cannot have any infuence on the vacuum-noise measure-
ments if Bob generates as well as uses the LO locally inside the 
CV-QKD receiver. Such “local” LO-based CV-QKD implementa-
tions, proposed frst in Qi2015 and Soh2015, are naturally pro-
tected from the attacks discussed in this table. 

Remarks -

Feasibility 
tAttack < 1 day 

Proof-of-concept experimental measurements showcase the vulner-
ability, which is expected to manifest on similar implementations. 
Some countermeasures can be implemented in hardware and (data 
processing) software. 

Reference(s) Ferenczi2007, Haeseler2008, Wittmann2010, Jouguet2013, 
Ma2013a, Ma2014, Huang2014, KunzJacques2015, Qi2015, 
Soh2015, Liu2017, Huang2017, Zhao2018, Mao2020, Mao2020a, 
Zheng2020 

Table 4.38: Manipulation of vacuum-noise estimation 

15While the optical setup before the detector does not change, the countermeasure is efectively implemented only 
with large oversampling and fast data processing, which may require using a high-speed analogue to digital 
converter (ADC) and feld programmable gate array (FPGA)/graphics processing unit (GPU). 
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Implementation Attacks against QKD Systems 

Name Wavelength-dependent beamsplitter attack (CV) 

Category Wavelength-dependent manipulation attack 

Component Receiver Subcomponent Beamsplitter 

Expertise Expert Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any coherent-state CV-QKD protocol that satisfes 
the preconditions. For illustration purposes, so far the scientifc 
literature has mainly considered the GMCS protocol. 

Target(s) Partial knowledge of the key 
Enabling other attacks 

Short Description Controlling measurement results of Bob by exploiting the wave-
length dependence of the beamsplitter used in the QKD receiver. 

Precondition 
Public 
information 

- Bob uses beamsplitter(s) in his coherent receiver that exhibit(s) 
wavelength-dependent transmittance and refectance. 
- Alice transmits the LO to Bob on the quantum channel. 

Equipment 
Specialised 
equipment 

Intercept-and-resend equipment for multiple wavelengths: 
- Detection module to measure the quantum signals from Alice 
- Multi-wavelength sources and modulators to prepare and send 
optical signals to Bob. 

Description The behaviour of optical components may strongly depend on 
properties such as the wavelength of the input light. For instance, 
the coupling ratio of an optical beamsplitter (see Section 2.4.4.1) 
changes from 50:50 at 1550 nm to nearly 99:1 at 1470 nm [Li2011]. 
Attacks on DV-QKD systems that exploit such a behaviour are 
provided in Table 4.21. 
Huang2013 extended this idea to control the measurement out-
comes in CV-QKD systems that perform dual-quadrature mea-
surements using a heterodyne detector16 . The basic idea of this 
attack (and in fact, all attacks discussed in this table) is to exploit 
the wavelength-dependent properties of beamsplitters and other 
components to mask the noise added by an intercept-and-resend 
attack (see Section 2.5.2). In Ma2013, the authors provide a more 
rigorous analysis of the same attack (1) by considering the vac-
uum noise of the (classical) states at diferent wavelengths that 
Eve sends to Bob, and (2) by solving the equations—describing 
Eve’s constraints—in a practical parameter regime for validating 
the attack (both of these were neglected in Huang2013). 
The work of Tan2021 explores on how to exploit this wavelength-
dependent imperfection when atmospheric links are used as quan-
tum channels, i.e., in cases where the assumption of the channel 
transmittance being a constant may not hold (see also Table 4.43). 
The manipulation of the vacuum-noise estimation by exploiting 
the wavelength-dependent behaviour of beamsplitters [Huang2014] 
has already been explained in Table 4.38. 

16A phase-diverse receiver is the correct term for what is often called “heterodyne detector” in CV-QKD papers. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using spectral monitoring of the input optical signals (C2) and 
optical isolation through wavelength flters (C4). This, however, is 
with the caveat that since Eve could always increase the intensity 
of her signals, Bob should actually choose between monitoring 
with/without a wavelength flter randomly [Huang2013], while 
also checking the health of the implemented countermeasures (C3). 

Other specifc countermeasures include: 
- Acquire and process in real-time the quadrature measurements 
at randomly chosen optical attenuations of the quantum signal 
arriving at Bob [KunzJacques2015]. It was shown (via simula-
tions) that Eve’s manipulation modifes an otherwise linear rela-
tion between the variance of the signal and the variance of noise, 
thus revealing the attack. The countermeasure, while being ro-
bust against the wavelength-dependent behaviour of Huang2014, 
requires extra hardware17 . 

Remarks Eve can neither have any infuence on the vacuum-noise measure-
ments [Huang2014] nor has sufcient constraints to satisfy for an 
intercept-and-resend attack [Huang2013, Ma2013, Tan2021] if Bob 
generates as well as uses the LO locally inside the CV-QKD re-
ceiver. Such “local” LO-based CV-QKD implementations, pro-
posed frst in Qi2015 and Soh2015, might be naturally protected 
from the attacks discussed in this table. 

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Li2011, Huang2013, Ma2013, 
Soh2015, Qi2015, Tan2021 

Huang2014, KunzJacques2015, 

Table 4.39: Wavelength-dependent beamsplitter attack (CV) 

17And it also introduces an undesired loss of the quantum signal. 
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Implementation Attacks against QKD Systems 

Name Saturation attack 

Category Saturation attack 

Component Receiver Subcomponent Coherent detector 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to both coherent-state (modulation-based) and 
squeezed-state CV-QKD protocols. For illustration purposes, so 
far the scientifc literature has mainly considered the GMCS pro-
tocol. 

Target(s) Complete knowledge of the key 

Saturating the detector by injecting light into the CV-QKD re-
ceiver to mask the increase of excess noise from an accompanying 
intercept-and-resend attack. 

- Detectors get saturated above a certain power of impinging light. 
- Attenuation of quantum channel is above approximately 6 dB. 
- First-order moments (mean values) are not monitored by the 
CV-QKD receiver. 

- Intercept-and-resend attack apparatus (see Section 2.5.2), i.e., a 
receiver similar to the legitimate QKD receiver (for interception 
of photons from the QKD transmitter) and a transmitter having 
its laser locked to Alice’s laser. 
-Unbalanced beamsplitter for mixing the quantum signal with an 
intense beam. 

Short Description 

Precondition 
Public 
information 

Equipment 
Bespoke 
equipment 

Description The attack here exploits imperfections in coherent detectors, which 
are described in some detail in Section 2.4.2.1. In this attack 
the detection outcomes are saturated; In the context of homo-
dyne detection, instead of measuring a quantity proportional to 
the quadrature x, the outcome is instead Min(Max(x, −α), α) for 
some α > 0 [KunzJacques2015]. 
The attack described in Qin2013 is an intercept-and-resend attack 
which is performed while the saturation of the receiver’s detec-
tor is induced. The detector can be saturated due to the limited 
linearity of the photodiodes and/or the limited range of analog-
to-digital conversion. In this way, the attacker can bias the excess 
noise estimation by displacing in phase space the mean value of 
the coherent states that impinge on the detector. By reducing the 
measured excess noise, the added noise of the intercept-and-resend 
attack is masked. The estimated channel transmission has to be 
left unchanged for the attack to remain unnoticed. Therefore, the 
attacker rescales her sent states by a gain factor. The interplay 
between displacement and gain requires the original channel atten-
uation to be above approximately 6 dB for this attack to remain 
unnoticed. 

Proposed Some of the general countermeasures mentioned in Section 4.5 can 
Countermeasures possibly prevent this attack. These include: 

- Using watchdog detectors (C2). 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

- Using CV MDI-QKD protocols (C9). 

Specifc countermeasures include: 
- Discard all data blocks exhibiting measurement outcomes outside 
the linearity region, while taking care of the Gaussianity of the 
remaining data [Qin2016]. 
- Attenuation on the receiver’s signal port can be randomly varied 
in order to verify the linearity of the detector. This countermea-
sure requires additional hardware and also reduces the key rate 
due to additional attenuation [KunzJacques2015]. 
- Xu2022 proposes using an adjustable optical flter. 
- Simulations with an artifcial neural network (inputs: mean and 
variance of signal, intensity of local oscillator, shot noise variance) 
can identify the saturation attack [Mao2020a]. 

Remarks Kumar2021 evaluated this attack using an approach based on the 
CEM resulting in a similar attack rating. 

Feasibility 
tAttack < 1 day 

The working principles of the attack have been demonstrated in 
several experiments and simulations, but a full attack has not been 
published yet. 

Reference(s) Qin2013, 
Xu2022 

KunzJacques2015, Qin2016, Mao2020a, Kumar2021, 

Table 4.40: Saturation attack 
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Implementation Attacks against QKD Systems 

Name CV detector-control attack 

Category Detector-control attack 

Component Receiver Subcomponent DC balancing 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to the GMCS protocol. 

Target(s) Complete knowledge of the key 

Short Description Injecting bright light into the signal port of the CV-QKD receiver 
to saturate the detector electronics and mask other attacks. 

Precondition 
Public 
information 

- Balancing of homodyne detector is not optimal for signal. 
- Homodyne detector has fnite linear detection range due to sat-
uration in ADC, amplifer or P(I)N photodiodes. 

Equipment 
Specialised 
equipment 

- Sender and receiver as used by legitimate parties. 
- Laser (can be incoherent to signal). 

Description This attack expands on saturation attacks presented in Table 4.40, 
which exploit imperfections in coherent detectors that are de-
scribed in Section 2.4.2.1. Since coherently displacing the sig-
nal without adding detectable excess noise is challenging, a CV 
detector-control attack without the need for coherence between 
signal and attack laser has been developed [Qin2018]: Bright 
pulses are sent onto the signal port of the homodyne detector in 
order to induce electronics saturation. Usually, balancing is op-
timised for the LO and therefore not ideal for signal, such that 
strong light on the signal port can lead to electronics saturation. 
The excess noise measurement is biased due to saturation, allowing 
the additional noise of an intercept-resend attack to be concealed. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Using CV MDI-QKD protocols (C9). 
Specifc countermeasures include: 
- Monitoring photocurrents from the photodiodes. 
- Randomly varying the attenuation on the signal port to verify the 
linearity of the detector. This countermeasure requires additional 
hardware and reduces the key rate [KunzJacques2015]. 
- Using security thresholds in data postprocessing. 

Remarks -

Feasibility 
tAttack < 1 day 

The working principle of this attack has been demonstrated by 
characterisation measurements and simulations in Qin2018. 

Reference(s) KunzJacques2015, Qin2018 

Table 4.41: CV detector-control attack 
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Implementation Attacks against QKD Systems 

Name Leakage in state preparation 

Category Excessive modulation attack 

Component Transmitter Subcomponent Quadrature modulator 

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to both coherent-state (modulation-based) and 
squeezed-state CV-QKD protocols. For illustration purposes, so 
far the scientifc literature has mainly considered the GMCS pro-
tocol. 

Target(s) Partial knowledge of the key 

Short Description Information about single-mode quantum states can be leaked when 
multiple modes are generated (instead of only a single mode). For 
squeezed-state based protocols, leakage from before the modula-
tion can lead to this side channel. 

Precondition 
Public 
information 

- Coherent states are (weakly) encoded using “single-sideband 
modulation” into single frequency sidebands of the carrier at the 
transmitter and measured with RF heterodyne detection at the 
receiver. 
- Alternatively, too strong modulation in displacing the vacuum 
states or squeezed-vacuum states could also lead to generation of 
multiple modes. 
- For squeezed states some optical refection before the modulation 
needs to leave the transmitter and be captured by Eve. 

Equipment 
Specialised 
equipment 

- For coherent state protocols with single-sideband modulation, an 
optical flter for splitting of the excessive modes from the desired 
ones. 
- For coherent and squeezed state protocols, a QKD receiver mod-
ule, similar to that of the TOE, capable of detecting and analysing 
the excessive modes. 

Description Typical QKD protocols consider the quantum states to be in sin-
gle optical modes. If the state preparation in the transmitter 
however prepares the quantum states in multiple modes instead, 
while the receiver only measures one mode, the additional or exces-
sive modes (also containing information about the quantum state) 
can be captured by Eve. If Eve is able to do this while evading 
detection by the legitimate parties, she obtains a non-negligible 
knowledge of the key without degrading the quantum correlations 
between Alice and Bob, thus compromising the security of the 
protocol [Derkach2016, Derkach2017]. 
Optical single-sideband modulation (OSSB) is an encoding tech-
nique for coherent states, prone to modulation of multiple modes 
due to imperfect devices [Jain2021]. OSSB is obtained by driv-
ing a phase modulator and an amplitude modulator, or the two 
arms of an in-phase-and-quadrature (IQ) modulator, with phase 
conjugate waveforms. This is done such that the lower (upper) 
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Implementation Attacks against QKD Systems 

Description modulation sidebands of the optical carrier are suppressed while 
the upper (lower) ones are enhanced and used as the quantum 
information carrying signal. Ideally, the suppression is perfect, 
however inreal devices, typical suppression factors of 20 to 40 dB 
are achieved. Typically, RF heterodyne detection is used in con-
junction with OSSB to simultaneously measure the amplitude and 
phase quadratures of light; see Section 2.4.2.1. If the QKD re-
ceiver measures only the desired quantum-information carrying 
signal without taking cognisance of the suppressed frequency side-
bands, then such excessive modulation is a side channel that can 
be exploited by Eve. 
A side channel can also arise due to leakage during state prepa-
ration before the modulation stage. In Derkach2016, it has been 
shown that coherent-state protocols are not afected by this side 
channel because the leaked mode is uncorrelated to the modu-
lated mode. Squeezed-state protocols are however vulnerable as 
the modes are quantum correlated. 

Proposed 
Countermeasures 

Remarks 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this class of attacks. These include: 
- Combining optical isolation (C1) and monitoring state prepara-
tion (C7) for squeezed-state protocols. 
- Incorporating the imperfection in security proofs (C5). 

Other specifc countermeasures include: 
- Using baseband modulation instead of OSSB [Hajomer2022]. 

-

Feasibility Proof-of-concept experimental measurements in Jain2021 show-
tAttack < 1 day case the vulnerability in OSSB coherent state protocols, which is 

expected to manifest on similar implementations. 

Reference(s) Derkach2016, Derkach2017, Jain2021, Hajomer2022 

Table 4.42: Leakage in state preparation 
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Implementation Attacks against QKD Systems 

Name Exploitation of an imperfect quantum channel model 

Category Calibration attack 

Component Receiver Subcomponent -

Expertise Profcient Opportunity Easy 

Attack rating High Attack Type Active 

Protocol Applicable to both coherent-state (modulation-based) and 
squeezed-state CV-QKD protocols. For illustration purposes, so 
far the scientifc literature has mainly considered the GMCS pro-
tocol. 

Target(s) Enabling other attacks 

Short description Exploit an imperfect channel transmittance model that leads to 
an overestimation of the secret key length. 

Precondition Alice and Bob use an imperfect channel model/uncalibrated chan-
Public nel transmittance. 
information 

Equipment 
Bespoke 
equipment 

- Intercept-and-resend apparatus. 
- Variable BS. 

Description The propagation of quantum states in atmospheric channels is 
afected by several elements such as turbulence, pointing errors, 
difraction efects, and background noise. This implies that the 
transmittance of the quantum channel is not constant in time, 
and in the case of CV-QKD systems, can lead to a non-Gaussian 
mixed state at the receiver. This resulting degradation of the (vir-
tual) entanglement needs to be properly taken into consideration 
by the QKD users, otherwise, as shown in Guo2017, Eve can apply 
an intercept-and-resend attack to bias the estimation of parame-
ters that are evaluated in the later stages of the QKD protocol. 
The attack involves Eve performing entanglement distillation to 
obtain information about the key while staying undisclosed to the 
QKD users, thus violating the security assurance the QKD system 
is supposed to provide. Furthermore, using a convolutional neural 
network, as described in Huang2019b, Eve can improve her predic-
tions about the instances of non-Gaussian mixture, thus enhancing 
her eavesdropping capability. 

Proposed 
Countermeasures 

See “Remarks” below. 

Remarks A proper calibration of the quantum channel performed at random 
instances is expected to prevent this attack. 

Feasibility This attack has not yet been demonstrated on a practical QKD 
tAttack < 1 day system. 

Reference(s) Guo2017, Huang2019b 

Table 4.43: Exploitation of an imperfect quantum channel model 
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Implementation Attacks against QKD Systems 

Name CV laser-seeding 

Category Laser-seeding attack 

Component Transmitter Subcomponent Laser 

Expertise Profcient Opportunity Easy 

Attack Rating Basic Attack Type Active 

Protocol Applicable to any protocol employing coherent states. 

Target(s) Partial knowledge of the key 

Short Description Light injection into the laser modules of the QKD transmitter leads 
to increased intensity of the quantum signal which an attacker can 
split of and measure to acquire extra knowledge. 

Precondition A seedable laser is used for the creation of quantum states. 
Public 
information 

Equipment 
Standard 
equipment 

- Tuneable seed laser. 
- Polarisation control can optimise the attack. 

Description The attacker injects light at Alice’s pump transition wavelength 
into the laser modules of the QKD transmitter, which results in 
an increased intensity of the generated optical signal. This so-
called laser seeding is possible in the widely used laser diodes, but 
also in further laser types [Huang2019, Zheng2019]. The increased 
intensity due to seeding allows the attacker to split of the surplus 
part of the signal beam while the receiver detects the expected 
signal. 

Proposed 
Countermeasures 

Some of the general countermeasures mentioned in Section 4.5 can 
possibly prevent this attack. These include: 
- Using watchdog detectors (C2). 
- Monitoring the state preparation process in real time (C7). 

Contrary to intuition, optical isolators may not be able to prevent 
this attack since small amounts of transmitted light have been 
shown to be sufcient for this attack [Huang2019]. Furthermore, 
optical isolators can be manipulated or destroyed through a pre-
ceding laser-damage attack (see e.g., Table 4.31). 

Remarks -

Feasibility This attack is a theoretical proposal for CV-QKD systems. How-
tAttack < 1 day ever, it has been shown to work in a DV context [Sun2015a] and 

can be transferred to CV systems. 

Reference(s) Sun2015a, Huang2019, Zheng2019 

Table 4.44: CV laser-seeding 
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Implementation Attacks against QKD Systems 

Name Attack exploiting the trusted phase noise model 

Category Phase-reference-alignment attack 

Component Receiver Subcomponent -

Expertise Profcient Opportunity Easy 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any CV-QKD protocol implementation that assumes 
a portion of the excess noise stemming from phase noise can be 
trusted. So far the scientifc literature has mainly considered the 
GMCS protocol. 

Target(s) Enabling other attacks 

Short Description Manipulating the classical signal used for phase-reference align-
ment between the CV-QKD transmitter and receiver, and taking 
advantage of the fact that Alice and Bob do not attribute some of 
the errors (in this phase-reference alignment process) to Eve. 

Precondition 
Restricted 
information 

Alice and Bob trust a part of the excess noise that stems from 
the imperfect phase-reference alignment, required in the local LO 
type of CV-QKD implementations. 

Equipment 
Specialised 
equipment 

- Fast optical switch. 
- Low-loss quantum channel. 
- Phase-insensitive amplifer. 

Description Generation of the LO locally inside the CV-QKD receiver pre-
vents the vulnerability reported in Table 4.38. In such local LO 
CV-QKD implementations, the phase reference is then provided 
by (classical) reference signals—pulses/pilot tones multiplexed in 
time/frequency—to the quantum signal in the CV-QKD trans-
mitter (see Section 2.3.2). However, an accurate phase-reference 
alignment is hard to achieve in such implementations due to the 
laser phase noise and the inevitable phase estimation error in the 
coherent detection of the reference signals. Attributing all the 
errors from the phase-reference alignment procedure to Eve ad-
versely afects the performance: For instance, it can easily lead 
to a zero secret key length. In the so-called trusted-phase-noise 
model, error contributions (arising in the alignment process) that 
cannot be realistically infuenced by Eve are identifed, and the 
CV-QKD system is calibrated to trust the corresponding portion 
of excess noise. 
In Ren2019 and Ren2019a, the authors propose an attack where 
the reference signals are routed (via a fast switch) through a low-
loss channel segment inserted in the quantum channel connecting 
Alice and Bob. This results in Bob obtaining reference signals 
with a higher amplitude, which should potentially lower his phase 
estimation error. The corresponding reduction, however, is ex-
ploited by Eve, e.g., through a more intense collective attack on 
the quantum signals that considerably increases her correlations 
with the secret key (while also increasing the corresponding excess 
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Implementation Attacks against QKD Systems 

Description noise contribution, however, while preserving the total excess noise 
to “without attack” conditions). Since Alice and Bob cannot dis-
tinguish between the two sources of excess noise, they underesti-
mate Eve’s knowledge of the key. Shao2022 proposes two practical 
attack schemes essentially to the same efect. In the frst, they 
suggest using a phase-insensitive amplifer instead of the low-loss 
channel. In the second, they suggest attenuating the intensity of 
the phase-reference signals during the calibration stage, but in-
creasing it later, i.e., during the actual quantum key exchange. 

Proposed 
Countermeasures 

- Using an upgraded trusted-phase-noise model where the noise 
contribution to be tolerated assumes a lossless channel for the 
reference signal transmission [Ren2019, Ren2019a]. 
- Monitoring the instantaneous amplitude of the reference signals 
and calibrating phase noise in real time, so that Eve’s information 
can be accordingly upgraded [Ren2019, Ren2019a, Shao2022]. 

Remarks Ren2019 and Ren2019a essentially describe the same attack. 

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 

Reference(s) Ren2019, Ren2019a, Shao2022 

Table 4.45: Attack exploiting the trusted phase noise model 
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Implementation Attacks against QKD Systems 

Name Power analysis of integrated systems 

Category Degree-of-freedom coupling attack 

Component Transmitter Subcomponent -

Expertise Profcient Opportunity Difcult 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any QKD protocol implementation. For illustration 
purposes, so far the scientifc literature has mainly considered the 
GMCS protocol. 

Target(s) Partial knowledge of the key 

Analysing the power consumption originating from the integrated 
electrical control circuit used for state preparation. 

Alice prepares quantum states by using an integrated electrical 
control circuit whose power consumption is accessible to the eaves-
dropper. 

- Identical transmitter chip to analyse the relationship between 
sent quantum states and power consumption. 
- Power meter that can resolve transients from switching of trans-
mitter states. 
- Machine learning algorithm such as support vector regression 
(SVR) to handle nonlinear correlations between power and mod-
ulated signal states. 

Short Description 

Precondition 
Public 
information 

Equipment 
Standard 
equipment 

Description 

Proposed 
Countermeasures 

This attack can be implemented by analysing the power consump-
tion originating from the integrated electrical control circuit that is 
used for state preparation [Zheng2021]. Machine learning can help 
to correlate the analysed power with generated quantum states. 
The attacker does not have to physically access the transmitter 
chip. A similar attack could be performed on DV-QKD systems. 

- Randomising the power of the electrical control circuit can be 
an efective countermeasure for classical chips. Adaptation of this 
approach for QKD transmitters, however, would have to be inves-
tigated in more detail. 
- Dynamic voltage and frequency scaling (DVFS) can be applied 
to reduce the dynamic power. 

Remarks While known to work against conventional cryptographic systems, 
a transfer to QKD in practice may not be straightforward due to 
the fundamentally diferent processes of key generation. 

Feasibility This side channel is a theoretical proposal against QKD systems. 
tAttack < 1 week 

Reference(s) Zheng2021 

Table 4.46: Power analysis of integrated systems 
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Implementation Attacks against QKD Systems 

4.3 Common Attack Tables 

In this section, tables for attacks which are general enough that they can be mounted on both 
a CV-QKD and a DV-QKD implementations are listed. It should be noted that the attacks 
presented in Tables 4.32 and 4.36 (currently in Section 4.1) and Table 4.46 (currently in Section 
4.2) are in principle or potentially with some simple tweaks applicable to both DV-QKD and CV-
QKD implementations. However, they are not presented in this section due to lack of published 
articles. 

Number Attack Table Name 

Table 4.48 Trojan-horse attack against QKD transmitters 

Table 4.49 Enabling light-injection attacks by application of external magnetic 
felds 

Table 4.50 Hardware-software Trojans and covert channels 

Table 4.51 Cache side channels in the post-processing of QKD systems 

Table 4.52 Single-trace side-channel attack on information reconciliation in QKD 

Table 4.47: List of attack tables which ft in both categories of CV-QKD and DV-QKD 
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Implementation Attacks against QKD Systems 

Name Trojan-horse attack against QKD transmitters 

Category Trojan-horse attack 

Component Transmitter Subcomponent Optical modulator 

Expertise Expert Opportunity Easy 

Attack Rating High Attack Type Active 

Protocol Applicable to any QKD protocol that uses optical modulators to 
encode the quantum signals. So far, the scientifc literature has 
considered BB84 and some variants (e.g., with and without de-
coy states) and measurement-device-independent (MDI) protocols 
for DV-QKD systems and both discrete modulation and GMCS 
protocol for CV-QKD systems. 

Complete knowledge of the key 

Injection of external light into the QKD transmitter and analysis 
of the back-refections to obtain information about the modulators’ 
encoding choices used for quantum state preparation. 

General assumptions: 
- Use of optical modulators, such as intensity, polarisation, and 
phase modulators to encode the state of the emitted quantum 
signals. 
- The QKD transmitter exhibits refractive index variations leading 
to back-refections. 
Specifc assumption in GarciaEscartin2020: 
- Availability of a line of sight to optical components from outside 
the transmitter module, e.g., through ventilation holes. 

Suitably tweaked refectometry equipment, i.e., 
- Laser source (pulsed or continuous) to inject light into the QKD 
transmitter. 
- Measurement module to analyse properties such as intensity, 
phase, or wavelength of the back-refected light. 

In a Trojan-horse attack (THA), Eve obtains information about 
the quantum states prepared by Alice by injecting her own light 
into the QKD transmitter and then analysing the back-refected 
light, which carries information that can be correlated to the en-
coding of Alice’s quantum states. For instance, on its return path 
to the channel, Eve’s back-refected light could pass through the 
transmitter’s modulator(s) and be encoded with the same infor-
mation as Alice’s signals. 
Since modulators are used in both DV-QKD and CV-QKD trans-
mitters, this attack is applicable to both type of implementations. 
For instance, in DV-QKD protocols such as BB84, a successful 
attack yields Eve both the bit and the basis choice of Alice (see 
Section 2.3.1). A CV-QKD system operating a Gaussian mod-
ulated coherent state protocol could be attacked to obtain the 
information about the amplitude and/or phase quadrature used 
in the state preparation (see Section 2.3.2). 

Target(s) 

Short Description 

Precondition 
Public 
information 

Equipment 
Bespoke 
equipment 

Description 
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Implementation Attacks against QKD Systems 

Description THAs were frst considered in a plug-and-play confguration of 
the BB84 protocol in Zbinden2000 and Bethune2000. The term 
“Trojan-horse attack” was coined in Gisin2006 where the authors 
experimentally measured an optical frequency domain refectome-
try (OFDR) trace of Alice’s plug-and-play DV-QKD transmitter, 
and demonstrated that the back-refected light provides Eve infor-
mation about Alice’s signals. A similar result was already obtained 
in Vakhitov2001 for a one-way BB84 confguration by using opti-
cal time domain refectometry (OTDR). Both Vakhitov2001 and 
Gisin2006 provided rough theoretical estimates about the amount 
of information leaked to Eve for the case of phase modulation 
(phase-coded quantum signals) in Alice. OTDR has also been 
used in Lucamarini2015 to experimentally characterise the refec-
tivity and transmission of most relevant components in a decoy-
state QKD transmitter. Jain2015 studied the feasibility of THAs 
through similar refectometry measurements but at wavelengths 
other than those used by Alice and Bob, and with a focus on the 
spectral characteristics of optical elements such as isolators, cir-
culators and monitoring detectors (typically used by QKD trans-
mitters for protection against THAs). OFDR measurements on 
a silicon transmitter chip integrated with a polarisation modula-
tor and an intensity modulator have been performed in Tan2021a. 
Proof-of-concept THAs have been performed on CV-QKD trans-
mitters in Stiller2015 and Ma2016. 

Proposed 
Countermeasures 

The countermeasures to THA rely on the assumption that the in-
put light injected by Eve is upper bounded by physical means (e.g., 
laser damage threshold). Several of the general countermeasures 
mentioned in Section 4.5 can possibly prevent this attack. These 
include: 
- Using optical isolation (C1), watchdog detectors (C2), and ap-
propriate wavelength fltering (C4). 
- Monitoring the health of implemented countermeasures (C3). 
- Active randomisation of the phase (C6). 

Other specifc countermeasures include: 
- Usage of anti-refection coatings and angle polished connectors 
[Vakhitov2001] as well as eliminating open ports and splicing fbre 
components (instead of mating sleeves) [Jain2015] can also reduce 
the level of back-refections. 
- Sensitive components should be covered with an opaque mate-
rial if they are optically accessible from outside, e.g., through the 
ventilation holes [GarciaEscartin2020]. 
- Ensure that modulators are activated only when required, i.e., 
when Alice’s signals pass through them [Vakhitov2001, Gisin2006]. 
- For CV-QKD transmitters: Monitoring for increased excess noise 
by Raman scattering [Pan2020] or crosstalk [Ma2016, Pan2020], 
depending on the wavelength of the attack. 
- For two-way CV-QKD systems: tag frames inserted by the re-
ceiver and waveform detector at the sender to record time intervals 
between tag frames [Ma2016]. 
- Upper bounding the intensity of the back-refected light and 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

incorporating this information in the security proof. This was frst 
done in Lucamarini2015 against a THA targeting the phase mod-
ulator that encodes the BB84 signals. Tamaki2016 extended this 
proof to a THA that targets both the phase modulator (encoding 
the BB84 signals) and the intensity modulator (encoding the de-
coy states) in a decoy-state BB84 protocol. Both works assume 
the asymptotic scenario, while the fnite-key regime has been con-
sidered in Wang2018b, Wang2020a and Navarrete2022. None of 
these results assume anything about Eve’s measurement, but re-
quire knowing the quantum state of the back-refected light. This 
state is typically assumed to be a coherent state, proven to be 
optimal in certain scenarios [Vinay2018]. 
- An alternative providing intrinsic immunity against THAs is 
to employ passive transmitters that use a linear optics network 
combined with post-selection techniques (instead of optical mod-
ulators) to encode the quantum signals [Curty2010, Curty2010b]. 
Fully passive transmitter schemes for decoy-state BB84 protocol 
have been presented recently [Zapatero2023, Wang2022]. 

Remarks Attacks on QKD transmitters with phase modulators may also 
be applicable (with suitable modifcations) to QKD transmitters 
which use, for instance, polarisation modulators. 

Feasibility In case of DV-QKD, the working principles of the attack 
tAttack < 1 day have been demonstrated in several experiments and simula-

tions [Vakhitov2001, Gisin2006] and on commercially available 
systems [GarciaEscartin2020], and most recently, a photonic in-
tegrated chip based QKD transmitter [Tan2021a]. In case of CV-
QKD, attacks have been performed on both commercially available 
and research-lab systems [Stiller2015, Ma2016]. Some versions of 
the attack have been theoretically proposed but not experimen-
tally demonstrated. 

Reference(s) Zbinden2000, Bethune2000, Vakhitov2001, Gisin2006, 
Curty2010,Curty2010b, Lucamarini2015, Jain2015, 
Stiller2015, Ma2016, Tamaki2016, Vinay2018, Wang2018b, 
GarciaEscartin2020, Pan2020, Wang2020a, Tan2021a, 
Navarrete2022, Wang2022, Zapatero2023 

Table 4.48: Trojan-horse attack against QKD transmitters 
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Implementation Attacks against QKD Systems 

Name Enabling light-injection attacks by application of external mag-
netic felds 

Category Trojan-horse attack 

Component Transmitter, 
receiver 

Subcomponent Optical isolator, 
circulator 

Expertise Laymen Opportunity Difcult 

Attack Rating Enhanced-Basic Attack Type Active 

Protocol Applicable to any QKD protocol that uses optical isolators and/or 
circulators for protection against injection of light. 

Target(s) Enabling other attacks 

Short Description Application of external magnetic felds on optical isolators or circu-
lators used for protection against light-injection attacks can have 
a signifcant impact on the capabilities of these devices. 

Precondition 
Public 
information 

The QKD device uses optical isolators and/or circulators that 
function based on the Faraday efect. 

Equipment 
Standard 
equipment 

Device capable of applying a tuneable magnetic feld. In Tan2022, 
a solenoid in combination with a DC power supply was used. 

Description Optical components such as isolators and circulators that utilise 
the Faraday efect to achieve a desired functionality based on the 
rotation of optical polarisation are commonly used in QKD sys-
tems. For instance, a calibrated static magnetic feld applied on 
a Faraday rotator followed by a PBS (see Section 2.4.4.3) can be 
used for greatly reducing the transmittance of light in one direc-
tion. This is the basic principle behind an optical isolator. Appli-
cation of external magnetic felds can, however, disrupt the desired 
functionality, and lead the QKD system to behave abnormally. 
In experimental tests conducted by Tan2022, the isolation from 
an optical isolator was shown to be reduced by almost 60 dB while 
the directivity of a circulator was modifed by almost 53 dB. The 
security analysis done by Tan2022 also showed that the reduced 
isolation capabilities of the isolator lead to an increased risk of 
Trojan-horse attacks (see Table 4.48) and laser-seeding attacks, 
such as those described in Table 4.35 and Table 4.33. 

Proposed 
Countermeasures 

- Employing magnetic shielding such as µ-metal and Supra-50. 
- If the shielding capabilities are limited, incorporating Hall ele-
ments to monitor the external magnetic feld that sets of an alarm 
if a certain threshold is exceeded. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has been shown to work in laboratories. It is expected 
to work on similar implementations. 

Reference(s) Tan2022 

Table 4.49: Enabling light-injection attacks by application of external magnetic felds 
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Implementation Attacks against QKD Systems 

Name Hardware-software Trojans and covert channels 

Category Classical side-channel attack 

Component Transmitter, 
receiver 

Subcomponent Optical components, 
classical processing 

Expertise Laymen Opportunity Unlimited 

Attack Rating Moderate Attack Type Active 

Protocol Applicable to any QKD protocol, both based on discrete or contin-
uous variables. For illustration purposes, the scientifc literature 
has so far mainly considered DI-QKD, or decoy-state MDI-QKD 
as specifc targets. 

Target(s) Complete knowledge of the key 

Short Description Insertion of malicious hardware and/or software within the QKD 
equipment to store and transmit information covertly that helps 
Eve gain knowledge of the key. 

Precondition 
Sensitive 
information 

- Procured QKD equipment (hardware, frmware, software) can 
access, store, and covertly transmit information to Eve. 

Equipment 
Standard 
equipment 

Sensors, memory modules, 
code (frmware/software). 

transmitters (hardware), malicious 

Description In this attack, Eve places malicious hardware and/or software in 
the QKD equipment to store and covertly leak the key material 
produced during QKD sessions. Note that once a key has been 
generated, it is a classical object which is no longer protected by 
quantum mechanics. For instance, it can be copied without any 
penalty for Eve. These type of attacks are a known threat against 
virtually all cryptographic systems today. 
In the context of QKD, this type of attack was frst considered 
in Barrett2013 against device-independent QKD (DI-QKD). The 
authors outlined various strategies for a malicious memory and 
transmitter to compromise the security. For instance, the classical 
bits of the copied key could be hidden in the classical communica-
tion exchanged between Alice and Bob during the post-processing 
phase of future QKD sessions, or by making the protocol to abort 
at a certain time instant that depends on the key generated in a 
previous QKD session, thus revealing information about the latter. 
A more conservative scenario against both DI-QKD and device-
dependent QKD was considered in Curty2019. This work assumes 
that the behaviour of malicious hardware/software can arbitrar-
ily deviate from the prescriptions of the QKD protocol and it can 
communicate any received input information directly to Eve, even 
during the execution of a QKD session. 

Proposed 
Countermeasures 

Main countermeasures include the following: 
- Use of redundant devices (for instance, purchased from diferent 
vendors) in combination with verifable secret sharing and privacy 
amplifcation techniques [Barrett2013, Curty2019]. If Alice and 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Bob share various pairs of QKD modules together with n classi-
cal post-processing units at their disposal, it has been shown in 
Curty2019 that it is possible to generate a secure key given that 
at least one pair of the QKD modules and more than two thirds 
of each of the n classical post-processing units are honest. Indeed, 
it has been proven that the protocols introduced in Curty2019 
are essentially optimal with respect to the resulting secret key, 
whenever malicious devices can freely collaborate and communi-
cate between them and with Eve. A proof-of-principle experiment 
implementing the ideas in Curty2019 has been reported in Li2021. 
More recently, Zapatero2021 considered various alternatives (and 
more restricted) adversary models, in which, e.g., malicious equip-
ment cannot collaborate between them, or it cannot deviate from 
the prescriptions of the protocol but only leak information to Eve. 
- Encrypt the data interchanged between Alice and Bob during 
the post-processing phase of a QKD protocol to prevent Eve from 
hiding information [Barrett2013]. Possible drawbacks of this ap-
proach are, however, the signifcant consumption of secret keys 
for such an encryption, or that malicious devices might be able to 
covertly communicate information to Eve by diferent means any-
way18 . Other countermeasures introduced in Barrett2013 sufer 
from similar drawbacks and are inefective against general adver-
saries, as reported in that work. 
- Use of classical countermeasures against malicious software, like 
e.g. patch and update the software, and use frewalls and security 
software, such as antimalware and antivirus inter alia. 

Remarks Hiding malicious devices within optical components of a QKD 
setup might be possible as well, though no results have been re-
ported in the scientifc literature. 

Feasibility 
tAttack < 1 day 

This attack has not been demonstrated experimentally against a 
QKD setup, but similar attacks have been successfully launched 
against classical cryptosystems. 

Reference(s) Barrett2013, Curty2019, Li2021, Zapatero2021 

Table 4.50: Hardware-software Trojans and covert channels 

18In addition, this countermeasure is also not efective in cryptographic environments involving communication 
with multiple users who may not all be trustworthy. 
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Implementation Attacks against QKD Systems 

Name Cache side channels in the post-processing of QKD systems 

Category Classical side-channel attack 

Component Postprocessing Subcomponent Privacy amplifcation, 
error correction 

Expertise Laymen Opportunity Unlimited 

Attack Rating Moderate Attack Type Passive 

Protocol The scientifc literature has studied this attack on the BB84 pro-
tocol. 

Target(s) Complete knowledge of the key 

Short Description Exploiting software cache accesses to get knowledge about the key 
by observing cache hits and misses. 

Precondition 
Public 
information 

The QKD system has to use the optimised low-density parity check 
(LDPC) technique where multiplications with zero are skipped. 

Equipment 
Standard 

Equipment to observe cache traces. 

equipment 

Description Secret information is stored in memory entries in the cache during 
post-processing. An eavesdropper can exploit the cache hits and 
misses accessed by the software to gain knowledge of the key. A 
cache hit occurs if the CPU accesses an entry that is stored in the 
cache, and a cache miss occurs if an entry is accessed, which is not 
stored in the cache. 
In Nikiforov2018, four attack strategies on the software imple-
mentation of privacy amplifcation are analysed using the tool 
CacheAudit 0.2c, which gives bounds on the vulnerability of the 
software. In the attack models, the attacker can observe: 1) the 
time taken for cache hits and misses during a run of privacy am-
plifcation, 2) the trace for cache hits and misses during a run 
of privacy amplifcation, 3) the amount of memory entries in the 
cache after a run of privacy amplifcation, 4) the contents of the 
cache after a run of privacy amplifcation. The analysis suggests 
that no secret information about the secret key is leaked to attack-
ers. Weber2021 extended the analysis to x86 binaries with foating 
point instructions on a system using the LDPC technique. A vul-
nerability in the error-correction step concerning an optimisation 
of the LDPC (skip of multiplications with zero) is discovered. The 
eavesdropper is able to recover the entire secret key from one cache 
trace, e.g., based on CPU performance counters. 

Proposed 
Countermeasures 

In Weber2021, a mitigation strategy of the described vulnerability 
is presented. It consists of program rewriting such that memory 
accesses are independent of the sifted key. 

Remarks -

Feasibility 
tAttack < 1 day 

This attack has not yet been demonstrated on a practical QKD 
system. 
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Implementation Attacks against QKD Systems 

Reference(s) Nikiforov2018, Weber2021 

Table 4.51: Cache side channels in the post-processing of QKD systems 
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Implementation Attacks against QKD Systems 

Name Single-trace side-channel attack on information reconciliation in 
QKD 

Category Classical side-channel attack 

Component Postprocessing Subcomponent Information 
reconciliation 

Expertise Profcient Opportunity Difcult 

Attack Rating High Attack Type Passive 

Protocol Possibly applicable to any QKD protocol. 

Target(s) Complete knowledge of the key 

Short Description Measuring and exploiting the power consumption during informa-
tion reconciliation to learn information about the sifted key. 

Precondition 
Public 
information 

- Use of a LDPC matrix for the information reconciliation process 
[Park2020, Park2021]. 
- Use of parity sums for information reconciliation [Kim2021]. 

Equipment 
Specialised 
equipment 

Oscilloscope that measures the power consumption of the targeted 
post-processing board. 

Description A single-trace attack against the information reconciliation process 
of a QKD system that exploits the power consumption diference 
associated with storing diferent bit values by the information rec-
onciliation algorithm. 
In Park2020 and Park2021, the QKD studied system uses an in-
formation reconciliation step based on a binary LDPC matrix. 
Eve attacks the system when Alice computes the syndrome of the 
LDPC code for Bob’s error correction. Two specifc attack tar-
gets, namely the XOR operation and the modulo-2 operation em-
ployed during the syndrome computation, are exploited depend-
ing on the error-correction algorithm used. Kim2021 generalises 
this approach to all information reconciliation processes based on 
the parity sum algorithm, which includes Cascade, Winnow, and 
LDPC. Experimental results show that this type of attack can pro-
vide Eve with complete information about the key. Kim2021 also 
evaluates the efect of the signal-to-noise ratio of the measured 
traces on the attack success. 

Proposed 
Countermeasures 

Proposed countermeasures can be very specifc to certain steps in 
the information reconciliation algorithm. They include: 
- Randomising the order of the syndrome bit computation and 
keeping this randomisation secret. While this compromises Eve’s 
attack strategy, the order does not afect the fnal output between 
Alice and Bob [Park2021, Kim2021]. 
- Randomly inserting dummy operations before, during, and after 
the algorithm’s execution [Kim2021]. 
- Using a secret permutation rule [Kim2021]. 

Remarks Power analysis is also a threat against classical cryptosystems and 
countermeasures there can be applied here as well. 
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Implementation Attacks against QKD Systems 

Feasibility The presented attacks on the information reconciliation process 
tAttack < 1 day have been experimentally demonstrated in Park2020, Park2021, 

and Kim2021. 

Reference(s) Park2020, Park2021, Kim2021 

Table 4.52: Single-trace side-channel attack on information reconciliation in QKD 
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Implementation Attacks against QKD Systems 

4.4 Additional Vulnerabilities 

In this section, tables for vulnerabilities, i.e., side channels for which no clear attack paths can 
be identifed with the current state of research and equipment, are described. It should be noted 
that attack ratings shall not be provided here; for further details, see Chapter 3. 

Number Vulnerability Table Name 

Table 4.54 Imperfect Gaussian modulation 

Table 4.55 Imbalance in dual quadrature detection 

Table 4.56 Imperfect phase randomisation of laser diodes in QKD 

Table 4.57 Phase-derandomisation and intensity-manipulation 

Table 4.58 Information leakage due to use of Faraday mirror 

Table 4.59 Information leakage via laser source side channels in QKD 

Table 4.60 Pulse correlations due to imperfect modulation 

Table 4.61 Side channels in random bit generation with multiple lasers 

Table 4.62 Violation of Bell’s inequality by blinding passively-quenched APDs 

Table 4.53: List of vulnerability tables 
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Implementation Attacks against QKD Systems 

Vulnerability Imperfect Gaussian modulation 

Component Transmitter, 
postprocessing 

Subcomponent Modulation system 

Protocol Applicable to the GMCS protocol. 

Short Description Exploiting fnite resolution and range of devices involved in the 
modulation to obtain unwanted a priori knowledge of the prepared 
quantum states. 

Precondition Finite resolution and range of devices involved in generation of 
modulated signals. 

Description Section 2.3.2.1 describes Gaussian modulation together with its 
limitations. To elaborate upon the latter, it is impossible in 
practice to implement continuous Gaussian modulation due to 
fnite resolution and range of quantum random number genera-
tors (QRNGs), digital-to-analog-converters (DACs) and process-
ing software. Furthermore, the optical modulators themselves 
have a limited range. All these deviations from the ideal protocol 
might give an attacker a priori knowledge of the sent quantum 
states [Jouguet2012]. 

Proposed 
Countermeasures 

- Quantify deviations in the approximate Gaussian modulation 
and incorporate them in security proofs. 
- Using true discrete modulation (see Section 2.3.2.1). 

Remarks An attacker needs to be able to distinguish the imperfect sent state 
from a thermal state, which is feasible. 

Reference(s) Jouguet2012 

Table 4.54: Imperfect Gaussian modulation 
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Implementation Attacks against QKD Systems 

Vulnerability Imbalance in dual quadrature detection 

Component Receiver Subcomponent Balanced homodyne de-
tector, beamsplitter 

Protocol Applicable to any CV-QKD protocol implementation using two 
homodyne detectors for dual quadrature measurements. 

Short Description Assumption of identical quantum efciencies (which may not be 
the case in practice) leading to an underestimation of excess noise. 

Precondition Bob implements a dual quadrature measurement using two bal-
anced homodyne detectors (with four photodiodes that do not 
exhibit identical quantum efciencies). 

Description No two optical components are perfectly identical. In case of pho-
todiodes used in the construction of a heterodyne detector19 , a 
mismatch in the quantum efciencies of the photodiodes can there-
fore be expected. If accounted for properly, Bob should observe 
an increased excess noise, for instance, due to the poor relative 
intensity noise (RIN) cancellation. However, if Bob assumes no 
imbalance in his coherent receiver confguration, this vulnerabil-
ity is manifested, and Eve could use the corresponding margin (of 
the excess noise) to launch some attack during the execution of 
the QKD protocol and gain more knowledge of the key than what 
Alice and Bob eventually estimate [Kong2022]. 
Apart from the non-identical quantum efciencies of the (four) 
photodiodes of the two balanced homodyne detectors (see Sec-
tion 2.4.2.1), imbalance can also occur due to non-symmetric 
beamsplitters (see Section 2.4.4.1). In Kong2022, the authors ab-
sorb the deviation from the 50:50 splitting ratio of the beamsplitter 
into the mismatch of the quantum efciencies. 

Proposed 
Countermeasures 

Using VOAs for detector balancing [Kong2022]. 

Remarks From an experimental perspective, detector balancing is a basic 
prerequisite to getting a functional CV-QKD receiver. It is thus 
unlikely that a CV-QKD protocol would be executed before bal-
ancing the detectors. However, a mismatch could be forced, for 
instance, using the wavelength-dependent properties of the com-
ponents, as shown in Table 4.39. 

Reference(s) Kong2022 

Table 4.55: Imbalance in dual quadrature detection 

19A phase-diverse receiver is the correct term for what is often called “heterodyne detector” in CV-QKD papers. 
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Implementation Attacks against QKD Systems 

Vulnerability Imperfect phase randomisation of laser diodes in QKD 

Component Transmitter Subcomponent Laser diode 

Protocol The scientifc literature presented here has shown the proposed 
vulnerability in BB84 and BB84 with decoy states protocols. 

Short Description Exploiting phase correlations due to imperfect phase randomisa-
tion in gain-switched laser diodes. 

Precondition Use of gain-switched laser diodes under conditions inducing phase 
correlations between consecutive pulses. 

Description Consecutive pulses of a gain-switched laser diode can exhibit phase 
correlations. If there is some residual excitation left in the res-
onator in the pulse interval until the next excitation, the lasing 
can be seeded by the remaining photons, thus relating the phases 
of the two consecutive pulses as the stimulated emission conserves 
the phase as shown by Kobayashi2014. 
The assumption of phase randomisation between pulses is not ful-
flled in this case. An asymmetric Mach-Zehnder interferometer is 
used to observe the interference visibility of a 10 GHz clocked laser 
diode and quantify the information leakage. In Gruenenfelder2020 
this has been done for a 5 GHz clocked source. The phase corre-
lation will increase the information leakage and thus reduce the 
secure key rate. They show that phase correlations increase the 
probability of Eve discriminating the signal state from the decoy 
state for partially coherent states. 

Proposed 
Countermeasures 

Several countermeasures are proposed in the scientifc literature: 
- The laser diode should be reversely biased at the bottom of the 
pulses [Kobayashi2014]. 
- The efective photon lifetime should be less than the turn-of du-
ration [Kobayashi2014]. 
- Incorporate the efect of non-perfect phase randomisation in 
the security proof of QKD. Indeed, in the security proof pre-
sented in CurrasLorenzo2022 for a decoy-state BB84 protocol 
with laser sources it is shown that correlations between the 
global phases of adjacent pulses present in state-of-the-art setups 
Gruenenfelder2020 seem to have a quite limited impact on the 
achievable performance, and the resulting secret key rates are close 
to those of the ideals scenario without phase correlations. 
The results of Kobayashi2014 indicate that for 10 GHz pulse repe-
tition rate and small minimum drive currents, the phases of pulses 
are still random. Furthermore, Gruenenfelder2020 concluded that 
for their 5 GHz QKD system the efects due to phase correlations 
are negligible. 

Remarks The vulnerability should also impact other protocols if they use 
laser sources in the described conditions. 

Reference(s) Kobayashi2014, Gruenenfelder2020, CurrasLorenzo2022 

Table 4.56: Imperfect phase randomisation of laser diodes in QKD 
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Implementation Attacks against QKD Systems 

Vulnerability 

Component 

Protocol 

Short Description 

Precondition 

Phase-derandomisation and intensity-manipulation 

Transmitter Subcomponent Laser diode 

Applicable to any QKD protocol that uses laser sources. 

Eve injects light into Alice’s laser source to modify the intensity 
and/or global phase of Alice’s generated laser pulses. 

Use of a pulsed laser source by Alice to generate the quantum 
states. 

Description Eve injects external light into Alice’s laser diode to change the in-
tensity and global phase of the light pulses emitted by the latter, 
thus violating some assumptions of QKD security proofs. Indeed, 
if external photons are injected into a laser cavity, these photons 
will also be amplifed to generate laser pulses. If such injected pho-
tons greatly outnumber the initial photons that arise from spon-
taneous emission, the phase of the generated laser pulse is largely 
determined by the phase of the injected photons, and its intensity 
also increases. 
It was frst introduced in Sun2015a where the authors confrmed 
experimentally that Eve can control the phase of Alice’s emit-
ted pulses by injecting light from a CW laser. Once the global 
phase of Alice’s pulses has been derandomised, Eve could launch 
various attacks to exploit this vulnerability, see, e.g., the partially-
random-phase attack in Sun2012 and the source attack of decoy-
state QKD using phase information in Tang2013a. The fact that 
the injection of external light from Eve also increases the inten-
sity of Alice’s pulses, has been experimentally demonstrated in 
Huang2019. There, the authors explicitly showed, for the decoy-
state BB84 and MDI-QKD protocols, that a direct application of a 
security proof (which does not consider the intensity changes pro-
duced by Eve) would overestimate the secret key rate even beyond 
well-known upper bounds, thus delivering a key that is actually 
insecure. In any case, once the intensity of Alice’s signals has been 
increased, Eve must launch a tailored attack able to exploit this 
vulnerability to learn information about the key. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this vulnerability. These include: 
- Using optical isolation (C1), watchdog detectors (C2), and spec-
tral fltering (C4). 
- Monitoring the health of implemented countermeasures (C3). 
- Active randomisation of the phase of the emitted pulses(C6), 
which requires care with the timing of such randomisation. 
- Incorporate the imperfection in security proof (C5), namely, the 
fact that Eve can partially control the phase and intensity of the 
emitted pulses. A security proof, valid when the value of the global 
phase is known, has been provided in Lo2007; the case where the 
global phase follows an arbitrary continuous distribution has been 
recently addressed in CurrasLorenzo2022. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

Also, Alice and Bob can treat the fact that Eve can modify the 
intensity of Alice’s pulses by using the techniques in Wang2008, 
Zhao2008a, Zhao2010 or Hu2010. 

Remarks This vulnerability might be efective against CV-QKD systems as 
well. 
Wavelength flters may be inefective countermeasures from a prac-
tical point of view because the wavelength of Eve’s control laser is 
typically very close to that of Alice’s laser. 

Reference(s) Lo2007, Wang2008, Zhao2008a, Hu2010, Zhao2010, 
Tang2013a, Sun2015a, Huang2019, CurrasLorenzo2022 

Sun2012, 

Table 4.57: Phase-derandomisation and intensity-manipulation 
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Implementation Attacks against QKD Systems 

Vulnerability Information leakage due to use of Faraday mirror 

Component Transmitter Subcomponent Phase modulator 

Protocol Applicable to the MDI-QKD, three-state, and BB84 protocol. 

Short Description Exploiting correlations between leakage light and signal state en-
coding due to the use of a FM. 

Precondition Use of a FM for stabilising state preparation and leakage light due 
to imperfect pulse generation. 

Description Weak optical radiation leaked in between pulses (due to e.g., f-
nite extinction of the intensity modulator) can get unintentionally 
modulated in a time-dependent manner. This opens up a passive 
security loophole which can be exploited by an eavesdropper. 
In Bourassa2021, a polarisation-based MDI-QKD setup using a 
FM for stable electro-optic bit modulation is used as a represen-
tative case example of such a side channel. Optical pulses frst 
travel through the PM, experiencing voltage and unintentional 
temperature-induced phase modulation, encoding bit and basis 
information in polarisation. Upon refection at the FM, the op-
tical pulses return through the PM, where they encounter only 
temperature-induced phase modulation, and no voltage pulse is 
applied. As optical pulses are derived from continuous wave light 
using intensity modulation, this unavoidably leads to weak light 
leakage due to the fnite extinction ratio in-between the signal 
pulses. No voltage is applied to the phase modulator as the leak-
age light travels through it the frst time, but it inevitably could 
collide with a voltage pulse counter-propagating in the PM going 
through it the second time. This interaction modulates the polar-
isation of the leakage light and correlates it with the polarisation 
encoding of the signal states. 
It has been observed that the modulation of the leakage light is 
time-dependent since it travels counter to the voltage pulse di-
rection. Additionally, it relies on the shape of the voltage pulse 
utilised for phase modulation and the length of the PM’s electrode. 

Proposed In Bourassa2021, a numerical security proof technique based on 
Countermeasures semi-defnite programming is used to quantify the efect of the 

presented side channel on the secret key rate. They showed that 
accounting for the side channel using this technique instead of 
overestimating the information leakage due to rudimentary models 
provides a beneft to the key rate. For this, a careful characterisa-
tion of the side channel has to be done. Analysis showed that the 
three-state protocol gives less secret key as BB84 in the presence 
of source side channels. 
Further countermeasures are: 
- Use all detection statistics, and all initial state information for 
key calculation, rather than discarding cases when their basis 
choices do not match. 
- Modify the polarisation angle of the sent states to boost key rate. 
- Minimise the intensity of the leakage light by hardware solutions. 
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Implementation Attacks against QKD Systems 

Remarks -

Reference(s) Bourassa2021 

Table 4.58: Information leakage due to use of Faraday mirror 
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Implementation Attacks against QKD Systems 

Vulnerability Information leakage via laser source side channels in QKD 

Component Transmitter Subcomponent Laser diode 

Protocol Applicable to QKD protocols that use a laser source. 
decoy states is mentioned in Nauerth2009. 

BB84 with 

Short Description Exploiting laser source side channels in various DOFs to compro-
mise QKD system security. 

Precondition Distinguishability of the quantum states in non-encoding DOFs. 

Description In free-space BB84 QKD systems, several DOF side channels can 
compromise the system’s security. Spatial, spectral, and tem-
poral DOFs are non-operational in polarisation-encoded systems 
and can therefore lead to information leakage to an eavesdropper. 
These side channels result from the use of several laser diodes, 
which are not perfectly indistinguishable. In Nauerth2009, these 
side channels are analysed in a decoy-state BB84 QKD setup and 
quantifed in terms of mutual information. The setup uses eight 
distinct laser diodes to prepare the four diferent signal states and 
four diferent decoy states. An eavesdropper can exploit corre-
lations of these DOFs with the encoding of the quantum states 
for the diferent laser diodes without introducing additional er-
rors. The higher the correlations, the more distinguishable are the 
quantum states. Biswas2021 used the cross-correlation function to 
characterise and quantify the distinguishability in the spectrum, 
pulse width, time of arrival, and spatial mode. In Sagar2022, these 
spatial, spectral, and temporal DOF side channels including inten-
sity correlations have been quantifed and successfully mitigated 
in the case of a transmitter module in a nanosatellite. 

Proposed 
Countermeasures 

Remarks 

Both general and specifc (to the DOF) countermeasures are pro-
posed: 
- Using single-mode fbres to cancel out spatial informa-
tion [Nauerth2009]. 
- Using difraction-limited pinhole to decrease spatial mode 
mismatch [Sagar2022]. 
- Using spectral fltering and temperature-stabilised 
diodes [Nauerth2009, Biswas2021, Sagar2022]. 
- Using shorter gate windows, faster timing circuits, or digitally 
programmable delay lines to adjust the temporal delays of the 
diferent laser diodes [Nauerth2009, Sagar2022, Biswas2021]. 
- Reducing repetition rate to mitigate pulse correla-
tions [Sagar2022]. 
- Using a common laser driver circuit for all laser diodes to 
equalise pulse widths and intensities [Biswas2021, Sagar2022]. 

-

Reference(s) Nauerth2009, Biswas2021, Sagar2022 

Table 4.59: Information leakage via laser source side channels in QKD 
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Implementation Attacks against QKD Systems 

Vulnerability 

Component 

Protocol 

Short Description 

Pulse correlations due to imperfect modulation 

Transmitter Subcomponent Optical modulator 

Applicable to any QKD protocol. So far, the scientifc literature 
has mainly considered the BB84 protocol (with and without decoy 
states), and the three-state protocol. 

Existence of pulse correlations between subsequent pulses due to 
memory efects in practical optical modulators and/or in the elec-
tronics that control them. 

Precondition 

Description 

Use of optical modulators (e.g., intensity, polarisation and/or 
phase modulators) to encode the state of Alice’s emitted quan-
tum signals. 

Most security proofs of QKD assume that Alice’s generated sig-
nals are independent and identically distributed. However, prac-
tical imperfections in QKD implementations can create classical 
correlations between these signals, thus invalidating a crucial as-
sumption of the security proofs. Setting-independent pulse corre-
lations refer to those correlations that do not depend on Alice’s 
previous setting choices to encode her signals, but are produced 
by setting-choice-independent factors such as temperature drifts or 
power fuctuations [Nagamatsu2016, Mizutani2018, Pereira2022]. 
Setting-dependent pulse correlations, on the other hand, refer to 
the scenario in which the state of each emitted pulse by Alice de-
pends not only on the actual modulation setting selected by her 
but also on her previous modulation setting choices, meaning that 
the secret key information, i.e. the bit, basis and intensity choices, 
is encoded not only into a single pulse but also between subsequent 
pulses. This later type of correlations is typically produced by 
memory efects in the optical modulators and/or electronics that 
control them, mainly because practical devices are band-limited. 
Setting-dependent pulse correlations arising from the intensity 
modulator have been studied in Yoshino2018, Gruenenfelder2020 
and Zapatero2021, while those arising from phase and/or polarisa-
tion modulators have been considered in Pereira2020, Pereira2022, 
Gruenenfelder2020 and CurrasLorenzo2023. 

Proposed 
Countermeasures 

Main countermeasures include the following: 
- Incorporate the efect of pulse correlations in the security 
proof of QKD. Security proofs for setting-independent pulse cor-
relations have been proposed in Nagamatsu2016, Mizutani2018 
and Pereira2022. Likewise, security proofs for setting-dependent 
pulse correlations arising from phase and/or polarisation mod-
ulators encoding the bit and basis information have been put 
forwarded in Pereira2020, Pereira2022 and CurrasLorenzo2023, 
while those arising from the intensity modulator that encodes 
the decoy intensity settings have been considered in Yoshino2018 
and Zapatero2021. The work in Yoshino2018 is restricted to 
nearest neighbour pulse correlations, while those in Pereira2020, 
Zapatero2021, Pereira2022 and CurrasLorenzo2023 can handle ar-
bitrary correlation lengths. 
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Implementation Attacks against QKD Systems 

Proposed 
Countermeasures 

- Initialise the modulation device each time after Alice emits a 
pulse. This could be done by always sending one or multiple pulses 
with fxed encoding settings in between the actual signal pulses 
[Yoshino2018, Mizutani2018]. 
- Reduce the clock rate of the QKD system to eliminate possible 
memory efects in the optical modulators, or use multiple optical 
modulators (each of them encoding diferent subsets of signals). 
For instance, in the case of nearest neighbour pulse correlations 
one could use one modulator to encode the even pulses and another 
one to encode the odd pulses [Pereira2020]. 
- In Roberts2018, a Sagnac interferometer-based intensity modu-
lator is presented, mitigating the intensity correlation and fuctu-
ation side channels. It was shown that a Sagnac intensity modula-
tor has no temporal drift, meaning feedback mechanisms are not 
required, thus dramatically simplifying the implementation. 
- Replace the intensity modulator with an IQ modulator allows to 
mitigate the pattern efect due to intensity correlations in decoy-
state QKD setups [Gao2023]. 

Remarks In those QKD setups that use an external phase modulator to 
achieve global phase-randomisation of the emitted pulses, correla-
tions between such global phases that may be introduced by the 
modulator are not covered by current security proofs. For the al-
ternative scenario in which global phase-randomisation is achieved 
by driving the laser source under gain switching conditions see ta-
ble 4.56. 

Reference(s) Nagamatsu2016, Roberts2018, 
Pereira2020, Gruenenfelder2020, 
CurrasLorenzo2023, Gao2023 

Mizutani2018, 
Zapatero2021, 

Yoshino2018, 
Pereira2022, 

Table 4.60: Pulse correlations due to imperfect modulation 
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Implementation Attacks against QKD Systems 

Vulnerability Side channels in random bit generation with multiple lasers 

Component Transmitter Subcomponent Laser diode 

Protocol Applicable to BB84. 

Short Description Exploiting intensity correlations arising from aperiodic pulse gen-
eration due to random bit generation with multiple lasers. 

Precondition Use of multiple laser diodes for random bit generation. 

Description In Ko2017, laser side channels in a BB84 QKD system, where 
four polarisation states are produced by four diferent laser diodes, 
are analysed. Every laser diode is randomly switched on and of 
to generate random bit information. As in semiconductor laser 
diodes, the level of driving current and initial carrier density de-
termine the intensity and the emission time of the pulse, aperiodic 
pulse generation leads to distinguishability of the pulses. This is a 
result of the remaining carrier density in case the intervals between 
pulses are short and lead to temporal disparity and intensity fuc-
tuation among output pulses. Eve can exploit these correlations 
to get knowledge about the encoding of consecutive pulses with 
higher probability. 

Proposed 
Countermeasures 

The proposed countermeasures against the analysed side channels 
mainly relate to fnding suitable values for the DC bias conditions 
under certain clock speeds. One general but mostly undesirable 
countermeasure is to reduce the system clock frequency so that the 
minimum time interval between two pulses is much longer than the 
carrier lifetime [Ko2017]. 
Results from Ko2017 show that increasing DC bias levels leads to 
diminishing temporal disparity and intensity fuctuations. How-
ever, this leads to background photons caused by spontaneous 
emission, increasing the QBER. The efects of the increase in 
QBER on the secure key rate due to mitigating strategies have 
been investigated in Ko2017a. 
In Ko2017a, some countermeasures tackling the increased QBER 
are proposed, these are: 
- Temporal fltering technique to remove unwanted photon detec-
tions. 
- Ultra-sharp spectral bandpass flters to flter out spontaneously 
emitted photons, as they have a broader spectrum than signal 
pulses. 
- Reducing system jitter to reduce QBER. 

Remarks -

Reference(s) Ko2017, Ko2017a 

Table 4.61: Side channels in random bit generation with multiple lasers 
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Implementation Attacks against QKD Systems 

Vulnerability 

Component 

Protocol 

Short Description 

Violation of Bell’s inequality by blinding passively-quenched APDs 

Receiver Subcomponent APD 

Applicable to protocols that are based on polarisation or energy-
time entanglement, like Ekert91, as well as device-independent 
protocols. 

The violation of Bell’s inequality is demonstrated using faked 
states to control the detectors. 

Precondition - Passively-quenched APDs. 
- More than one APD. 

Description The authors use the faked-state method (see Section 2.5.2.1) to 
control the APD-based single-photon detectors of the two re-
ceiver units to fake the violation of a Bell inequality that is sup-
posed to witness the presence of polarisation [Gerhardt2011a] or 
energy-time (also called Franson-type) [Jogenfors2015] entangle-
ment. While these were no attacks on a QKD protocol, the vio-
lation of a Bell inequality can be a vital part of a QKD protocol. 
Blinding mechanisms similar to Gerhardt2011 (see Table 4.12) and 
Lydersen2010a (see Table 4.13), respectively, were employed to 
artifcially generate the correlations leading to the violation of a 
Clauser-Horne-Shimony-Holt (CHSH) inequality. 

Proposed 
Countermeasures 

Several of the general countermeasures mentioned in Section 4.5 
can possibly prevent this vulnerability. These include: 
- Monitoring the electrical parameters (C10) and photocurrents 
(C11) of the APDs. 
- Using the technique of bit-mapped gating (C12) and monitoring 
the sensitivity of the single-photon detector (C13). 

In addition, some specifc countermeasures have been considered 
for the energy-time entanglement [Jogenfors2015]: 
- Fast-switching interferometers. 
- “Hugging” interferometers to avoid the post-selection loophole. 
- Stronger Bell inequalities like modifed Pearle-Braunstein-Caves 
inequalities. 

Remarks -

Reference(s) Lydersen2010a, Gerhardt2011, Gerhardt2011a, Jogenfors2015 

Table 4.62: Violation of Bell’s inequality by blinding passively-quenched APDs 

Federal Ofce for Information Security 144 



     

   

              
              

                 
                 

                
               

               
               

                
               

  
              

             
             

            
                

         
        

        
          

   
             

       
          

            
              

         
             

               
         

              
      

              
            

          
       

   
       

 
        

  
          

      
  

          
     

       
  

      

      

     

   

              
              

                 
                 

                
               

               
               

                
               

  
              

             
             

            
                

         
        

        
          

   
             

       
          

            
              

         
             

               
         

              
      

              
            

          
       

   
       

 
        

  
          

      
  

          
     

       
  

      

      

Implementation Attacks against QKD Systems 

4.5 General Countermeasures 

In the scientifc literature, some of the measures proposed to protect specifc QKD systems 
and/or QKD protocols from having their security broken by an attack on the implementation 
sometimes tend to work as a countermeasure to several other attacks, or even a class of attacks. 
In Section 2.6, two of the most well known of these measures have been explained in detail. 

In this section, a list of general countermeasures (briefy referenced in one or more of the 
attack tables presented in the previous sections of this chapter) is compiled and presented. In 
some cases, it would be observed that there have been claims and even counterclaims stating 
that the proposed measures (do not) actually work. Eforts have been made to communicate the 
whole thread: As a reminder, the reader is referred to the disclaimer presented at the beginning 
of Chapter 4 that is applicable to all the countermeasures discussed in this document, including 
those below. 
(C1) Employ optical isolation to guarantee that the intensity of the input (and/or, back-refected 

light, if relevant) is sufciently weak. Ideally, such an optical isolation mechanism should 
be able to either withstand high-power incoming light while attenuating it to a suf-
ciently weak level or attain a permanent high-attenuation state, i.e., efectivly breaking 
up the line and blocking the opical path. For this, one may combine devices like isolators 
(except in two-way confgurations like plug-and-play), attenuators, circulators, and wave-
length flters [Bethune2000, Vakhitov2001, Gisin2006, Jain2015, Lucamarini2015, Ko2016, 
Vinay2018, Molotkov2020, Ponosova2022, Tan2022, Nasedkin2022], passive optical power 
limiter [Bugge2014, Makarov2016], or deploy an optical fuse [Gisin2006, Makarov2016, 
Vinay2018, Zhang2021, Peng2023]. 

(C2) Use watchdog detectors (see Section 2.4.2.2) to monitor the input optical intensity 
[Zbinden2000, Bethune2000, Vakhitov2001, Gisin2006, Jain2015, Ko2016, Qin2016, 
Dixon2017, Molotkov2020]. However, deployment faws in such watchdog detectors, as 
shown in Sajeed2015, could leave the QKD device unprotected. Investigating these faws 
may in fact require several iterations and involve modifcations to various parts, e.g., the 
front-end amplifer, the integrator, etc. of the electronic circuits. 

(C3) Continuously monitor the functionality of the implemented measures as Eve could perform 
a laser damage attack to modify the functionality of the components, e.g., reduce the actual 
optical isolation [Huang2020] or defeat the monitors/watchdog detectors [Bugge2014]. 

(C4) Using optical flters to ensure that only the desired signal wavelength(s) enter/exit the 
QKD device [Gisin2006, Jain2015, Lucamarini2015, Ponosova2022] 

(C5) Incorporate the efect of device imperfections in the security proof, ideally after minimising 
the imperfections, e.g. by employing some countermeasures. Below is a(n incomplete) list 
pairing the imperfection and corresponding security proofs that tackle it: 

- State preparation faws [Gottesman2004, Tamaki2014, Pereira2020, Sun2021, 
Pereira2022, Metger2022, CurrasLorenzo2023]. 

- Imperfect phase randomisation [Lo2007, Zhao2007, Cao2015, CurrasLorenzo2022, 
Sixto2023]. 

- Presence of correlations across multiple signals [Pereira2020, Zapatero2021a, 
CurrasLorenzo2022, CurrasLorenzo2023]. 

- Information leakage due to, e.g., Trojan-horse attacks or other passive mech-
anisms [Gottesman2004, Lucamarini2015, Tamaki2016, Wang2020a, Sun2021, 
Navarrete2022, CurrasLorenzo2023]. 

- Emission of multimode signals that encode information in undesired modes 
[Gottesman2004, Pereira2020, Sun2021, Metger2022, CurrasLorenzo2023]. 

- Detection efciency mismatch [Fung2009, Maroey2017, Bochkov2019, Sun2021, 
Zhang2021a, Trushechkin2022]. 

- Presence of malicious devices [Curty2019, Zapatero2021]. 
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(C6) Actively randomise the phase of each emitted signal [Gisin2006, Lucamarini2015, 
Tamaki2016]. 

(C7) Monitor the state preparation process in Alice to ensure that the various degrees of freedom, 
e.g., time, wavelength, polarisation (using, e.g., wavelength flters, polarisers inter alia) are 
as expected or obey a certain tolerance. 

(C8) QKD schemes using so-called intra-particle entanglement have been theoretically shown 
to be immune to some side-channel attacks on state preparation [Adhikari2015]. However, 
practical implementations of such schemes are beyond the technical resources available 
today. 

(C9) Detector-control attacks are of no use against QKD implementations that use protocols 
from the MDI [Lo2012, Pirandola2015], twin-feld (TF) [Lucamarini2018] and its vari-
ants [Curty2019a, Wang2018c, Xu2020a], or the RDI [AlDarwbi2022, Ioannou2022] family 
of QKD protocols, as they are fundamentally immune against all attacks that exploit 
imperfections in the QKD receiver. Some other protocols, such as the virtual proto-
col [Braunstein2012], or the prepare and measure Bell test protocol [Tan2016] do not 
strictly fall into one of the aforementioned categories, but might also be applicable. Two-
way deterministic QKD [Lu2013] has also been shown to be immune to receiver attacks 
on Bob’s but not yet Alice’s side. We note that with the exception of MDI-QKD and 
TF-QKD protocols, practical implementations of all other schemes mentioned here are 
beyond the technical resources available today. 

(C10) Monitoring the electrical parameters (bias voltage, current) of the APD [Xu2006, 
Makarov2009, Lydersen2010c, Yuan2010, Gerhardt2011, Weier2011, Silva2012]. In 
Gerhardt2011, the authors also suggest to monitor the thermal parameters of the APDs. 
However, in Lydersen2010c it is shown that thermal blinding might not change the 
outer temperature of the APD cooling mechanism, so this countermeasure may not be 
impenetrable. 

(C11) Monitoring the APD photocurrent is proposed in Yuan2011 to detect “anomalously high 
values”, which is however disputed by Lydersen2011c, for instance, in connection with 
Lydersen2011b. This has again been countered by Yuan2011a, strengthening their claim 
that monitoring the photocurrent is an efective countermeasure. But Wu2020 counter-
claims that their “pulse illumination attack” might not be picked up by monitoring the 
photocurrent. 

(C12) Bit-mapped gating [Lydersen2011d]: The bit-mapping of detection events20 is changed in 
a random fashion optically and in software, so that they only coincide within a narrowed 
gate window. Various detector-control attacks get revealed under bit-mapped gating as all 
detection events outside the central part of the detector gate result in high QBER. 

(C13) Active checking of the single-photon detector sensitivity [Lydersen2011d, Maroey2017, 
Shen2022] with a suitable light source inside the QKD receiver module. 

(C14) Statistical analysis of the detection rates [Silva2012, Lee2016, Molotkov2019a, 
Gaidash2022] can be used to prevent blinding attacks and in the case of Silva2012 
even timing-related attacks. The viability and security, though, depends on the concrete 
detector characteristics and must be verifed individually. The authors in Balygin2018 
even propose that phase coding QKD systems can be inherently secure against detector 
blinding attacks by incorporating additional postprocessing. However, the efectiveness of 
this countermeasures is questioned [Fedorov2019] and its use is therefore not recommended 
without further investigation. 

(C15) Randomly changing the detection efciency of the APDs to take two or more values and 
comparing the expected efciencies with the measured ones [Legre2012, Lim2014a] has 
been proposed, but found to be not sufcient [Huang2016]. A similar countermeasure, 

20Implies if a detector clicks, does that provide the bit “0” or the bit “1”? 
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additionally comparing the respective QBER is described in Qian2019 and Qian2020, but 
also found to be based on assumptions that might not hold in reality [Wu2020b]. That in 
turn is disputed by the authors of the original paper [He2020]. 

(C16) Wang2020 explores the possibility of applying temporal ghost imaging for detecting any 
temporal changes on the quantum signal, which could be used to thwart time-shift and 
detector-blinding attacks. 

(C17) An interleaved sequence of decoy states along with an active bases choice on the receiver 
produces a characteristic detection distribution on the receiver side, which can be used to 
detect timing and blinding attacks [Lizama2012]. 

(C18) Using an upconversion21 protected QKD receiver [Jain2016] that is able to restrict Eve’s 
injection from the channel in DOFs such as wavelength, time, power, etc. The design and 
implementation of such a QKD receiver imparts it certain features that prevent detector-
control attacks, wavelength-dependent manipulation attacks, Trojan-horse attacks, and 
laser-damage attacks. 

21Upconversion, or more generally, quantum frequency conversion, is a nonlinear technique in which the wave-
length of the signal is changed (while however preserving all other signal properties). 
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5 Summary and Conclusion 

In the previous chapter, a comprehensive overview of implementation attacks on QKD has been 
provided through a series of tables, which were prepared by perusing well over 300 scientifc 
articles. The data collected and organised in these tables facilitate both a qualitative and 
quantitative analysis of diferent attacks and vulnerabilities. In this chapter, some statistical 
results and fndings based on this data are summarised and discussed, and wherever relevant, 
suitable conclusions and outlook are also added. 

As depicted in the pie chart on the left in Figure 5.1, a total of 49 attack paths presented in 
Sections 4.1 (35 on DV), 4.2 (9 on CV) and 4.3 (5 on both DV and CV) and 9 vulnerabilities 
from Section 4.4 have been identifed. A total of 18 countermeasures, which have been presented 

Figure 5.1: Statistical overview of implementation attacks on QKD systems. (Left): Pie chart 
shows the distribution of identifed attacks, vulnerabilities and general countermeasures that 
were presented in Chapter 4. (Right): Statistical information about the applied attack ratings 
as well as its underlying components. Details related to attack rating can be obtained in 
Section 3.2 (Elapsed Time: Table 3.4, Window of Opportunity: Table 3.9, Equipment Value: 
Table 3.11, Knowledge about TOE: Table 3.7, Expertise: Table 3.5, and Attack Rating: 
Table 3.13). TOE stands for Target of Evaluation. 

in Section 4.5, are found to be sufciently general in nature to cater to multiple attacks. It needs 
to be emphasized that each of the attack tables also list specifc countermeasures that can range 
from few to several in addition to these general countermeasures. 

The number of attack paths that cater to DV-QKD systems (35+5=40) are almost thrice as 
many as those that cater to CV-QKD systems (9+5=14). It would therefore seem that CV-
QKD systems have received less attention than their DV counterparts when it comes to the 
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topic of implementation attacks. This is however not unreasonable as apart from being older 
(inception in 1984, frst implementations in the early 1990s), the feld of DV-QKD has been the 
focus of a signifcantly larger number of research groups than CV-QKD (inception in 1999, frst 
implementations from 2004 onward). 

Diving deeper into the tables presented in Sections 4.1-4.4, one can make some conclusions 
related to which attack categories have been thoroughly researched and how well are the coun-
termeasures (to mitigate those type of attacks) known now. A good percentage of attacks in 
Section 4.1 have “detector-control attacks” as their assigned category. Together with “Trojan-
horse attacks” (which are applicable to both DV-QKD and CV-QKD systems, and primarily on 
transmitters), the entire attack paths as well as mitigation strategies in these two categories are 
likely to be the best understood. 

Conversely, there are several candidates for the attack categories that are still not very well 
understood and need more research. With the recent major developments in the felds of MDI-
QKD and TF-QKD (which are immune to any attacks on QKD receivers), a greater focus on 
attacks against QKD transmitters can be expected. 

Attack ratings (Section 3.2) based on the available literature and the combined knowledge of 
the authors of this document have been provided in each of the tables in Sections 4.1-4.3. By 
gleaning data from these tables, it becomes possible to obtain statistical distributions on the 
diferent components that go into the calculation of ratings. These distributions are illustrated 
using various bar charts on the right in Figure 5.1. Information about the labels on each of these 
bar charts can be obtained through the tables that are mentioned in the caption of the fgure. 

As mentioned right at the beginning of this document (in Section 1.2) and then explained 
in detail in Section 3.2 and beginning of Chapter 4, there is a fair bit of uncertainty in the 
determination of these ratings. While qualitative mappings from numerical values have been 
provided through the various felds in the attack tables, these represent a snapshot of evaluation 
at the point of writing. 

Nonetheless, it is possible to visualise trends and make somewhat simple projections. Starting 
with the top bar chart on attack ratings, it can be observed that a substantial number of 
implementation attacks have a rating of ‘Moderate’ or higher. The main contributors to these 
ratings are the facts that in most cases, an expertise ranging from ‘Profcient’ to ‘Expert’ and 
equipment ranging from ‘Specialised’ to ‘Bespoke’ is required to mount the attacks. 

It is notable that these attack ratings are calculated assuming the worst-case scenario. That 
is evidenced by the fact that the knowledge about the TOE is almost in all cases ‘Public infor-
mation’ in Figure 5.1, which is quite a relaxed assumption as detailed datasheets about QKD 
systems are usually not easy to access. The most probable elapsed time of < 1 day is only consid-
ering the exploitation phase (but can actually be assumed to be a few weeks in the identifcation 
phase for most of the attacks). 

In conclusion, a fairly exhaustive overview of implementation attacks against QKD systems 
has been provided in this document. Information about various aspects of an attack (or a class 
of attacks) together with countermeasures proposed to prevent them have been disseminated 
through a series of tables. Assignment of attack ratings, while not authoritative, has also paved 
the path for presenting some simple interpretations at least on an ensemble level. 

Using best practices, namely applying the proposed countermeasures through hardware mod-
ifcations or software patches to an existing QKD system can help in preserving security assur-
ances such as the fundamental inability to retroactively break the security of a QKD-facilitated 
key agreement. Alternative solutions include embracing diferent schemes such as MDI-QKD 
and TF-QKD that completely relax the security requirements on QKD receivers, thus reducing 
the overall need and efort of system characterization (though at the cost of a major overhaul of 
the physical realization). 

As an outlook, it can be expected that the overall state of knowledge on the topic of practical 
security of QKD systems and implementation attacks shall rise to higher technological readi-
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ness levels in the near future. This would require increasing collaborations between academia, 
industry, and metrology institutes for development on a commercial scale as well as for product 
evaluation and standardisation. The most relevant implication from this further research and 
adoption of QKD is the discovery of more vulnerabilities and attacks, together with the cor-
responding countermeasures. Conversely, some of the here-described paths and measures may 
become obsolete. With more research in this feld, it is expected that the ratings can be made 
more granular and certain. 
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