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Preface




1 Preface


Threats in information technology (IT) have continued to increase substantially 

since the publication of the first situation report on IT security in Germany in 

2005. The elevated dependence on modern communications technology in 

professional and private spheres automatically results in an increase in IT risks. 

This report describes the current situation of IT security in Germany. It provides 

an overview of current and future risks, challenges and trends, and permits 

their categorisation and evaluation. 

Our society requires reliable information. It also needs secure communication 

methods to ensure that the information reaches the persons to whom it is 

addressed. The increasing threat constituted by IT malware, the trend to com

mercialisation and professionalisation of Internet crime, and the low standard 

of protection of many IT systems are all warnings which point out the necessity 

for an integrated and sustainable IT security strategy. 

A workforce of almost 500 at the Federal Office for Information Security (BSI) 

are dedicated to maintaining Germany’s internal security. With this concen

tration of expert knowledge on IT security the Federal Republic of Germany 

has an institution at its disposal which is unique in Europe. As national IT 

security agency the BSI is also responsible for co-ordinating the implementation 

of the National Plan for Information Infrastructure Protection. However, 

long-term improvement of the IT security situation cannot be achieved by 

experts alone – all social groups must make their contribution. 

May 2007 

Udo Helmbrecht, PhD 

President of the BSI 
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Introduction




2 Introduction


The advantages of new communication methods for the information society 

are obvious: broadened education opportunities, general access to information 

via the Internet and consequently enhanced efficiency in many fi elds. However, 

as with almost all major developments, more intensive networking gives rise 

to new challenges. IT systems are vulnerable and under threat by hackers and 

malware, both in professional and private contexts. 

IT security is therefore the order of the day. But when can the IT situation be 

regarded as secure? From the BSI viewpoint this is only achieved when 

confidentiality, integrity and availability of information and information 

technology are equally protected by appropriate safeguards. 

The first reports on PC viruses were published as early as 20 years ago. At the 

time the malware was transferred from one computer to another on fl oppy 

disks. In today‘s networked world malware can spread around the world in 

seconds and attack unprotected PCs. A number of new malware types are 

registered every day. “Zero day exploits” take advantage of security gaps 

immediately after they become known. The percentage of spam messages 

in overall E-mail communication is increasing at an alarming rate, and the 

growing number of phishing attacks also endanger confidence in the security 

of the Internet. 

Since the first occurrence of a PC virus not only the number of attacks but also 

the motivation of the attackers has changed considerably. The individual 

computer hackers who were spurred by “sporting” ambition have almost all 

been replaced by professional criminals. The attacks are also becoming more 

selective and cunning. Criminal “business models” such as identity theft and 

blackmail are facilitated due to the increasing shift of everyday activities such 

as shopping or banking onto the Internet. Virtual identities enable criminals 

to remain almost totally anonymous. Private user systems are the most popular 

target. 

People as an (in)security factor in an everyday environment should also not be 

underestimated. This is not always intentional: victims of malware can become 

unwilling offenders if their computers are compromised in a Bot-net. 

The IT Security Situation in Germany in 2007 Page 7 



Employees can also cause considerable damage to their companies as a result of 

thoughtless behaviour. 

This second situation report on IT security in Germany describes current and 

foreseeable threats which occur as the result of technical security gaps and their 

exploitation. The opportunities and risks of using innovative technologies are 

also presented in addition to trends in business and society as well as in the fi elds 

of technology and law. The report also conveys an overview of how various social 

groups deal with information technology and the activities and assistance which 

the BSI offers these target groups. 

The information presented is underpinned by findings from BSI research, specialist 

contacts and studies conducted by various IT service providers. 
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3 IT Security Awareness and IT Security 
Competence in Society 

The new forms of communication in information technology are becoming 

increasingly popular in our society. However, this is accompanied by a 

corresponding increase in risks, for example of becoming the victim of Trojan 

horses or bot-nets. Unfortunately, the level of awareness of the importance of 

IT security among the various social groups is still far from adequate. 

Nevertheless, tendencies to the contrary can also be observed in several areas 

– an important step in the right direction. Awareness of the dangers heightens 

motivation to acquire the necessary competence and implement the recom

mended security measures on a regular basis. Experience has shown that users 

who do not see the purpose behind these recommendations and measures do 

not follow or implement them, or even attempt to find ways of circumventing 

them completely. 

3.1 Citizens 

More than 60 percent of all households in the Federal Republic of Germany 

have Internet access. [1] The constantly increasing number of Internet users has 

apparently been accompanied by a corresponding increase in the awareness of 

the necessity to protect home computers. Most users were already aware of the 

risk of potential attacks, but only few actually made an active effort to protect 

their computers.[2] A positive trend can be observed in this respect. According 

to BSI surveys the number of private users using a virus scanner has risen within 

three years by 14 percentage points to a total of 90 percent.  

One central reason for this is that in the meantime four out of five users have 

been in contact with computer attacks in one way or another. Viruses and worms 

are the most common form of encountered malware, closely followed by 

unsolicited E-mails and Trojan horses.[3] In addition, surveys have shown that 

the importance of PCs and laptops for private individuals is increasing steadily. 

People are turning more frequently to the Internet for shopping and banking, 

and are therefore more dependent on regular Internet availability. 
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Use of security measures on private PCs


2004 2004 
0% 

10% 

20% 

30% 

40% 

50% 

60% 

70% 

80% 

90% 

100% 

2006 2006 

+ 14% 

+ 6% 
76% 

46% 

90% 

52% 

Use of virus scanners Use of personal fi rewall 
Source: BSI 

Figure 1: Use of virus scanners and firewalls on the PCs of German Internet users  [3] 

Another factor is the more widespread coverage of IT security in the media. Last 

but not least institutions such as the BSI also engage in intensive educational 

and informative work. 

All these factors have resulted in the more realistic assessment of their IT com

petence by private users. In 2004 a total of 46 percent of all interviewees stated 

that they gauged their IT security competence as very good or at least good. 

According to the findings of the BSI, the total in 2006 was only just 17 percent. 

At least it can be observed that many private individuals are now aware that 

tools such as virus scanners and firewalls play an important role in ensuring 

IT security. Developments in the use of such products are therefore positive. 

Around half of the interviewed users even expressed their willingness to pay 

more money for IT security products – provided that their quality is confi rmed 

by an independent organisation. 
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On the one hand, people are willing to invest more in IT security, on the other 

hand even basic warnings are not heeded. For example more than half of the 

interviewed users do not log into their computers with restricted user rights as 

recommended by security experts, but with unrestricted administrator rights. 

One consequence of this is that infection with malware, which can occur very 

easily when surfing on the Internet, can cause much more serious damage. 

Personal experience with online threats 
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Figure 2: Internet threats already encountered by citizens  [3] 

A contradictory picture results: although users are generally aware of the need 

for IT security, there is also the tendency to try to delegate responsibility for 

providing remedies to the problems to Internet service providers and the 

manufacturers of IT security solutions. This is obviously important, as IT secu

rity must be given a higher priority as a necessary product feature of systems 

and services. However, each technical measure for securing an IT system is only 

worth half its value if the people using it are not sensitised for IT security, do not 

accept IT security measures and do not actively practise IT security themselves. 
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IT Security Budget 
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Figure 3: Annual IT Security outlay as a percentage of the overall IT budget  [4] 

3.2 Business


In surveys those responsible for IT in businesses once more placed IT security 

at the top of the priority list in 2006. However, this concern is not expressed 

correspondingly in dedicated budgets. Only one fifth of them invest more than 

7.5 percent of their total IT budget in IT security – in 2004 this was twice as high, 

accounting for 40 percent of the interviewees.[4] 

When comparing different branches of business, it becomes apparent that the 

security risks are best recognised in the fi nance sector. 

One reason for the lack of investment in IT security is to be found on the top 

and senior management level. More than half of all interviewees assess the 

risks for their own companies as low. Security risks are also regarded more as 

a technical problem and not a matter relevant to business management. With 

regard to prevention and dealing with IT security risks, managers do not act 

in a sufficiently responsible manner. Guidelines for information security are 

only in place in one in five of all German companies. Even in companies with 

a valid framework of regulations, only around two thirds of the respective 

employees are familiar with the system.[5] 

Such deficits can have serious consequences. In addition to the costs for IT 

incidents and the risk of damage to the company‘s image, the question of 

personal liability is also gaining in importance. The applicable laws of corporate 

legislation have been supplemented, in particular by the Corporate Sector 

Page 14 The IT Security Situation in Germany in 2007 



Supervision and Transparency Act (KonTraG), which permit companies to sue 

supervisory boards or senior managers for damages. 

According to a survey in “kes”, a magazine for information security, the 

human factor – i.e. the errors and negligence of the company‘s own employees 

– constitutes the greatest risk to IT security within a company. On the list of 

dangers in 2006 this was followed by malware such as Trojan horses, viruses 

and worms. Although there were less dramatic incidents in this respect during 

this period of time, the spread of malware continues to be a dangerous threat. 

Those responsible for IT security expect the highest growth in this fi eld of 

potential risk in the future.[6] 
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Figure 4: Significance of the various threats for German companies  [6] 
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The potential threats incurred by wireless communication technologies such as 

WLAN and the communication of data with mobile devices such as notebooks 

and PDAs have only been considered to a limited degree to date. Although 

these technologies are already in widespread active use, only 19.8 percent of 

companies are planning measures for improving protection against the risks 

they involve.[5] 

Critical infrastructures (KRITIS) 

The infrastructures which provide essential services for the general community 

such as telecommunications or power supply are regarded as “critical”. As a 

result of adoption of the National Plan for Information Infrastructure Protection 

(NPSI) by the federal cabinet in 2005, the so-called CIP Implementation Plan  

(UP KRITIS) was compiled in collaboration with the operators of critical infra

structures. This is aimed at further improving the IT security level particularly 

in this sensitive area. 

The analysis performed while drawing up UP KRITIS already shows clearly that 

the operators of critical infrastructures are well aware of the risk of IT use and 

act accordingly. IT security is understood in these sectors as a process which 

extends from the management level through to the level of implementation 

and monitoring of individual measures. Continuous adaptation of current 

requirements is also the rule in this fi eld. 

The picture is, however, less homogenous when the individual “critical” fi elds 

are compared. Inter-company co-operation aimed at minimising the conse

quences of incidents on the general community vary considerably. While 

co-operation in some fields is quite close, there are only tentative beginnings 

in others. 

3.3 Administration 

The special feature of public administration is that it plays a dual role. On the 

one hand, administration is becoming increasingly dependent on the use of IT 

in order to perform its assignments, and also on reliable IT resources to reach 

agency objectives. On the other hand, it is the manager of the individual citizens’ 

identities and bears responsibility as the provider of a number of electronic 

services for the general public, businesses and the state. 
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In the “Report on the IT Security Situation in Germany in 2005” similar defi cits 

were pinpointed in the field of administration as in businesses. Criticised 

factors were mainly the lack of awareness of decision-makers and a shortage 

of suffi ciently qualified specialist personnel. Although it has not been possible 

to completely eliminate these deficits in two years, concrete measures, which 

have led to a considerable improvement in the situation, have already been 

implemented in many areas. These include training schemes, the appointment 

of IT security officers and the compilation of security guidelines. 

In the field of federal administration the  Implementation Plan for the Federal 

Administration (UP Bund) will be the first IT security policy for the federal 

administration which is being co-ordinated among all federal departments. 

The challenges faced by public administration offices as managers and guardi

ans of the electronic identities of its citizens are moving into a new dimension. 

Regardless of whether passports, ID cards and healthcare cards are considered, 

administration is aware of the resulting responsibility and is doing justice to 

this with a comprehensive range of security concepts. 
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4 Vulnerabilities of and Threats 
to IT Systems 

4.1 Security Gaps 

Errors regularly occur in such complex products as software. These result in 

security gaps which can be used by attackers by means of so-called exploits. 

The speed at which manufacturers react to such gaps and publish security 

updates is a quality feature of software. These updates are still often only 

made available after a considerable delay, as complex compatibility tests are 

necessary. Updates are even sometimes faulty, the security gaps are not 

completely closed, or they even open up new security gaps. Even if updates 

are available, these are often not promptly installed due to lack of insight by 

users, negligence or lack of time. 

In 2006 a security company discovered 7,247 new security gaps – an increase 

of 40 percent over the previous year. The percentage of the security gaps which 

can be used by attackers for access to a vulnerable system has also increased: 

52.5 percent of the security gaps analysed in 2006 were suitable for gaining 

user or even administrator rights. At the end of 2005 this was still 43 percent.[7] 

The period of time between the disclosure of a new vulnerability and the publi

cation of an exploit is often too short to make the necessary program updates 

available or to develop other security measures. On average attackers only take 

three days to write an exploit to take advantage of the vulnerability. Two years 

ago it was still 6.4 days.[2] Hackers work particularly fast on vulnerabilities in 

web browsers. On average an exploit is available within one day.[8] The number 

of so-called zero day attacks, which already take advantage of a publicised 

security gap on the same day, is on the increase: 44 percent of the information 

published in 2006 on new security gaps contained specimen codes for their 

exploitation. The previous year this percentage was only 13 percent.[7] A large 

number of exploits with which attackers were able to gain control over a system 

are also freely available on the Internet. Vulnerabilities which are not yet public 

knowledge are increasingly also being taken advantage of. A possible explana

tion for this rapid acceleration could be that cyber crime has become extremely 

lucrative. For perpetrators who move in organised crime or industrial espionage 

circles it is becoming increasingly worthwhile to invest money in the develop

ment of exploits and to trace new security gaps. 
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4.2 Malware 

Malware (malicious software) is the most common method of attacking IT 

systems. The widespread use of standard software and the so-called mono

cultures in operating systems offer a broad target when new vulnerabilities 

become known. The main targets of malware authors are security gaps in 

standard software such as office applications or web browsers. The victims 

of infections are mainly the computers of unsuspecting users in private and 

professional environments. The programs are primarily distributed by means 

of E-mail attachments or manipulated pages on websites. Data media can also 

be used as a method of distribution. Not only executable files are dangerous. 

Innocent-looking image files or documents can be misused for attacks if the 

executing application has a corresponding vulnerability. 

4.2.1 Trojan horses 

Trojan horses are programs which are active on computers without the know

ledge or consent of the owners, and secretly execute disruptive functions. 

Modern Trojan horses offer the attackers a wide range of communication and 

control options as well as a large number of functions which can be combined 

as required. They can control the computers of other users completely, spy on 

data, record keyboard inputs and screen outputs or sabotage IT systems. They 

also have highly developed camouflage functions, and download updates 

from the Internet to the infected computers. 

Trojan horses are, for example, used for the organisation of bot-nets and phishing 

attacks, and use for selective espionage is steadily increasing. For agencies 

and companies which depend on the confidentiality of their data, the threat 

situation has changed dramatically as a result. The potential damage caused 

by espionage is namely complex and serious. Threats to national security, 

economic loss, disclosure of negotiation positions or compromising of indivi

duals or institutions can be the consequence. Cases of blackmail have also 

already been recorded – the blackmailers threaten to sell stolen information to 

competitors or to make it public. 

For a long time virus protection programs, firewalls and regular software 

updates were a reliable form of protection against Trojan horses. However, the 
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security situation has changed fundamentally. In the event of selective attacks, 

contemporary malware can be modified to suit the individual environment it is 

used in so that it cannot be detected by virus protection programs. Communi

cation with the attacker takes place on the Internet and uses standard protocols 

which are required for Internet and E-mail usage. For this reason fi rewalls do 

not offer any protection in these cases. 

4.2.2 Viruses, Worms, Spyware 

Until recently computer viruses were the most common form of malware. This 

has now changed, and today other forms of malicious software have taken their 

place. These are worms, spyware and especially Trojan horses. 

In recent years worms such as Netsky, Bagle and Sober attracted a great deal 

of public attention. Waves of infection of this dimension were not registered 

in 2006. One reason for this is that the authors of malware no longer focus on 

causing irreparable damage, or attracting the attention of the media. It is now 

their intention to gain control of as many systems as possible over a long period 

of time by means of infection without the users becoming aware of it. 

Worms are mainly spread through E-mails, and over the past year a higher inci

dence of distribution by means of instant messaging was noted. In addition IT 

systems are being more frequently infected by specially manipulated websites 

which contain active content such as JavaScript or ActiveX. It is suffi cient to 

simply visit such a manipulated site to infect a PC by exploitation of a security 

hole in the browser. 

There is also a new trend in the type of programming. Malware is increasingly 

being created with a modular structure by its authors. Small programs referred 

to as downloaders are gaining in popularity, and download additional disrup

tive functions from the Internet either at certain times or when instructed to 

do so by the attackers. This method enables attackers to replace malware on 

infected systems with optimised versions. The regular modification of the fi les 

also prevents their detection by virus protection programs. The formerly used 

types of malware, which combine a number of functions in a single fi le, are 

becoming less frequent. 
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Spyware is also still a considerable threat. This malware installs itself without 

the knowledge of the user and collects information, either by searching 

through data using keywords, reading E-mails or monitoring keyboard input. 

The user names and passwords collected in this manner are then forwarded to 

the attacker on the Internet. Adware, software with advertising, also collects 

data in the same manner as spyware and forwards it. The harvested information 

is used to create user profiles and is generally used for displaying selective 

advertising. 

Malware occurrence 2006 

55,6% 
Trojan horses 

33,7% 
Worms 

0,8% 
Macros 9,9% 

Viruses 

Source: BSI 

Figure 5: Registered malware in the Berlin-Bonn Information Network (IVBB) in 2006 in %  [3] 

4.3 DoS Attacks  

A Denial-of-Service attack (DoS attack) is a term used to refer to an attack on the 

availability of an IT system or service with the aim, for example, of preventing 

users from accessing an online shop. To this purpose attackers exploit vulne

rabilities in operating systems or applications to make the system or the service  

inoperable. Much more frequently systems are flooded with useless data 

packages to paralyse them. In order to increase the volume of data and make 

the attacks even more effective, an increasing number of distributed Denial

of-Service attacks (DDoS) have been observed in recent years. To this purpose 
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attackers first obtain execution rights on several unprotected computers of 

other users and install DDoS software. The computers which have been taken 

over by the attackers then participate in co-ordinated attacks in this manner 

without the knowledge of the computer owners. 

A frequent form of attacks are the so-called SYN floods. Network connections 

which have not yet been fully initialised are targeted for attack. The large 

number of so-called “semi-open” connections means that the system can no 

longer accept any other regular connections. The number of such SYN fl ood 

attacks is increasing alarmingly, as evidenced by a study. According to its 

findings, in the second half of 2004 an average of 119 such attacks were counted 

daily; in the first six months of 2005 this number had already reached 927 – an 

increase of 680 percent. In the second half  of 2005 the number of these attacks 

grew once more by 51 percent to 1,402 daily. A reason for this tremendous 

increase in this type of attack is assumed to be the distribution of bot-nets.[9] 

DDoS attacks are still a serious threat for regular operation of Internet servers. 

They cannot be prevented, but it is possible to at least make them diffi cult by 

using the measures available to this purpose. 

4.4 Unsolicited E-mail 

Communication via E-mail has become one of the most important applications 

of the Internet. Failure of this service can only be tolerated by more than 80 

percent of companies for a maximum of one day. Unsolicited messages, which 

now account for around 80 percent of the total traffic, put a considerable strain 

on the E-mail servers.[10] In the Berlin-Bonn Information Network (IVBB), for 

example, around 85 percent of all received E-mails by the end of 2006 were of 

this category. The consequences of the flood of E-mails include loss of working 

hours, overloading of technical components and unnecessary costs for unwan

ted data traffi c. 
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Figure 6: Illustration of a Denial-of-Service attack with unsolicited E-mails in August 2006  [3]

Despite the high incidence of unwanted E-mails, countermeasures are not 

being implemented on a widespread scale either in companies or in public 

administration offices. The percentage of organisations which do not use spam 

filters was still around ten percent in 2006.[5,10] Internet and E-mail providers 

often offer their customers anti-spam services and include provisions forbid

ding the distribution of spam in their general terms and conditions. Despite 

this a European study at the beginning of 2006 revealed that thirteen percent 

of the interviewed providers admitted that their circle of customers included 

spammers.[11] 

The central methods for the prevention of unsolicited E-mails are word and 

letterhead analyses. There are also black and white lists in which known 

senders of spam and also safe messages are listed. Another countermeasure 

is “greylisting”. It is based on the fact that the malware often used for the 

distribution of unwanted E-mail cannot process certain mechanisms for 

enhancing the reliability of E-mail communication. However, the effi ciency of 

these measures is limited. Thus, according to the findings of the BSI, they do not 

provide any real relief for the network operators. 
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4.5 Bot-nets


A bot (short for robot) describes a program which works by remote control. In 

the context of malware, a bot is a program which enables an attacker to remo

tely control infected computers. The term bot-net refers to a number of infected 

PCs which are linked by remote control and which are abused for certain 

actions. Bot-nets are, for example, used to run DDoS attacks or for sending spam. 

Attackers mainly target vulnerabilities in networks to infect a PC with a bot. 

Bot programs are now more frequently smuggled onto the computers of users 

by means of E-mail attachments or manipulated websites. 

The central control element of a bot-net is the Command-and-Control server 

(C&C server). The computer systems infected with a bot establish a connection 

to this server autonomously and receive their orders from the server. BSI 

investigations have shown that the half life of the C&C servers is only around 

four months. As could be expected, most C&C servers are located in the “IT 

stronghold” USA, which is, however, already closely followed by Germany. One 

reason for this is obviously the widespread availability of rented servers here. 

The Federal Republic of Germany – and all other industrial nations – are also 

popular targets for DDoS attacks. 

Control of Bot-nets 
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Figure 7: Geographic distribution of the observed Command-and-Control Servers over a period of 12 
months  [3] 
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Figure 8: Geographic distribution of DDoS attacks as part of an observation project over a limited period 
of time [3] 

The number of computers which are connected to a bot-net has recently decre

ased considerably. This trend, which on the surface appears to be positive, has, 

however, a downside. The number of smaller and therefore more manoeuvrable 

bot-nets has increased. The advantage for the operator is that the bot-nets are 

more difficult to detect due to the higher flexibility, and can more easily avoid 

being destroyed. 

The threat constituted by bot-nets is unwaveringly high. As in other fi elds of 

IT manipulation, the perpetrators are increasingly spurred by criminal intent. 

Their “business models” include click fraud, password espionage by means of 

keyloggers and password sniffers, DDoS attacks against competitors or black

mail. 

However, countermeasures are already taking effect.  The heightened degree 

of co-operation between providers, CERTs and IT security experts – also on an 

international scale – is succeeding in achieving more speedy detection of bot

nets and their destruction. Intensified measures for educating and enhancing 

the awareness of private users have led to the more widespread use of fi rewalls 

and more regular installation of updates. An increasing number of private 

individuals seem to be recognising the fact they become unwilling accomplices 

in serious crimes such as industrial espionage or blackmail if their PCs are made 

part of a bot-net. 
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4.6 Phishing and Identity Theft 

Spying on and abusing confidential data in e-commerce infrastructures and 

online payment systems is still very widespread. The most popular method to 

date was the spread of phishing mails. In these mails false sender addresses are 

used and they are strikingly similar in appearance to official E-mails of known 

companies. This is intended to awaken the trust of customers. The links in such 

E-mails lead the customers to websites which are remarkably similar to those of 

the respective companies. With corresponding prompts the fraudsters attempt 

to spy on user data and to obtain passwords, data for online banking, and credit 

card numbers. This data is then misused for fi nancial transactions. 

Although the counterfeit E-mails and websites were relatively primitive when 

phishing first occurred, the design has now become much more professional 

and individualised. As a result customers now have diffi culty differentiating 

between authentic and forged E-mails. However, various information campaigns 

by banks, public agencies and the media have lead to enhanced awareness of 

customers and heightened caution in dealing with phishing mails, and custo

mers are less frequently trapped in the nets of the password trawlers. 

In addition the domains at which the phishers operate are recognised and 

blocked with increasing speed, which in turn leads to a considerable reduction 

of the “service life” of the fraudulent link addresses. However, the fraudsters 

have already reacted and are now using more Trojan horses to obtain confi den

tial customer data. According to the banks only around ten percent of the da

mage occurring in Germany in 2006 was caused by the classic E-mail method. 

Trojan horses were responsible for the remaining 90 percent. 
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Figure 9: Distribution of phishing incidents according to the type of attack in 2006 [3] 

To increase the security standards in Germany, new models such as iTAN, mTAN 

or smsTAN have contributed to supplementing the existing PIN-TAN method 

with additional security stages. The Home Banking Computer Interface (HBCI) 

with its requirements which must be met by chip cards and a chip card reader 

are also alternative security methods. 

In addition to the finance institutions, e-commerce applications and online 

shops are being targeted more often by phishers. Their objectives are also small 

and medium-sized businesses which do not have an IT security department. 

The harvested information frequently not only includes short-term access and 

transaction data, but also identity  information such as birth dates, addresses 

and driving licence numbers as well as account and credit card numbers. 

These data are then used with criminal intent. The victims often have extreme 

difficulty in proving their innocence. Main measures of the Federal Govern

ment for ensuring a secure electronic identity and for protection against 

identity theft are the introduction of an electronic ID card and funding for 

citizen portals within the framework of the E-Government 2.0 campaign. Both 

projects enable binding authentication of citizens and service providers in the 

electronic world. 
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4.7 Dialers and Ping Calls 

Dialers are computer programs which are used to establish a connection to the 

Internet. Value-added services on the Internet, such as chargeable information 

or downloads, are invoiced on the phone bill (micro-payment). To this purpose 

the operator of a dialer must apply for a permit at the Federal Network Agency 

(BNetzA). 

The use of illegal dialers which install themselves unnoticed on computers and 

establish a connection to expensive phone numbers has declined considerably 

in recent years. This is due to the new methods of telecommunications service 

providers who discover such programs with connection analysers very quickly, 

and also as the result of corresponding legislation. 

However, the criminals are now using new methods, so-called spam or ping 

calls. The phone rings briefly and the connection is cut off immediately. A num

ber appears on the telephone display in the unanswered calls list. This phone 

number is supposed to prompt the call recipient to dial the number which is an 

expensive charge-by-call number. 

The victims of such frauds can report these numbers to the Federal Network 

Agency. The Agency handles written correspondence and phone enquiries and 

complaints from consumers, and initiates countermeasures if reliable informa

tion is available on cases of misuse. 

4.8 Insiders, Errors and Negligence 

Not only malware and criminal attackers threaten the security of the IT systems 

of a company. Studies repeatedly reveal an acute threat resulting from error 

and negligence of the users themselves. Incidents in a work environment are 

particularly serious. The user not only causes damage to himself, but can also 

cause considerable damage to the entire company. 

The risks concern, for example, negligent handling of confidential data or pas

sing of authentication media such as tokens or chip cards to other people. The 

connection of private hardware to company PCs also constitutes a tremendous 

risk to company networks, which can be infected with malware as a result. 

The IT Security Situation in Germany in 2007 Page 29 



More than half of the interviewees of a study connect their own peripheral 

devices such as USB sticks, digital cameras and other devices to the company 

PC. Around one fifth of the interviewees let friends and family use the company 

notebook for surfing or playing games.[12] In addition there are also employees 

who intentionally damage the company for reasons of revenge, envy or personal 

gain. 

However, many employees can only be accused of negligent behaviour to a 

certain degree. It is especially problematic that companies seldom enforce the 

necessary precautionary measures to avert such dangers arising from so-called 

insiders. 
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5 IT Security 
in Innovative Technologies 

Innovative technologies ensure future sustainability. Technological transfer 

opens up opportunities for both business and society. However, the complexity 

of the new developments means more risks for manufacturers and users.  

5.1 Voice over IP - VoIP 

Voice and data services are becoming more closely interlinked. One example 

is Internet telephony, or Voice over Internet Protocol (VoIP). Eleven percent 

of Germans already use VoIP at home. Only nine percent of companies use this 

technology.[13] However, a survey among IT managers and security offi cers 

revealed that approximately 30 percent of the interviewed companies are 

planning its implementation.[5] 

Voice over IP: Private users ahead of companies 
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Figure 10: Distribution of Internet telephony in Germany [13] 
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VoIP technologies can constitute a threat from the IT security viewpoint. In 

comparison to conventional telecommunications systems its insecure use is 

associated with considerably higher risks. This is due to the fact that the 

security risks of the telecommunications world, for example manipulation by 

activated remote maintenance mechanisms, are augmented by those of the 

IP world, including DoS attacks or infection with malware. As its popularity 

grows, the number of attacks on VoIP systems will also increase. 

Combination of IP communication and telecommunications also means that 

both services can be destroyed or fail at the same time. For reliable operation 

of VoIP systems it is therefore necessary to include security measures in both 

technologies at an early stage. This also includes the development of suitable 

firewall or emergency call concepts and QoS (Quality of Service) measures in 

IP-based voice networks. 

5.2 Mobile Communication – WLAN, 
Mobile Phones, Bluetooth 

Multimedia Messaging Services (MMS), E-mail and Internet connections, 

Wireless LAN (WLAN), Bluetooth interfaces, tools for synchronising with PCs, 

exchangeable memory cards – all these forms of mobile communication are 

potential openings for infection with malware. Most of these functions are 

integrated into new mobile devices as a standard feature. This makes utilisation 

of these technologies very easy for users, but also increases the risk potential 

considerably. Although precautionary measures such as virus scanners and 

firewalls are now being offered for a number of mobile terminal units, they are 

hardly ever used. Mobile voice and data communication is currently primarily 

conducted on GSM and UMTS mobile telecommunication networks and locally 

via WLAN. 

Mobile Data Transfer – WLAN 

WLAN connections are mainly used as extensions of cable-connected LANs as 

well as for accessing the Internet in public places (Hotspots) respectively as an 

element of DSL routers. According to a BSI study the rate of use in the private 

sector has already reached 27 percent. In the world of business, mobile telecom

munication networks are used with increasing frequency in Germany, and 

the tendency is that the larger the company, the more widespread the use of 

WLAN.[5] Integrated WLAN modules are today a standard feature of laptops. 
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If, however, a WLAN is not adequately protected, attackers are not only able 

to penetrate company networks and collect confidential data, they can, for 

example, also send spam mails. As a result companies can suffer tremendous 

damage – not only financially, but also as the result of loss of image.  

The number of open WLANs is slowly declining – although there are deviations 

in the findings depending on regions and sources. All in all, however, the 

security situation continues to be threatening, as weak security mechanisms 

(WEP) are normally used. The improved mechanisms of the security standard 

IEEE802.11i (also known as WPA2) are only infrequently used, although these 

are now often integrated into the products. Manufacturers are called upon in 

this respect to ensure that WLANs can be reliably taken into operation with 

pre-set security features without requiring much user intervention. With the 

Technical Guideline Secure Wireless LAN, the BSI has defined security functions 

for WLAN products for manufacturers and testing authorities and specifi ed 

test methods. 
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Figure 11: Number of households with mobile phones 2000 to 2006 in percent [14] 

Mobile Communication – Mobile Phones, PDAs, Bluetooth 

In 2006 at least one person in around 80.6 percent of German households owned 

a mobile phone – the year before this figure was only 76.4.[14] 

Modern mobile phones are fast becoming smart computers with their own 

operating systems and a host of functions, applications and interfaces. They are 

therefore exposed to a number of dangers – ranging from loss or theft to infec

tion with malware. Although the risk of infection of mobile devices is currently 

low in comparison to the risk for PCs, it definitely exists. The quantity of known 

malware for mobile terminal devices has increased to a three digit number 

since its first occurrence in 2004, with a continuing upward trend. However, 

only a small number of malicious software has reached global proportions. 

The Bluetooth interfaces on mobile terminal devices are becoming more 

heavily criticized in connection with security questions. The symmetric key 

for authentication and encryption is derived directly from the PIN entered by 

the user. Typical habits in the selection of the PINs can therefore be used for 

attacks. On the manufacturer side careless implementation of the interfaces 
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for Bluetooth programming (Bluetooth stacks) must be criticized. Attackers can 

make use of these vulnerabilities to read out confidential information or even 

abuse devices for their own purposes. 

5.3 Asynchronous JavaScript and XML (AJAX) 


Innovative web applications are currently being created in connection with 

the buzzword Web 2.0. One of these is AJAX, the asynchronous connection 

of JavaScript and XML. The special feature of the AJAX applications is that the 

content can be reloaded onto an existing website in a manner which is 

primarily uninfluenced by the user. Modified website pages no longer have 

to be completely re-transferred and loaded, and the user does not have to wait 

for the page to reload. As a result it is possible to offer applications similar to 

desktop applications on the web. 

From the viewpoint of the BSI the necessary authorisation of the browsers for 

executing active content such as JavaScript should be viewed critically. These 

reservations have recently heightened, as active content is increasingly used 

to plant Trojan horses in the trustworthy environments of companies and 

government agencies where they spy on data without being noticed. 

Technology such as AJAX web applications can only be used reliably in sensitive 

environments with especially secured terminal-server solutions, such as the 

ReCoBS (Remote Controlled Browsers System) developed by the BSI. 

5.4 Process Control Systems – SCADA 

The constant availability of infrastructures for the supply of power and water, 

for example, plays an important role for companies, administration offi ces and 

private households. Special process control systems and SCADA (Supervisory 

Control and Data Acquisition) systems for the control of the various functions 

are used to this purpose. Such systems are also an indispensable element in the 

processing and production industries. They often use the same technology as 

computer networks for networking the various components. If attackers have 

external access to the network of a process control system, they can use the same 

methods of attack that are used against standard information technology. 
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With many SCADA systems conventional protection measures cannot be easily 

used due to their special requirements. For this reason the risk potential is high. 

Although network monitors, intrusion detection systems and the use of fi re

walls with very restrictive rules can make an important contribution, their use 

can have a negative effect on the function of the process control systems. 

The interaction between IT security and the security of process control systems 

has been the subject of discussion for several years. An increasing number of 

manufacturers, integrators and also operators of process control systems have 

recognised the necessity for suitable IT-specific security measures. IT security

related aspects were not sufficiently taken into consideration during the deve

lopment of many existing SCADA components which are already in operation. 

Security mechanisms such as authentication and encryption were either 

incompletely implemented in process control technology or not at all. The 

danger is still especially underestimated for the compilation and updating of 

security concepts for older process control systems. 

5.5 Radio Frequency Identification – RFID 

RFID refers to processes for the automatic identification of objects via radio. 

RFID systems are used when automatic identification, detection, registration, 

storage, monitoring or transport is required, such as for electronic vehicle 

anti-theft devices or the combination of company ID cards with access control 

systems. 

If person-related data are processed with RFID support, data protection 

principles must be observed. The continuing development in micro-electronics 

will enable the production of RFID tags in the future which react to sensory 

stimulation, motion and deformation. This enables new applications, such as 

controlling complete cooling chains. 

However, the new possible applications and the growing scope of functions of 

RFID systems also mean greater risk of attack. The basic potential dangers of 

RFID systems are the unauthorised download or modification of data, faking of 

transponders and disruption of communication between the transponder and 

reader. DoS attacks can negatively affect the availability of functions of an RFID 

system. Security mechanisms such as authentication, encryption and shielding 

must therefore be integrated. 
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5.6 Biometrics and Personal Documents 

Electronic passports are being issued in Germany since November 2005. 

Germany was therefore one of the first EU countries to implement the specifi 

cations of the EC Council Regulation on standards for security features and 

biometrics in passports and travel documents. A radio-frequency chip (RF chip) 

is integrated into the ePass to store the biometric data of the holder. Initially, 

only the facial image of the holder is stored on the chip. With the introduction 

of the second generation of electronic passports starting November 2007, 

two fingerprints will additionally be stored on the chip. The ePass not only 

permits the highest degree of protection against forgery but also enhanced 

protection against misuse by so-called look-alikes due to the integration of 

biometrics. 

When elaborating technical standards in the European bodies, data protection 

and data security were given high priority. The BSI was in charge of the deve

lopment of protective mechanisms against unauthorised access to the data 

saved on the chip. 

In view of the international interoperability of the new passports and readers, 

the development of conformity standards is of particular importance. The BSI is 

also active in this fi eld. 

The acquired know-how can be used for additional applications. For example 

in the coalition agreement of 2005 the use of biometric technology is also 

planned for ID cards, visas and residence permits. Corresponding preparations 

have been initiated on national and European levels. 

5.7 Product Security 

Digital Rights Management / Copy Protection 

Digital Rights Management (DRM) protects the copyright owner or user of 

digital data against the unauthorised use and distribution by others. This is 

an attempt by recording companies of audio CDs, videos and DVDs to prevent 

unauthorised reproduction of their products. A corresponding CD or DVD can 

therefore only be played on a Windows PC if special software has been installed 

which is contained on the medium. Installation of the software results in major 
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modifications to the operating system. This is, however, often not mentioned in 

the licence agreement, or not realised by most users. 

Some copy protection software installs special filter drivers which check access 

to CD/DVD drives. In some cases these filters not only prevent copying of the 

protected media, but also interfere with the normal use of the drives. In addition, 

during analysis of several copy protection programmes, security experts have 

determined that the bad programming of the software can cause system crashes 

or loss of performance, even if no medium is inserted into the CD/DVD drive. 

Sometimes the copy protection software is concealed in the system to prevent 

circumvention of the protection by the user. The manufacturers duplicate 

“rootkit” functions which attackers also use to conceal their activities. Some of 

these functions are programmed so that they make all files, registry entries and 

processes invisible which begin with a certain prefix in their names. This can be 

used by attackers to conceal other programmes from the user. This vulnerability 

is already being taken advantage of by malware. 

Desktop Firewalls / Personal Firewalls 

Desktop firewalls (also referred to as personal firewalls) are software which 

filters the data traffic of a computer connected to a network and is designed 

to protect it against internal and external attacks. The increasingly frequent 

use of espionage programmes directed against companies and government 

agencies make desktop firewalls an essential protection measure. 

When correctly configured, desktop firewalls provide very good protection 

against external attacks on computers. However, tunnelling of data with fi re

wall bypass methods and so-called covert channels through desktop fi rewalls 

cannot be fully prevented. 

Among the most frequent risk factors when using desktop firewalls – in addition 

to intentional deactivation by the user – is faulty installation. The result is a 

false sense of security which can have serious consequences. If the desktop 

firewall is open for unwanted connections to a greater degree than intended, 

and its protection efficiency is negatively affected, the private user is exposed 

to dangers without hardly any form of protection. 
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Desktop firewalls can also be a useful supplement to the other IT security 

measures in companies and government agencies. They are, however, hardly 

ever used in these environments. The reasons are not only a lack of awareness 

among the personnel responsible with regard to Trojan horses and espionage 

programmes, but also in the extra costs of installation and the initial confi gu

ration. 

5.8 Trusted Computing 

Trusted Computing is a new approach aimed at enhancing the security of IT 

systems. A new hardware module has been designed to enhance the future 

security of operating system platforms and the mutual authentication of com

puters. This module was created by a group of companies, which have joined 

forces as the Trusted Computing Group (TCG), under the name of Trusted Plat

form Module (TPM). The mainly freely available specifications are continuously 

revised and updated by the TCG. They now already serve as the basis for the 

production of millions of TPM chips which are integrated into computers, 

mobile phones and other IT products. 

The widespread introduction of the TPM will have a considerable effect on 

dealing with security in information technology. Many computers with TPM 

are already on sale, but they do not fully utilise the security functions it offers. 

A more widespread usage is expected with the new Microsoft operating 

system VISTA. 

5.9 Grid-Computing 

Grid computing connects hardware, software and data resources of distributed 

supercomputing centres and uses them for special or high-resource applica

tions. The computing power of this grid could therefore be just as easy to access 

as the electric power from the power grid. There are already a wide range of 

practical possible applications in scientifi c fields through to its practical usage 

in medicine. 

However, overcoming domain borders between technically and legally auto

nomous organisations also gives rise to certain problems. In addition to the 
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technical challenges of the suitable parallelisation, availability and reliability, 

there are also new security challenges. However, differentiation between inter

nal company grids and inter-company grids is required. 

In the case of internal company processing of critical data there are consider

able risks regarding confidentiality and the integrity of this data. These can 

generally be reduced by means of organisational measures. 

When using an inter-company grid, concrete agreements are recommended, 

for example within the framework of a service level agreement, in which 

specific application-related security requirements and their implementation 

are agreed upon and checked in advance. 
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Trends




6 Trends


The situation report for 2005 presented trends which have already become 

everyday reality in 2007. The trend towards professionalisation and focus on 

financial gain of malware programmers is still continuing today. A considerable 

increase in industrial espionage is also still predicted.[6] Regionalisation of 

malware, i.e. increasing volume of German-language texts, and even personal 

addressing in E-mails with malicious attachments has progressed, and is now 

already the rule rather than the exception. 

IT security is not an isolated field. It also reflects current trends in business and 

society as well as technological advancement and legal trends. The knowledge 

of such developments can make a considerable contribution to improving 

assessment of the importance of IT security and also its comprehension. The 

following sections provide an overview of various trends which will affect the 

significance of IT security in the future. 

6.1 Economic and Social Trends 

Knowledge and innovation as central commodities 

The transition from the industrial society to a knowledge society has resulted 

in increasingly intensive global networking of the flows of information. Know

ledge and innovation are the main objects of the creation of value. Protection 

of these flows, which are being more frequently targeted by organised crime, 

is therefore gaining in importance. A study came to the conclusion that 40 

percent of all organisations will be the targets of financially motivated criminal 

attacks by 2008.[15] 

Ensuring business continuity in the event of a crisis and the development of 

preventative measures is therefore a major management task, as tremendous 

costs can occur as the result of operational failures, and loss of customer data 

or internal information on business processes can cause serious competitive 

disadvantages. However, a global study conducted in 2006 indicated consider

able differences in the implementation of measures in different sectors. While 

88 percent of all companies in the finance sector had corporate business 

continuity programmes and a Chief Information Security Officer, the number 
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in technology, media and telecommunications companies was much lower at 

around 50 percent.[16] 

Shifting of administration and business activities onto the Internet 

Shopping on the Internet is becoming very popular in Germany. Turnover in 

the field of electronic commerce is estimated by market research companies to 

increase to around 694 thousand million euros by 2009 – in 2005 this was only 

321 thousand million euros.[17] In all 78 percent of the interviewees in a survey 

among German companies already regard e-business and the corresponding 

optimisation of corporate processes as a firm part of their daily business. The 

willingness to invest in electronic commerce is also clearly increasing among 

smaller German companies compared to previous years.[18] Demand is also 

widespread. At the end of 2006 31.4 million Germans shopped on the Internet.[17] 

The intensified e-commerce activities also give rise to new business models. The 

fact that high turnover can be expected in this field is indicated, for example, 

by the integration of online trading with music and video files by economically 

successful IT companies. 

Administration is also placing more emphasis on Internet services. In Septem

ber 2006 a total of more than 440 services of the government agencies were 

available online. The federal states are implementing their own e-government 

strategies, and almost all municipalities have their own websites. From Sep

tember until November 2006, 49 percent of companies used the Internet for 

interaction with government agencies, and 28 percent of all citizens used the 

Internet for obtaining information from the websites of public agencies during 

these three months.[19] 

In the next few years the existing electronic services are to be extended, and 

user orientation is planned to play a more important role. The formal basis for 

this is given by the campaign E-Government 2.0, ratified in 2006, which also 

includes IT security considerations. For example in the field of process chains, 

IT-Grundschutz certification is planned for all implemented process chains. 

An international framework was also created for extending e-government with 

the EU initiative i2010. In this initiative the member states also undertake to 

create secure systems for mutual recognition of national electronic identities 

for Internet sales and services of the public administration agencies by 2010. 
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However, the increase in business and administration Internet activities could 

also lead to new challenges for IT security in some areas. On the one hand, the 

higher online traffic opens up wider opportunities for infection with malware. 

In addition, a greater volume of critical data is communicated on the Internet, 

opening up even more chances for online crime. As business and administration 

develop new models, criminals also modify their activities to adapt to new 

circumstances, and surprise both organisations and users with new methods 

of attack. 

Web 2.0 – Increasing demands on interactivity and mobility 

As mentioned previously in this report, Web 2.0 is the term used to refer to a 

tremendous increase in interactivity in the virtual world. The Internet cons

tantly offers new technologies and services which enable the direct exchange 

of information. Users are motivated to an increasingly free approach in the use 

of their personal data, for example in blogs, on open websites or in discussion 

forums. Communication is generally not directed at specific persons, and the 

information it contains can therefore be misused by others with malevolent 

intent. Criminals such as phishers have already prepared for this development. 

They approach their victims with increasingly individualised and personal 

methods and create a basis of trust and confidence (social engineering), which 

they then use to spy out private data such as access passwords for online ban

king. Another aspect of interactivity which is relevant for security, is that in 

blogs or forums it is almost no longer possible to recognise whether the content 

only reflects private opinions or is provided for advertising purposes – forming 

a differentiated opinion is therefore becoming increasingly difficult, also with 

regard to security questions.  

With regard to the technical preconditions, a contemporary study from 2006 

designates the year 2006 as the year of consolidation. Most PCs have been made 

ready for the requirements of Web 2.0, and additional standard features such 

as webcams and headsets are becoming more common.[20] 
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PC equipment 2004 to 2006 in %
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Figure 12: PC equipment of online users over 14 years of age in Germany [20] 

Demographic change and special training opportunities 

The number of aging and aged in our society who are taking greater advan

tage of the opportunities offered by communication technology is increasing 

continually. Currently 33.7 percent of all over-50s already use the Internet.[21] 

There are already a number of special IT training courses on offer for this 

group of so called silver surfers, which are customised to their requirements 

and during which IT security is a common topic. The silver surfers place more 

importance on security information than other age groups. More than two 

thirds would like to receive regular E-mail information on current security 

problems, whereas in the group of 14 to 29 year olds only around 40 percent 

express interest in such offers.[21] The shift in the age pyramid could therefore 

actually result in a higher level of security consciousness among computer 

users. However, educational and training schemes in the field of IT security are 

not only gaining in importance with regard to the older generation. These are 

also playing a much greater role in personnel development in business and 

administration organisations. The integration of IT security in the curriculum 

of schools is also given higher priority, and corresponding models are already 

being developed. Although the number of campaigns for citizens to enhance 

IT security competence is increasing, the number of preventative, informative 

media reports is only increasing slowly, and for the most part reactive repor

ting of IT crises predominates. 
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6.2 Technological Trends 

Unified Threat Management Appliances (UTMA) 

In the next few years companies are expected to be making more use of so-called 

Unified Threat Management Appliances (UTMA). These are pre-confi gured 

devices which combine security solutions such as firewalls, intrusion detection/ 

prevention systems or Virtual Private Networks (VPN) as well as anti-virus solu

tions on one hardware platform. The manufacturers emphasize the expected 

advantages – especially for small and medium-sized enterprises – which are 

simpler installation, lower costs and less device management complexity. 

It can be assumed that in the near future additional and innovative functions 

will be integrated into UTMA. 

Quantum computers attacking cryptographic mechanisms – 

quantum cryptography 

Quantum computers – highly efficient computers based on a new technology 

– are currently still at the basic research stage. If it is possible to build quantum 

computers of an appropriate size, many widespread cryptographic algorithms 

will be de facto broken. For this reason research is focused on this topic with 

regard to data which requires very long-term confidentiality, integrity and 

authenticity. Mechanisms are being sought which can counter the potential 

security risks of quantum computers. On the one hand, classic algorithms 

are being developed that are resistant to attacks with quantum computers 

(quantum-computer-resistant cryptographic mechanisms); on the other hand, 

characteristics of quantum mechanics are themselves used as the basis for 

security solutions (quantum cryptography). 

Hash functions 

Cryptographic hash functions also play a central role in the generation of 

digital signatures. The standardised SHA-1 algorithm of the US National Institute 

of Standards and Technology (NIST) – in which, however, a team of Chinese 

researchers has already discovered vulnerabilities – is globally distributed. NIST 

therefore intends to initiate a competition to find a new hash standard. This is 

planned to come into force at the end of 2012 at the latest. However, if the lead 

times and life cycles of chip cards are considered, it can be assumed that the 

current hash functions will be in use until at least 2018. With regard to security

critical signature applications, in particular representatives of the SHA-2 family, 

an extension of SHA-1, can be regarded as a possible intermediate solution. 
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Key lengths / Algorithms 

The German Digital Signature Act specifies which mechanisms are recognised 

as qualified electronic signatures. The so-called algorithm catalogue, a docu

ment published each year by the Federal Network Agency (BNetzA), is legally 

binding for the reliability of algorithms and parameters. The current estimation 

of the security properties or vulnerabilities of cryptographic algorithms (for 

example the hash function SHA-1) plays a central role in this respect. The RSA 

algorithm plays a central role for signature cards which are currently in use. 

By the end of 2007 a key length of 1024 bits will be regarded as suffi cient for 

RSA in the algorithm catalogue, and from the beginning of 2011 a minimum 

key length of 1976 bits will be required. In the future, mechanisms based on 

elliptic curves could gain in importance for performance reasons, as a shorter 

key length in this case still provides a high level of security. In addition, modern 

cryptographic devices will no longer be based on application-specifi c integra

ted circuits (ASIC or custom chip). The trend is moving more towards reconfi 

gurable hardware. 

6.3 Legal Trends 

IT security is a decisive factor in the value-added chain today. If the internal 

company security standards are low, the risk of serious crises naturally increases. 

This not only means a lower credit rating, but under certain circumstances 

also higher liability insurance premiums. If damage is caused, the question of 

legal responsibility always arises. Manufacturers or service providers such as 

Internet providers are possible candidates as well as the IT users.  

The obligation to employ IT security measures can be derived for private users 

from civil liability laws. Due to the generally low level of knowledge regarding 

IT security (refer to Chapter 3.1) it can, however, be limited to the implementation 

of generally known protection measures. 

A number of existing legal liability regulations can be directly applied to 

commercial users of IT systems. As a reaction to a number of corporate collapses 

in both the United States and Germany in recent years, the requirements to 

be met by internal company management are now increasingly established 

in in-house laws (keyword “compliance”, the observance of legally stipulated 

guidelines and minimum requirements). For this reason the Corporate Sector 
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Supervision and Transparency Act (KonTraG) has incorporated the obligation 

of company management to introduce a risk management system in German 

corporate law. This includes purchase and implementation of corresponding 

IT products. Data protection and telecommunications legislation includes 

provisions for commercial IT users in connection with data which circulate in 

their systems. Legal liability with regard to IT security can also be derived from 

the supervisory obligations in the bank, insurance and fi nance sectors. 

In addition to autonomous regulations on risk management, IT security is also 

affected by international agreements, for example the regulations for inves

tigation of external capital contained in Basle II. In these times of globalised 

business, foreign regulations are becoming increasingly important for German 

companies, such as the provisions of the US Sarbanes-Oxley Act (SOX) governing 

corporate reporting of companies whose shares are traded in the United States. 

The IT Security Situation in Germany in 2007 Page 51 



Activities 




7 Activities 


The current situation of IT security in the Federal Republic of Germany evidences 

a great necessity for action in all social groups. The security competence of 

users must be improved considerably on all levels. The BSI has already under

taken comprehensive measures for information and awareness-building, and 

also offers concrete assistance. Citizens, companies and administration can 

use these to promote IT security in their own environments. Joint efforts by the 

different groups are also necessary in individual areas.    

7.1 Citizens 

Promoting security consciousness among citizens plays a key role. A decisive 

factor is the right motivation. Only when users recognise the sense behind the 

individual measures will they implement these regularly and follow security 

recommendations. 

Since January 2003 private users can obtain concise and simply formulated 

information on all topics of IT security at the portal www.bsi-fuer-buerger.de. 

This offer was extended by a new service last year. 

On the platform www.buerger-cert.de members of the public and personnel 

responsible in small companies can subscribe to an E-mail newsletter con

taining fast, competent and free information on current risks and dangers and 

recommended actions. IT security therefore does not necessarily have to be 

time or cost intensive for private users. 

However, the central element remains the personal responsibility of the indi

vidual members of the public. As a private individual, employee or colleague 

they must all prevent concrete negative effects or at least minimise them as far 

as possible. There is no such thing as a fully comprehensive insurance package 

in the field of IT security and there never will be. Information and awareness

building aimed at strengthening the competence of citizens in dealing with 

PCs and the Internet, and also underlining their own personal responsibility, 

should therefore play a major role in the future. 
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7.2 Business 

The low standard of problem awareness in German companies means that 

insuffi cient financial and personnel resources are made available for IT security. 

The onus is on managers to take their responsibility seriously, as IT security is 

a matter which concerns the top floors of companies. The security process must 

be initiated on the managerial level, and then supported and organised by all 

members of the company. Individual protection requirements can be determi

ned by means of a risk analysis. Holistic guidelines and agreements recorded 

in writing for governing IT activities in the working environment should be 

supplemented by measures for enhancing the awareness of employees. The 

necessary personnel and financial resources must be provided for the imple

mentation of the IT security strategy. In addition, an IT security offi cer who 

enforces IT security regulations on a corporate level and is available as a con

tact for external IT security questions concerning the company should be 

appointed. 

On its website www.bsi.bund.de the BSI provides freely accessible publications 

such as the BSI standards on IT security management. The IT-Grundschutz 

catalogues of the BSI, which describe a simple method for identifying necessary 

IT security measures and their implementation, is also available on the site. 

With the certification to ISO 27001 on the basis of IT-Grundschutz, companies 

can check their IT security management and concrete IT security measures, 

and have these certified by an independent body. 

Another possibility of ensuring transparency with regard to the security pro

perties of IT products is testing and evaluation of IT products and systems on 

the basis of harmonised standards. When using IT products with security pro

perties, certified IT products which comply with the internationally recognised 

standard of Common Criteria (CC) or the European ITSEC (Information Techno

logy Security Evaluation Criteria) should be selected. 

Those responsible in companies can join two mailing lists on the BSI website 

which feature warnings about new computer viruses, worms and other mal

ware, and also provide information on security gaps and vulnerabilities in IT 

systems. 
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Critical infrastructures 

For the first time in 2007 the CIP Implementation Plan (UP KRITIS, cf. Chapter 

3.2.), lays down the foundations for future collaboration in the field of IT secu

rity between the operators of critical infrastructures. The focus of activities is 

on preventative action and reaction to IT crises. These should be detected at an 

early stage on the basis of a comprehensive, jointly compiled situation report. 

Co-ordinated and practised processes are aimed at minimising the consequences 

of such incidents. 

In the next few months these processes are to be defined in close collaboration 

between the BSI and the operators of critical infrastructures. The initial ex

change of information on IT security incidents which is already been initiated 

will continue to be extended. In the long term all information relevant for an 

IT situation report are to be collated in the IT operations centre of the BSI, and 

processed to produce intelligible fi ndings. 

7.3 Administration 

With the Implementation Plan for the Federal Administration (UP Bund) a 

uniform IT security guideline will be elaborated for the first time in 2007 for all 

federal departments. It will stipulate technical, organisational and procedural 

standards for federal administration. Appropriate IT security measures will 

be implemented in all federal administration departments. Central areas of 

activity are also the following: 

Co-operation in the event of IT crises 

The national IT situation is observed 8 hours a day, 7 days a week in the operations 

centre of the BSI. In the event of critical situations, federal agencies and other 

partners can then be warned or alerted promptly. If IT crises are imminent, this 

operations centre will become the IT crisis centre of the federal government. 

This enables full utilisation of the entire IT security competence of the BSI to 

minimise the effects of such IT crises throughout the federal agencies. 

Security of communication infrastructures 

E-mail, exchange of documents, electronic transactions on the Internet and 

agency networks have become everyday activities both in the world of business 

and the public administration. It can be assumed that the electronic commu-
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nication of data between government agencies and the general public and 

business will continue to increase both with regard to quality and quantity. 

The basis of agency communication is reliable and safe network infrastructures. 

These require special protection, as the working functions of public administra

tion would be seriously restricted in the event of their failure. 

In light of the threat situation, the main network infrastructures of the federal 

administration, the Berlin-Bonn Information Network (IVBB) and the Federal 

Administration Information Network (IVBV) have been developed further in 

recent years. This ensures secure and available agency communication. 

Constantly growing threats, new demands which must be met by the federal 

administration (for example legal stipulations) and new technical developments 

require restructuring and further development of network infrastructures. 

Secure agency communication between the federal government, the federal 

states and municipalities is in particular need of improvement. For this reason 

in 2006 the establishment and extension of an integrated, secure communica

tion structure for German administration on the federal, state and municipal 

levels were passed within the framework of the Deutschland-Online action plan. 

The necessity of secure network infrastructures was also formulated as a result 

of the IT summit at the Federal Chancellery. 

Education and Training 

A series of seminars for IT security officers in government agencies was 

organised over a period of several weeks at the Federal Academy of Public 

Administration (BAköV). The aim of the seminars was to improve and modify 

the IT security standards in the federal administration. 
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7.4 Joint Action 

Early warning 

Together with partners from the fields of research, business and industry the 

BSI promotes several projects focused on the establishment of a “National IT 

Early Warning System”. The objective is to inform all those who are potentially 

affected as soon and as comprehensive as possible about imminent security 

incidents to enable the rapid initiation of countermeasures. 

The BSI set up a sensor network for observing, analysing and evaluating IT 

security incidents. Additional information on the assessment of the IT security 

situation was obtained as the result of co-operation with other national and 

international IT security teams and partner agencies, the operators of networks 

and also the manufacturers of IT products. The federal government was also 

involved in the initiation of the development of an international watch-and

warning network. Information on current threats and risks is provided in a 

customised manner to the potentially affected groups by means of various 

warning and information services, and supplemented by concrete recommen

dations for action. As a result, all persons bearing responsibility for IT systems 

and information infrastructures have access to pertinent information – starting 

with private individuals and ending with the personnel responsible for IT in 

companies, government agencies and other organisations. 

Deutschland sicher im Netz e.V. 

The use of information technology and services has become a normal part of 

everyday life of companies of all sizes and also of private individuals. The asso

ciation founded in December 2006, named “Deutschland sicher im Netz e.V.” 

(Germany Safe Online reg. ass.) is an interdisciplinary and long-term platform 

for awareness-building and information on IT and Internet security. One focus 

of future efforts will be private users, especially newcomers to the IT world, as 

well as small and medium-sized businesses, as this is an area where considerable 

informative work is necessary. The operative assignment of the association is 

focused on promoting consciousness of IT and Internet security by providing 

information, educational measures, awareness building and provision of re

commended actions. This platform is supported by the Federal Ministry of the 

Interior and the BSI. 
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European activities 

IT security became a European concern some time ago. The IT security situation 

in a country inevitably affects the IT security situation of the other countries. 

The Federal Republic of Germany is therefore also committed in a European 

context. In 2004 the European Union set up the European Network and Infor

mation Security Agency (ENISA). The ENISA was formed to contribute to a high 

standard of IT security in the Union and to promote the establishment of a 

culture of network and information security in favour of the general public, 

consumers, companies and the public administration. Germany has contributed 

considerable efforts to the establishment of the agency, and supports its work, 

for example by heading a workgroup aimed at promoting IT security manage

ment in Europe. 

In 2006 the strategy of the Commission for a secure information society was 

ratified. It describes how a coherent, integrated approach can be promoted in 

the field of network and information security. These messages and other sets 

of guidelines will have an increasing influence on the IT security landscape 

and the situation of IT security in Germany. IT security is therefore the topic of 

several events during the German EU presidency in 2007. 

In addition to active collaboration within the European Union, inter-state and 

multilateral co-operation is of great importance. 

European Government CERTs Group (EGC) 

One particularly successful example of co-operation on a European level is 

the European Government CERTs Group (EGC). This is an informal association 

of Computer Emergency Response Teams (CERTs) of the European agencies. 

Its aim is the development of effective co-operation with regard to IT security 

incidents (incident response). The basis for joint activities is formed by the 

same interests of the members due to their similar target group structures and 

problem areas. In order to achieve their aim, the members of the EGC group 

develop joint measures against large-scale or regional IT incidents in networks, 

and exchange information on IT incidents, potential threats and vulnerabi

lities. Specialist knowledge and the expertise of individuals are passed on to 

the group, and the foundation of agency CERTs within the European states is 

initiated and furthered. 

Currently seven other European CERTs are involved in the EGC group alongside 

the German Federal Computer Emergency Response Team (CERT-Bund). 
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Trusted Computing 

In the field of Trusted Computing the BSI co-operates with other agencies, 

industrial companies and universities to organise projects and stage events. 

These are aimed at furthering awareness of possible uses and risks of this new 

technology. The BSI also works closely with agencies on a European level and 

the European Commission to concentrate know-how and push forward re

search activities. One example is the “Summer School” on the topic of Trusted 

Infrastructure Technologies, which was held for the first time in the UK in 2006, 

and will be staged in Germany in 2007. At this event scientists from a number 

of European countries meet to consolidate research activities. 
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20072005 Forecast Threat 

Zero day exploits 

Trojan horses 

Viruses 

Worms 

Spyware/Adware 

DDos attacks 

Unsolicited E-mail 

Bot-nets 

Phishing 

Identity theft/Social engineering 

Dialers 

Ping calls 

Insiders 

Threat increasing Threat decreasingThreat remains constant 

Source: BSI 

Figure 13: Development of IT threats estimated by the BSI [3] 

8 Summary 

Mechanisation is increasing, and a growing number of business and private 

activities are shifting into the virtual world. At the same time the tendency 

towards professionalisation of IT threats is also still evident. 

Threat trends 
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20072005 Forecast Technology      

Voice over IP (VolP)


Wireless LAN (WLAN)


Mobile phone/PDA


Asynchronous JavaScript and XML (AJAX)


Process Control Systems (SCADA)


RFID


Threat increasing Threat decreasingThreat remains constant 

Source: BSI 

Figure 14: Risk potential of innovative technologies as assessed by the BSI [3] 

Risk potential of innovative technologies


These tables show the development of the hazards posed by IT threats and the 

potential risks of innovative technologies as well as their forecast tendencies. 

Considerable changes have become apparent since the publication of the 

situation report of 2005. However, it is difficult to forecast how the threat situa

tion will actually develop. Security measures on the part of manufacturers, 

administrators and government agencies are countered by the constantly 

changing methods of attackers and their adaptation to new circumstances. 

The risk potential also increases at the same pace as the growing distribution 

of a technology. For this reason easing of tension in the IT security situation 

cannot be expected in the long term. Increasing effort will be required to limit 

the risks to a bearable extent and ensure the confidentiality, availability and 

integrity of information. 

There is necessity for action on two fronts. The technical function of IT pro

ducts and systems is not transparent for a large number of users. Providers are 

therefore called upon to assign the topic of IT security a high priority, and, for 

example, ensure transparency of the safety features of IT products by means of 

standardised tests and certification. From the outset the integration of securi

ty mechanisms, which should be as automated as possible, and which restrict 

necessary user interaction to a minimum, could improve the security level and 

lower the risk potential. 
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However, the necessary action is not simply the concern of manufacturers 

and the respective state institutions focusing on the situation of IT security in 

Germany. They cannot offer 100 percent protection. The more perfi dious and 

faster the attackers become, the greater the necessity for users to become active 

themselves. 

The best protection for users in society, business and administration can be 

achieved by improving their IT security competence. This is an essential factor 

in improving the framework conditions for safe use of information technology. 

Interest must be awakened in regular and up-to-date information on new 

risks, and users must be motivated to follow the recommendations for effective 

security measures. The behaviour of users must be marked by alertness and 

caution, and they must made more aware of their own personal responsibility. 

In the future the installation of security updates and patches should be as 

equally a matter of course as wearing a safety belt in the car. 

Although this report confirms a heightened awareness for IT dangers among 

certain groups, there is still room for improvement. For example sometimes 

companies argue that security measures have to be cut back to save money if 

budgets are tight. This is dangerous fallacy. Damage caused by system failures 

or espionage attacks can quickly amount to many times the sum which is inves

ted in security measures. Ultimately security is always worth investing in, for 

users in all fields and for the whole of society. It is one of the types of insurance 

which everyone should have. 
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10 Glossary


Bluetooth stacks 

Bluetooth is a wireless standard for voice and data communication. 

Bluetooth stacks are interfaces through which Bluetooth-compatible devices 

can be programmed. 

Business Continuity 

The ability of an organisation to continue its function after serious incidents 

and crises such as the failure of an IT system. 

CERT 

Acronym for “Computer  Emergency Response Team”. These are workgroups or 

organisations which provide active support in the event of IT security problems. 

One example is the Federal Computer Emergency Response Team (CERT-Bund) 

of the BSI. 

Exploit 

Taking advantage of a vulnerability in a software application. 

ECC (Elliptic Curve Cryptography) 

Encryption process which requires less computing power than RSA for example, 

as well as shorter key lengths. ECC is expected to be used more frequently in the 

future, especially for chip cards. 

Hash value 

A cryptographic hash function calculates a bit string with a specific length from, 

for example, a file of any length. A hash value is also referred to as a fi ngerprint. 

The objective: It should be practically impossible to specify two different fi les 

with the same hash value. 

HBCI (Home Banking Computer Interface) 

Standard for secure online banking. HBCI mainly comprises the use of a HBCI 

chip card with a chip card reader which supports secure PIN input. 
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iTAN  

Indexed TAN method; with iTAN a certain TAN from the list must be entered. 

This is linked with a certain task and cannot be used arbitrarily. 

mTAN (also called smsTAN) 

Mobile TAN  or smsTAN. When a bank transaction has been successfully 

transferred online to a bank, a TAN is sent via SMS to the mobile phone of the 

user. When this TAN, which is only valid for this transaction, is entered, the 

online banking procedure on the computer is concluded. 

Phishing 

This is an artificial word made up of the words “password” and “fi shing”. 


It refers to a method of obtaining confidential data via false E-mails. Trojan 


horses are also increasingly being used for this purpose.


Quantum computer 

Quantum computers are based on a completely new technology and can 

execute tasks much faster than conventional computers. They are still in the 

early stages of development, and existing quantum computers only have 

very low capacities. 

Quantum cryptography 

Quantum cryptography uses characteristics of quantum mechanics to initiate 

secure key exchange between two parties. In contrast to classic key exchange 

methods, the recipient can detect if a third person has attempted to gain access 

to the communicated information along the transmission path. 

RFID (Radio Frequency Identifi cation) 

Process for the wireless automatic identification of objects. An RFID system 

comprises a transponder and a reader: The reader reads the data from the 

transponder and if necessary instructs the transponder to save more data. 

The range of the devices can extend over a distance of centimetres or metres, 

depending on the application. 

RSA method 

A very widespread cryptographic method, especially in the area of digital 

signatures. 
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SCADA and process control systems 

SCADA and process control systems are used for monitoring and control of 

complex technical processes, for example in the production and processing 

of material goods, in power generation and water supply. A major part of the 

control systems comprises special information technology. 

Social Engineering 

In an IT security context the term is used for an online fraud strategy. The 

fraudsters enhance their chances of success by approaching their victims 

individually: Data such as surfing habits or names of personal contacts of the 

victim previously obtained is misused to create a feeling of trust, for example 

by the personal formulation of phishing E-mails. 

Web 2.0  

Web 2.0 stands for the further development of the web to a platform of services 

which each user can influence, change and use further on a personal basis. 

Examples are wikis, blogs or interactive image galleries. 
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