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1 Introduction

The TR 03105 defines a RF protocol and application test standard for machine readable travel
documents (eMRTDs).

This document enhances this test plan for machine readable travel documents (eMRTDs) with
advanced security mechanisms. These mechanisms are used to protect the additional and more
sensitive biometric data like fingerprints introduced with the second giemeod eMRTDs.

As the original test plan, this specification has a layer based structure. The laykrefér the RF
protocol according to the ISO 14443 1standard. Since the advanced security mechanisms have no
direct influence on this abstracticaykr, this amendment does not contain any additional test for these
layers. In the future it may be useful to define an EAC specific test command sequence for the tests of
layer 4.

However, this document concentrates on the additional tests for #re6dySO 7816) and 7 (LDS
encoding). For a full conformance test for EAC protected MRTDs, the tests specified in this document
MUST be performed in addition to the original tests as described in [R8].

1.1 Abbreviations

Abbreviation

APDU Application Praocol Data Unit

AT Authentication Template

BAC Basic Access Control

CA Chip Authentication

CAN Card Access Number

CAR Certification Authority Reference

CHR Cardholder reference

CVCA Country Verifying Certification Authority
DG Data Group

EAC Extended Acess Control

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital SignatureAlgorithm
DH Diffie -Hellman

DST Digital Signature Template

DV Document Verifier

ICS Implementation Conformance Statement
IS Inspection System

LDS Logical Data ®ucture

KAEG Key Agreement EIGamdype

KAT Key Agreement Template

MSE Manage Security Environment

OID Object Identifier

PACE Password Authenticated Connection Establishment
PSO Perform Security Operation

RSA Rivest Shamir Adleman
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TA

Terminal Autkentication

1.2 Reference documentation

The following documentation serves as a reference for this specification:
[R1] ICAO Doc9303 Edition 6 Part 1, Part 2 and Part 3

[R2] Technical Guideline TR31101 A Advanced Sec uMachng Resldaldeh ani s ms
Travel DocumentsPart 1: eMRTDs with BAC/ PACEv?2

2012

and E

[R3] RFC 2119, S. Bradner, "Key Words for Use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March 1997

[R4] ISO/IEC 78164:2005. Identification cards Integrated circuit cards- Part 4: Organization,
security and commands for interchange

[R5] Supplemento DocICAO 9303Release 1, 17.November2011
[R6] PKCS #3: DiffieHellman KeyAgreement Standard
[R7] TR-03111: Technical Guideline, Elliptic Curve Cryptaghy (ECC) based on ISO 15946

[R I CAO Technical Report ARF protocol and
Version 1.01, February 2007

[R9) I CAO Technical Report ASuppl emental Access C
Document s 501, Nevemberi2@16

[R10] ADVANCED SECURITY MECHANISMS FOR MACHINE READABLE
TRAVEL DOCUMENTST EXTENDED ACCESS CONTROL (EACvV1)
Complementary test methods for MRTDs using static binding

[R11] Technical Guideline TR31163 A Advanced Sec ulMachng Redalden ani s ms

Travel DocumentsP a r t 3 Common Specificationso,

1.3 Terminology

The key words "MUST", "SHALL", "REQUIRED", "SHOULD", "RECOMMENDED", and "MAY"
in this document are to be interpreted as described in [R3].

MUST

This word, or the terms "REQUIRED" or "SHALL", mean that the definition i
an absolute requirement of the specification.

MUST NOT

This phrase, or the phrase ASHALL
absolute prohibition of the specification.

SHOULD

This wod, or the adjective "RECOMMENDED", mean that there may exist
valid reasons in particular circumstances to ignore a particular item, but |
full implications MUST be understood and carefully weighed before chog
a different course.

SHOULD NOT

This phase, or the phrase "NOT RECOMMENDED" mean that there may e
valid reasons in particular circumstances when the particular behavior is
acceptable or even useful, but the full implications SHOULD be understc
and the case carefully weighed before impletimg any behavior described
with this label.

10/224
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MAY This word, or the adjective AOPTI
One vendor may choose to include the item because a particular market
requires it or because the vendor feels that it medsmthe product while
another vendor may omit the same item. An implementation which does
include a particular option MUST be prepared to interoperate with anothi
implementation which does include the option, though perhaps with redy
functionality. In the same vein an implementation which does include a
particular option MUST be prepared to interoperate with another
implementation which does not include the option (except, of course, for
feature the option provides.)

2 General test requirements

2.1 Test setup

For setting up these tests, any contactless reader supporting type A and type B protocols can be used.
However, this reader has to support extended length APDUs requested for Terminal Authentication.
One personalized eMRTD sample is neede@kecuting the tests.

Some of the tests specified for layer 6 (ISO7816) rely on the proper coding of the logical data structure
stored in the chip (esp. data group 14 and the EF.CVCA file). Therefore it is RECOMMENDED that
the layer 7 tests (LDS) are pemned before the layer 6 tests to detect coding related issues
beforehand.

IMPORTANT NOTE: This test plan contains certain test cases which verify the MRTDs behavior
with expired certificates. During these test, the effective date stored inside the chignged. For

these tests a set of certificates can be used only once with a single eMRTD sample. After these tests
have been performed, another sample or a new set of certificates is needed to repeat the tests.
Therefore it is recommended to perform thessts as the last one in a test sequence.

As already mentioned in the introduction of this document, the test cases specified herein have to be
performed in addition to the test defined in [R8].

However some of the original test cases will fail with &CEenabled eMRTD. This is because of the
restricted access conditions to the data groups 3 and 4. This concerns the following test cases:

ISO7816 B 41

ISO7816_B 42

ISO7816_D 9

ISO7816_D 10

ISO7816_E 9

ISO7816_E 10

LDS D_06

All these test case have an editdied BAC session as a test requirement. For eMRTDs with EAC
these tests MUST be performed with an established EAC session. It is RECOMBIEN perform

the BAC tests before the EAC related test cases and to use the DV_CERT_1 and IS_CERT_1 as
defined in his document to establish an EAC session when needed.

Most of the test cases in this document require an established PACE or BAC session and a selected
ePassport Application as described in [R2] and [R9]. In the preconditions this procedure is called
AfOpeRassport Applicationo. I f the Open ePasspor
the MRZ SHALL be used.

Throughout this document, the term PACE refers to PACEV2.
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2.2 Test profiles

This test plan refers to the EACv1 specification as described ihdR@ [R11] The test objects
MUST fully comply with this version.

In addition to the profiles already specified in the original test plan this amendment defines the

following additional profiles.

Profile-ID

Profile

Remark

CA_KAT

Chip Authentication wh
MSE:Set KAT

A MRTD which does not contain sensitive biometric dat
like finger prints, can still use the Chip Authentication
mechanism to support chip cloning protection and stron
communication encryption. The support of CA is indicat|
by the presencef the LDS data group 14.Chip
Authentication with 3DES Secure Messaging will use th
command MSE:Set KAT.

CA_ATGA

Chip Authentication with
MSE:Set AT &
General Authenticate

A MRTD which does not contain sensitive biometric dat
like finger prints, cantsl use the Chip Authentication
mechanism to support chip cloning protection and
strong communication encryption. The support of CA
indicated by the presence of the LDS data group 14.

Chip Authentication with AES Secure Messaging will ug
the commandMSE:Set AT and General Authenticate.
Additionally, these commands may be used for Chip
Authentication with 3DES.

DH

Diffie-Hellman

According to the EAC specification, the chip can suppol
Diffie -Hellman or elliptic curve based Diffidellman
key agreemeralgorithms. Test cases which belong tc
the DH profile are only applicable if the DH algorithr
is used.

ECDH

Elliptic Curve Diffie-
Hellman

According to the EAC specification, the chip can suppol
Diffie -Hellman or elliptic curve based Diffidellman
key agreement algorithms. Test cases which belong
the ECDH profile are only applicable if the elliptic
curve based DH algorithm is used.

KeyRef

Explicit key selection
supported

This profile signals that a chip supports the explicit
selection of the privatlkey used for Chip
Authentication. In this case, the private key referenc
defined in the DataGroup 14.

TA

Terminal Authentication

In addition to the Chip Authentication mechanism the
Terminal Authentication profile is used by MRTDs wi
sensitive bioratric data to protect the file access for tl
data group 3 and/or 4.

ECDSA

Elliptic curve algorithm

According to the EAC specification a chip is free to
support either elliptic curve or RSA based keys. All
tests which belong to the ECDSA profile MUST ybke
processed if the test object is personalized with ellipt
curve based keys.

RSA

RSA algorithm

According to the EAC specification a chip is free to
support either elliptic curve or RSA based keys. All
tests which belong to the RSA profile MUST onky b
processed if the test object is personalized with RSA

12/224



Test plan for eMRTDs wit EACv1

based keys.

MIG

Migration

According to the EAC specification the algorithm used f

the Terminal Authentication process can be changec
with an appropriate link certificate if the chip support:
more han one algorithm. The tests for this Migration
profile MUST only be performed, if the chip supports
the migration from one cryptosystem to another. This
must be stated in the ICS.

DATE Date validation

Since the validation of the certificates effectivel an
expiration date is not explicitly required by the EAC
specification, the optional tests which belong to the [
validation profile must only be performed if this is
supported by the chip. This must be stated in the ICS

PACE Password Authenticated
Conrection
Establishment

In some test cases the binding between PACE anaifial
Authenticationis tested. In these cases the eMRTD n
support the PACE protocol.

DG3 Data Group 3

According to ICAO Doc 9303 [R1] Data Group 3 is
optional. If chip containsreeoded fingerprints in DG3
this optional testasesave to be performed.

DG4 Data Group 4

According to ICAO Doc 9303 [R1] Data Group 4 is
optional. If chip contains encoded iris scans in DG4 t
optional testasesave to be performed.

2.3 Key pair definition

The certificate sets defined in chap?e4 are based on several asymmetric key pairs. In preparation to
the tests, these key pairs have to be generated. The parameter used for these keys are defpending on
initial CVCA private key.
The initial CVCA root private key SHOULD be provided by the eMRTD vendor. It is also possible
the eMRTD vendor generates all keys and certificates on its own and passes it to the test operator for

the tests.

For the key set3d (CVCA_KEY_13, DV_KEY 13, IS_KEY_13) the algorithm for the cryptosystem

migration MUST be used as defined in the ICS.

All key pairs MUST be generated independently, so it is not permitted to use the same key pair for all

sets.

Key pair
CVCA KEY_00 Thekey pair CV_KEY_00 is the public/private key for the initial CVCA root.
DV_KEY_ 01 Key pair of the test DV 01
IS KEY 01 Key pair of the test IS 01
DV_KEY_02 Key pair of the test DV 02
IS KEY_02 Key pair of the test IS 02
DV_KEY_ 03 Key pair of the tesDV 03
IS_KEY_ 03 Key pair of the test IS 03
DV_KEY_04 Key pair of the test DV 04
IS KEY 04 Key pair of the test IS 04
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DV_KEY_05 Key pair of the test DV 05

IS_KEY_05 Key pair of the test IS 05

DV_KEY 06 Key pair of the test DV 06

IS KEY_ 06 Key pair d the test IS 06

CVCA_KEY_07 Key pair of the test CVCA 07

DV_KEY 07 Key pair of the test DV 07

IS KEY_ 07 Key pair of the test IS 07

CVCA_KEY_08 Key pair of the test CVCA 08

CVCA_KEY_09 Key pair of the test CVCA 09

DV_KEY 09 Key pair of the test DV 09

CVCA KEY_10 Key pair of the test CVCA 10

DV_KEY_10 Key pair of the test DV 10

IS KEY 10 Key pair of the test IS 10

CVCA KEY_11 Key pair of the test CVCA 11

DV_KEY_11 Key pair of the test DV 11

IS KEY_11 Key pair of the test IS 11

DV_KEY 12 Key pairof the test DV 12

CVCA KEY 13 Key pair of the test CVCA 13

DV_KEY 13 Key pair of the test DV 13

IS KEY 13 Key pair of the test IS 13

DV_KEY_ 14a Key pair of the test DV 14 (length equal to CVCA Key length)
DV_KEY_14b Key pair of the test DV 14 (MUSTédshorter than CVCA Key length)
IS_KEY_ 14a Key pair of the test IS 14 (length equal to CVCA Key length)
IS KEY 14b Key pair of the test IS 14 (MUST be shorter than CVCA Key length)

2.4 Certificate specification

Since the advanced security mechanisms aimeg s certificate based authentication schema it is
necessary to provide a set of well prepared certificates in order to perform all tests.

This chapter defines the exact set of certificates referred in the tests. Besides the regular certificate
chain thee is also the need for special encoded certificates.

The certificates are specified in two different ways. For provider of personalized eMRTD samples,
which do already have a preconfigured trust point based on their own CVCA key pair, the chapters
below dfines a set of certificates relative to the effective date (CQ¥)CAnd expiration
date(CVCA,y of the given the CVCA. The time span between CVfa#nd CVCA,, MUST be at

least two month to allow proper adoption of the certificate time scheme defnkedobw . The Acur
datedo of the provided gdbefarepHe eestshte Startedh Bhe mavider dfthe CV C
sample or the test laboratory has to generate the corresponding certificate according to this
specification based on the CVCA data.

If no preconfigured key pair is available or if the production process allows the use of an externally
defined CVCA, a certificate set can be wused w
specification. This set is provided for ECDSA, RSA and RSAPS8deertificates and is defined in a

full binary form with fixed keys and dates. It also includes a definition for an initial CVCA key pair

and its effective and expiry dates.
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2.4.1 Certificate Set 1

The certificate set consist of a regular certificate cham {B IS) which is used for the positive tests
regarding the certificate verification. Furthermore it contains variants of the original DV certificate to
simul ate a variety of certificate coding issues

2.4.1.1 DV_CERT 1

ID DV_CERT_1

Purpose This certificate is a regular DV certificate, which validity period starts at the effe(
date of the CVCA and expires after one month.

Version 1.11

Referred by | 1ISO7816_J_1, 1SO7816_J_2, ISO7816_J_3, ISO7816_J_4, 1SO7816_J_5,
1ISO7816_J 12, 1SO7816_J_15, 1ISO7816_J 17, 1SO7816_J_18, 1ISO7816_J|
ISO7816_J_25, ISO7816_J_26, ISO7816_J_27, 1SO7816_J_28, ISO7816_J
1ISO7816_J_30, ISO7816_J_31, 1ISO7816_J_32, ISO7816_J_33, 1ISO7816_J]
1ISO7816_J_35, 1ISO7816_J_36, ISO7816_J_37, ISO7836, I507816_J_39,
ISO7816_J_40, ISO7816_J_41, 1ISO7816_K, 1SO7816_L_9, 1ISO7816_L_10|
ISO7816_L_11, 1ISO7816_L_12, 1ISO7816_L_13

The DV_CERT_1 SHOULD also be used for all other test cases that rely on a
established EAC session to access DG3 and DG4 (likeDBeunit G and H, or the
BAC test cases mentioned4rL

Content 7F21 aa
definition 7F 4E bb

5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 4456 44 45 30 30 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01530183

5F25 06 gg
5F 24 06 hh

5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective dateeoEdhtificate

hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Refrence | As defined by the CVCA
Certificate Holder Reference | DETESTDVDEOO1
Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAs
Certificate expiration date CVCA+ 1 month
Public Key reference Public key ofkey pair DV_KEY_ 01
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Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.1.2 DV_CERT la

ID

DV_CERT la

Purpose

This certificate is similar t&V_CERT_1 but does not contain a Certificate Holder
Authorization

Version

1.11

Referred by

ISO7816_J 6

Content
definition

7F 21 aa

7F4E bb
5F29 0100
42 ccdd

7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
5F25 06 gg
5F24 06 hh

5F 37 iijj

aais the encoded combined length of certifichbdy and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the chcates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is theencoded length of the certificates signature object,

il is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOO1

Certificate Holder Authasation | absent

Certificate effective date CVCAx

Certificate expiration date CVCAg+ 1 month

Public Key reference Public key of key pair DV_KEY_ 01

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 00

2.4.1.3 DV_CERT_1b

ID DV _CERT 1b

Purpose This certificate is similar t&V_CERT _1 but does not contain a Certificate Effecti
Date

Version 1.11

Referred by | ISO7816 J 7
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Content 7F21 aa
definition 7F 4E bb

5F29 0100
42 ccdd
7TF 49 ee ff
5F 20 0D 44 4554 4553 54 44 56 44 45 30 30 31
7F4C OE 060904 00 7F 0007 030102015301 83

5F 24 06 hh

5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (esshyt

hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEOO1
Certificate Holder Authorizatior] domestic DV, DG 3, DG 4

Certificate effective date absent

Certificate expiration date CVCAg+ 1 month

Public Key reference Public key of key pair DVKEY_01

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.1.4 DV_CERT lc

ID DV_CERT 1c
Purpose This certificate is similar t®V_CERT _1 but does not contain a Certificate
Expiration Date
Version 1.11
Referred by | ISO7816_J 8
Content 7F21 aa
definition 7FAE bb
5F29 0100
42 ccdd
TF 49 eeff

5F 20 OD 44 45 54 45 53 54 44 56 44 45 30 30 31
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

5F25 06 gg

5F 37 i jj

aais the encoded combiddength of certificate body and signature objects
bbis the encoded length the certificate body object
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ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)
eeis the encodd length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference DETESTDVDEOO1

Certificate Holder Authorizatior] domestic DV, DG 3, DG 4

Certificate effectivalate CVCA

Certificate expiration date absent

Public Key reference Public key of key pair DV_KEY_ 01

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.1.5 DV_CERT_1d

ID

DV_CERT_1d

Purpose

This certificate is similar tV_CERT_1 but contains a badly encoded Certificate
Effective Date (Invalid BCD encoding)

Version

1.11

Referred by

ISO7816_J 9

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 0A 0B 0C 0D OE OF
5F 24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate bodyeobj

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key by{ee bytes),

hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Refeence | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOO1

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date OA 0B 0C 0D OE OF (invalid BCD encoding)
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Certificate expiration date CVCA+ 1 month

Pubic Key reference Public key of key pair DV_KEY_01

Signing Key reference Signed with the private key of key pair
CVCA KEY_00

2.4.1.6 DV_CERT le

ID DV _CERT le

Purpose This certificate is similar t®V_CERT _J, but contains a badly ended Certificate
Expiration Date(Invalid BCD encoding)

Version 1.11

Referred by | ISO7816 J 10

Content 7F21 aa

definition 7F 4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 31
7F4C OE060904007F00070 3010201530183
5F 25 06 gg

5F 24 06 0A 0B OC OD OE OF
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate AuttyoReference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encddeffective date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Refence DETESTDVDEQOO1
Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date OA 0B 0C 0D OE OF (invalid BCD encoding)

Public Key reference Public key of key pair DV_KEY_01

Signing Keyreference Signed with the private key of key pair
CVCA KEY_00

2.4.1.7 DV_CERT_1f

ID DV_CERT 1f

Purpose This certificate is similar t&V_CERT_1 but contains a badly encoded Certificate
Effective Date (Invalid Gregorian date)

Version 1.11
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Referred by

1ISO7816_J 19

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
7F4C OE 06 0904 00 7F 0007 03 010201530183
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Referencebytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encodegbieation date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Referam DETESTDVDEOO1

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date The month and the year used as defined by the

CVCA.rand the day is always set to thé“3d
that it becomes an invalid Gregorian date.

Certificateexpiration date CVCAexp

Public Key reference Public key of key pair DV_KEY_01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.8 DV_CERT 1g

ID DV_CERT 1g
Purpose This certificate is similar tV_CERT _1 but contains a badly encoded Certificate
Expiration Date (Invalid Gregorian date)
Version 1.11
Referred by | ISO7816_J 20
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
TF 49 eeff

5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 31
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
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5F 24 06 hh
5F 37 iiji

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the i@fcate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder fahe BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOO1

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAi

Certificate expiration date The month and #year used as defined by the
CVCA.rand the day is always set to thé3d
that it becomes an invalid Gregorian date.

Public Key reference Public key of key pair DV_KEY_01
Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.1.9 DV_CERT_1h

ID DV_CERT 1h
Purpose This certificate is similar t®V_CERT _1 but contains a Certificate Expiration Datt
BEFORE the Certificate Effective Date
Version 1.11
Referred by | ISO7816 J 21
Content 7F21 aa
definition 7F 4 E bb
5F29 0100
42 ccdd
7TF49 eeff
5F 20 0D 44 4554 4553 54 44 56 44 45 30 30 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 015301 83
5F 25 06gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signaitjgrets
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)
eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate

21/224



Test plan for eMRTDs with EACv1

hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length ofdltertificates signature object,
jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQOO1

Certificate Holder Authorisatior] domestic DV DG 3, DG 4

Certificate effective date CVCA.« + 1 day

Certificate expiration date CVCAg

Public Key reference Public key of key pair DV_KEY_01

Signing Key reference Signed with the private key of key pair
CVCA KEY_00

2.4.1.10 DV_CERT _1i

ID

DV_CERT_li

Purpose

This certificate is similar t®V_CERT _1, but contains a Certificate Holder
Authorization with an invalid OID

Version

1.11

Referred by

ISO7816_J 23

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 01 83
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length thertificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certifies public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj isthe placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference DETESTDVDEOO1

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective dat CVCAi
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair DV_KEY_01
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Signing Key reference Signed with the private key of key pair

CVCA_KEY_00

2.4.1.11 DV_CERT_Jj

ID

DV_CERT_Jj

Purpose

This certificate is similar t®V_CERT _1 but contains a Public Key with an invalid
OID

Version

1.12

Referred by

ISO7816_J 24

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
06 g9
5F24 06 hh
5F 37 iijj

5F 25

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Gicate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder fahe BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOO1

Certificate Public Key Bad OID (Use 0.4.0.127.0.7.2.2.2.5.1)

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effectivedate CVCA

Certificate expiration date CVCAg+ 1 month

Public Key reference Public key of key pair DV_KEY_ 01

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.1.12 IS_CERT_1

ID IS CERT_1
Purpose This certificate is a reguldS certificate, which is issued by tBy/ CERT_1
Version 1.11

Referred by

1ISO7816_J 1,1S07816_J 2,1SO7816_J 3,1S07816_J 4, 1SO7816_J 5,

23/224



Test plan for eMRTDs with EACv1

ISO7816_J_6, 1ISO7816_J_7, 1ISO7816_J_8, 1SO7816_J_9, ISO7816_J_10,
ISO7816_J_17, 1SO78168_18, ISO7816_J_19, ISO7816_J_20, ISO7816_J 4
ISO7816_J_22, 1SO7816_J_23, 1SO7816_J_24, ISO7816_K, ISO7816_L_9|
ISO7816_L_10, ISO7816_L_11, 1SO7816 L 12, 1SO7816 L 13

Content 7F21 aa
definition 7F 4E bb

5F29 0100
42 0D 44 4554 4553 54 44 56 4 445303031
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 49 53 44 45 30 30 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F24 06 hh

5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference] DETESTDVDEOQ
Certificate Holder Reference | DETESTISDEOO1
Certificate Holder Authorisatior] IS, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 14 days

Public Key reference Public key of key pair IS_KEY_01

Signing Key refeence Signed with the private key of key pair
DV_KEY 01

2.4.2 Certificate Set 2

This certificate set contains certificates which are used to verify the behaviour of ePassports in respect
to foreign IS certificates.

2.4.2.1 DV_CERT 2

ID DV_CERT_2
Purpose This certifcate is a regular foreign DV certificate, which validity period starts at t
effective date of the CVCA and expires after one month.
Version 1.11
Referred by | 1ISO7816_J 11
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
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7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 32
7F4C OE 060904 00 7F 0007 03 010201530143
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certifiediody object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates pualiey bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the plaeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQOO2

Certificate Holder Authorizatior] foreign DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_02

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.2.2 IS_CERT 2a

ID IS CERT 2a
Purpose This certificate is a regular IS ceitifite, which is issued by ti#v CERT_2 It has
an advanced effective date. (Beyond the expiration ddt& fERT 2h.
Version 1.11
Referred by | ISO7816 J 11
Content 7F21 aa
definition 7F 4E bb
5F 29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 32
TF 49 eeff

5F 20 OD 44 45 54 45 53 54 49 53 44 45 30 30 32
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F24 06 hh

5F 37 iijj

aais the encoded combined length of dmdte body and signature objects
bbis the encoded length the certificate body object
eeis the encoded length of the certificates public key,
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ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD en@ubleffective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEQO02

Certificate Holder Reference DETESTISDEOO02

Certificate Holder Authorisatior IS, DG 3, DG 4

Certificate effective date CVCA«+ 14 days

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair IS_KEY_02

Signing Key reference Signed with the private key of key pair
DV_KEY_02

2423

IS_CERT_2b

ID

IS CERT 2b

Purpose

This certificate is a regular IS certificate, which is issued byp¥eCERT_2 It has
an expiration date BEFORE the effective datéSofCERT _2a

Version

1.11

Referred by

1ISO7816_J 11

Content

definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 32
7TF 49 eeff
5F20 0D 44 4554 455354 49 53 44 45 30 30 32
7F4C OE 06 0904 00 7F 00 07 03 01 0201 5301 03
5F25 06 gg
5F24 06 hh
5F 37 ijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate bodyeobj

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded exipon date of the certificate

il is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEO002

Certificate Holder Reference | DETESTISCE002

Certificate Holder Authorisatior IS, DG 3, DG 4

Certificate effective date CVCAi

Certificate expiration date CVCA«+ 13 days

Public Key reference Public key of key pair IS_KEY_02
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Signing Key reference Signed with the private key of kewip
DV_KEY_02

2.4.3 Certificate Set 3

The certificate set follows a certification scheme where the DV permits full access to data group 3 and
4 while the IS certificate restricts the access to specific data group.

2.43.1 DV_CERT_3

ID DV_CERT 3
Purpose This certificde is a regular DV certificate, with access rights for both data group
AND 4.
Version 1.11
Referred by | ISO7816 L _1,1SO7816 L_2,1SO7816 L_3,1SO7816 L 4
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
7TF49 eeff

5F20 OD 444554 4553 54 44 56 44 45 30 30 33
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytedes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for theertificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEOQOO3
Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAs

Certificate &piration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_03

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00
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2.4.3.2

IS_CERT_3a

ID

IS CERT 3a

Purpose

This certificate is a regular IS certificate, whiclissued by th®V_CERT_3 It
encodes access rights for data group 3 only.

Version

1.11

Referred by

1ISO7816 L _1,1S07816 L 2

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 33
7F 49 eeff
5F 20 0D 44 4554 45 53 54 49 53 44 45 30 30 33
7F4C OE060904007F000703010201530101
5F 25 06 gg
5F24 06 hh
5F 37 iijj
aais the encoded combined length of certificate body and signature objects
bbis the encoded lengthe certificate body object
eeis the encoded length of the certificates public key,
ff is the placeholder for the certificates public key bytes (ee bytes),
ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholddior the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEOO3

Certificate Héder Reference DETESTISDEOO3

Certificate Holder Authorisatior] IS, DG 3

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair IS KEY 03

Signing Key reference Signed with the pvate key of key pair
DV_KEY 03

2433

IS_CERT _3b

ID

IS CERT_3b

Purpose

This certificate is a regular IS certificate, which is issued byp¥MeCERT _3 It
encodes access rights for data group 4 only.

Version

1.11

Referred by

ISO7816_L_3,1SO7816 L 4

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 33
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5F 37 i ji

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates palxey bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the phceholder for the certificates signature (ii bytes)

7TF 49 eeff

5F 20 0D 44 4554 45 53 54 49 53 44 45 30 30 33
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 02
5F25 06 gg

5F 24 06 hh

Parameter

Certificate Authority Reference] DETESTDVDEOQ0O3

Certificate Holder Reference | DETESTISDEOO3

Certificate Holder Authorisation 1S, DG 4

Certificate effective date CVCAx

Certificate expirdon date CVCAg+ 1 month

Public Key reference Public key of key pair IS KEY 03

Signing Key reference Signed with the private key of key pair
DV_KEY_03

2.4.4 Certificate Set 4

The certificate set follows a certification scheme where the DV permitsaoogss to data group 3
while the IS certificate permits full access to data group 3 and 4.

2.4.4.1 DV_CERT 4

ID DV_CERT 4
Purpose This certificate is a regular DV certificate, with access rights for group 3 only.
Version 1.11
Referred by | 1ISO7816 L 5, ISO7816 16
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 4456 44 45 30 30 34
7F4C OE060904007F000703010201530181
5F25 06 gg
5F 24 06 hh
5F 37 iijj
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aais the encoded combined tgth of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)
eeis the encoded tgth of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of thécatsi

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference DETESTDVDEOO4

Certificate Holder Authorisation domestic DV, DG 3

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_04

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.4.2 IS_CERT 4

ID

IS CERT 4

Purpose

This certificate is a regular IS certificate, which is issued byp¥MeCERT _4 It
encodes access rights for data group 3 AND data group 4.

Version

1.11

Referred by

ISO7816_L_5, ISO7816 16

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 34
7TF 49 eeff
5F 20 0D 44 4554 4553 54 49 53 44 45 30 30 34
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F 24 06 hh
5F37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes yé&esh

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
il is the encoded length of the certificates signature object,

jj is the placeholder for thesttificates signature (ii bytes)

Parameter

Certificate Authority Reference‘ DETESTDVDEOQOO4
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Certificate Holder Reference DETESTISDEOO4
Certificate Holder Authorisatior] IS, DG 3, DG 4
Certificate effective date CVCA

Certificate expiration date

CVCA+ 1 month

Public Key reference

Public key of key pair IS_KEY_ 04

Signing Key reference

Signed with the private key of key pair
DV_KEY 04

2.4.5 Certificate Set5

The certificate set follows a certification scheme where the DV permits only accessgmdatd
while the IS certificate permits full access to data group 3 and 4.

2451 DV_CERT_5

ID

DV _CERT 5

Purpose

This certificate is a regular DV certificate, with access rights for group 4 only.

Version

1.11

Referred by

ISO7816_L_7,1SO7816 L 8

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff

SF 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 35
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 82

5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certifecbody and signature objects

bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)
eeis the encoded length of the tiicates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate

ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQOO5S
Certificate Holder Autbrisation | domestic DV, DG 4
Certificate effective date CVCAi

Certificate expiration date

CVCA+ 1 month

Public Key reference

Public key of key pair DV_KEY_05
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Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.452 IS_CERT 5

ID IS CERT 5

Purpose This certificate is a regular IS certificate, which is issued byp¥MeCERT _5 It
encodes access rights for data group 3 AND data group 4.

Version 1.11

Referred by | ISO7816 L 7,1SO7816 L 8

Content 7F21 aa
definition 7F 4E bb

5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 35
7TF 49 eeff
5F 20 0D 44 45 54 45 53 54 49 53 44 45 30 30 35
7F4C OE 06090400 7F000703010201530103
5F25 06 gg
5F 24 06 hh

5F 37 iijj

aais the emoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis theplaceholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates sigyma (ii bytes)

Parameter | Certificate Authority Reference] DETESTDVDEO005
Certificate Holder Reference | DETESTISDEQQO5S
Certificate Holder Authorisatior| 1S, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCAg+ 1 month

Public Key reference Public key of key pair IS_KEY_ 05

Signing Key reference Signed with the private key of key pair
DV_KEY_05

2.4.6 Certificate Set 6

This certificate set contains certificate which have different effective and expiration dates to test the
ePassports behaviour in respect to the update of the effective date and with expired certificates.

2.46.1 DV_CERT_6

ID DV_CERT 6

Purpose This certificate is a domestic DV certificate, which validity period starts at the
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effective date of the CVCA and expires aftee month.

Version

111

Referred by

ISO7816 M 1,1SO7816 M 2

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 36
7F4C OE 06 09 04 00 7F 00 07 03 01 02015301 83
06 gg
5F24 06 hh
5F 37 iijj

5F 25

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the @#icate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis theplaceholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by th&€€VCA

Certificate Holder Reference | DETESTDVDEOO6

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_06

Signing Key reference Signed with the private key of key pair
CVCA KEY_00

2.4.6.2 DV_CERT 6a

ID DV _CERT 6a
Purpose This DV certificate is similar tbV_CERT _§ but the certificate effective date is
beyond theDV_CERT _6expiration date.
Version 1.11
Referred by | ISO7816 M _2
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
7TF 49 eeff

SF 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 36
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7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg

5F 24 06 hh
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the @#icate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis theplaceholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by th&€€VCA

Certificate Holder Reference | DETESTDVDEOQOO6

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCA+ 1 month + 1 day

Certificate expiration date CVCAgi+ 2 month

Public Key reference Public key of key pa DV_KEY_06

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.6.3 IS_CERT_6a

ID IS CERT 6a

Purpose This certificate is a regular IS certificate, which is issued byp¥eCERT_6 This
IS certificate haan advanced effective date. (Beyond the expiration date of
IS CERT_6b

Version 1.11

Referred by | ISO7816 M 1

Content 7F21 aa
definition 7F 4E Dbb

5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 36
7TF 49 eeff
5F2 0 0D 44 45 54 4553 54 49 53 44 45 30 30 36
7F4C OE 06 09 04 00 7F 00 07 03 01 0201 5301 03
5F25 06 gg
5F 24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certifichigdy object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

34/224




Test plan for eMRTDs wit EACv1

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD ersm expiration date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference] DETESTDVDEQ0O06

Certificate Holder Reference DETESTISDEOO6

Certificate Holder Authorisatior] IS, DG 3, DG 4

Certificate effective date CVCA + 14 days

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair IS_KEY_ 06

Signing Key reference Signed with the givate key of key pair
DV_KEY_ 06

2.4.6.4 IS_CERT_6b

ID

IS CERT_6b

Purpose

This certificate is a regular IS certificate, which is issued byp¥eCERT_6 This
IS certificate has an expiration date BEFORE the effective dd& GERT 6a

Version

1.11

Referred by

1ISO7816_M_1

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 36
TF 49 eeff
5F 20 0D 44 4554 4553 54 49 53 44 45 30 30 36
7F4C OE0609040 07F000703010201530103
5F25 06 gg
5F 24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates pubdig,k

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
il is the encoded lengtf the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEOO6

Certificate Holder Reference DETESTISDEOO6

Certificate Holder Authorisatior IS, DG 3, DG 4

Certificate effective date CVCAs

Certificate expiration date CVCA+ 13 days
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Public Key reference Public key of key pair IS_KEY_06
Signing Key reference Signed with the private key of key pair
DV_KEY_06

2.4.7 Certificate Set 7
This certificate sedefines a link certificate used for the tests about the trust point update mechanism.

2.4.7.1 LINK_CERT_7

Note for ECDSA profile: Since the crypto mechanism is not chabgélis link certificate it must be
stated by the vendor of the test sample if the domaiarpeter should be included in this certificate
(see ICSAnnex A).

ID LINK_CERT 7
Purpose This certificate is a link certificate, which validity period starts one day before thi
original CVCA certificate expires.
Version 1.1
Referred by | ISO7816 M_3
Content 7F21 aa
definition 7FAE bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 10 44 4554 45 53 54 5F 4C 49 4E 4B 44 45 30
30 37
7F4C OE060904007F0007030102015301C3
5F 25 06 gg
5F 24 06 hh
5F37 iij |j

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Refeee(ax bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD arded expiration date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Rference DETEST LINKDEOO7
Certificate Holder Authorisatiorf CVCA, DG 3, DG 4

Certificate effective date CVCAp- 1 day
Certificate expiration date CVCAcpt 2 month
Public Key reference Public key of key pair CVCA_KEY_07
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Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.7.2 DV_CERT_7a

ID

DV_CERT 7a

Purpose

This certificate is a domestic DV certificate, which was issued by the original C\

Version

1.11

Referred by

1ISO7816_M 3

Content
definition

7F 21 aa
7F4E bb
5F2 9 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 37
7F4C OE 06 0904 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the paceholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certifies signature object,

il is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQOO7

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCAexp

Public Key reference Public key of key pair DV_KEY_07

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 00

2.4.7.3 DV_CERT_7b

ID

DV_CERT 7b

Purpose

This certficate is a domestic DV certificate, which was issued by the update CV!
(LINK_CERT_7).
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Version 1.11

Referred by | ISO7816_M_3

7F 21 aa
7F4E bb
5F 29
42 10

Content
definition
0100

44 45 54 45 53 54 5F 4C 49 4E 4B 44 45 30 30

37
7F 49
SF 20
7F 4C

06 gg
5F 24

i jj

ee ff

0D 44 45 54 45 53 54 44 56 44 45 30 30 37
OE 06 09 04 00 7F 00 07 0301 020153 01 83
5F 25
06 hh
5F 37

aais the encoded combined length of certificate body and signature objects
bbis the encodd length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the paceholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

DETEST_LINKDEOO7

Certificate Holder Reference

DETESTDVDEOQOQ7

Certificate Holder Authorisatior|

domestic DV, DG 3, DG 4

Certificate effective date

CVCA.,+ 1 day

Certificate expiration date

CVCAexpt 1 month

Public Key reference

Public key of key pair DV_KEY_07

Signing Key reference

Signed with the private key of key pair

CVCA_KEY 07

2.4.8 Certificate Set 8

This certificate set defines a link certificate used for the tests about the trust point update mechanism.
Note for ECDSA profile: Since the crypto mechanism is nangedby the link certificates defined in

this certificate set, it must be stated by the vendor of the test sample if the domain parameter should
be included. (see ICSnnex A).

2.4.8.1 LINK_CERT_8

This link certificate is used to dpate the trust point defined by LINK_CERT _7.

ID LINK_CERT_8
Purpose This certificate is a link certificate, based on theK_CERT_7
Version 1.11
Referred by | ISO7816_M_4
Content 7F21 aa
definition 7F4E bb
5F29 0100

38224



Test plan for eMRTDs wit EACv1

42 10 44 4554 45 53 54 5F 4C 49 4E 4B 44 45 30 30

37
7TF49 eeff
5F 2010 44 4554 4553 54 5F 4C 49 4E 4B 44 45 30
30 38
7F4C OE 060904 007F0007030102015301C3
5F25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined lengthceftificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BC&hcoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parametr Certificate Authority Reference| DETEST_LINKDEOOQ7
Certificate Holder Reference | DETEST LINKDEOOS8
Certificate Holder Authorisatiorf CVCA, DG 3, DG 4

Certificate effective date CVCAgy + 1 month

Certificate expiration date CVCAexp* 4 month

PublicKey reference Public key of key pair CVCA_KEY_ 08

Signing Key reference Signed with the private key of key pair
CVCA_KEY_07

2.4.8.2 LINK_CERT_9

ID LINK_CERT_9

Purpose This certificate is a link certificate, based on thidK CERT 8

Version 1.11

Referred by | ISO7816 M 4

Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 10 44 4554 4553 54 5F 4C 49 4E 4B 44 45 30 30
38

7TF 49 eeff
5F 20 0D 44 4554 45 53 54 43 41 44 45 30 30 39
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01C3

5F 25 06 gg
5F 24 06 hh

5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholdéfor the certificates public key bytes (ee bytes),
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ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates sigreobject,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

DETEST_LINKDEOO8

Certificate Holder Reference

DETESTCADEOQ9

Certificate Holder Authorisatior

CVCA, DG 3,DG 4

Certificate effectie date

CVCAegy + 3 month

Certificate expiration date

CVCA.p+ 6 month

Public Key reference

Public key of key pair CVCA_KEY_09

Signing Key reference

Signed with the private key of key pair
CVCA KEY 08

2.4.8.3 DV_CERT_9

ID

DV_CERT 9

Purpose

This certificate is a domestic DV certificate, which was issuedIb)K CERT 9

Version

1.11

Referred by

ISO7816 M _4

Content

definition

7F 21 aa
7F 4E bb
5F29 0100

42 0D 44 4554 45 53 54 44 56 44 45 30 30 39

7TF 49 eeff

5F 20 0D 44 4554 4553 54 44 56 44 45 30 30 39
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

5F 25 06 gg
5F24 06 hh

5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate bathyect

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encodediration date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

DETESTCADEOO09

Certificate Holder Reference

DETESIDVDEOQ9

Certificate Holder Authorisatior

domestic DV, DG 3, DG 4

Certificate effective date

CVCAegy + 3 month

Certificate expiration date

CVCA.pt+ 4 month

Public Key reference

Public key of key pair DV_KEY_09

Signing Key reference

Signed withthe private key of key pair
CVCA_KEY_09
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2.4.9 Certificate Set 10

2.4.9.1 LINK_CERT_10

ID

LINK_CERT 10

Purpose

This certificate is an irregular CVCA certificate. The signing key is a DV key.

Version

1.11

Referred by

ISO7816_J 44, 1SO7816_J 45

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 43 41 44 45 30 31 30
7F4C OE 06090400 7F0007030102015301C3
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate batly signature objects

bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificapesblic key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encodetkngth of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEQ010

Certificate Holder Reference | As defined by thénitial CVCA root

Certificate Holder Aithorisation | CVCA, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCAexp

Public Key reference Public key of key pair CVCA_KEY_00

Signing Key reference Signed with the private key of key pair
DV_KEY_10

2.4.9.2 DV_CERT_10a

ID DV_CERT_10a

Purpose This certificate is a regular domestic DV certificate, which validity period starts &
effective date of the CVCA and expires after one month.

Version 1.11
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Referred by | 1ISO7816_J 44, 1SO7816_J 46, ISO7816 J 47

Content 7F 21 aa
definition 7FAE bb

5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 30
7F4C OE 060904 007F000703010201530183

5F 25 06 gg
5F24 06 hh

5F 37 iijj

aa is the encoded combined length of certificateybadd signature objects

bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certifieatpublic key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEO10
Certificate Holder Authorisatn | domestic DV, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_10

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 00

2.4.9.3 DV_CERT_10b

ID DV_CERT 10b
Purpose This certificate is a regular foreign DV certificate, which validity period starts at 1
effective date of the CVCA and expires after one month.
Version 1.11
Referred by | 1ISO7816 _J 45, 1ISO7816 J 48,1S0O7816 J 49
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
TF49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 30
7F4C OE 060904 00 7F 0007 030102015301 43
5F25 06 gg
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5F 24 06 hh
5F 37 iiji

aa is the encoded combined length of certifidadely and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the cad#tes public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is theencoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQO10

Certificate Holder Authosation | foreign DV, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_10

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.9.4 DV_CERT_10c

ID DV_CERT_10c
Purpose This certificate is an irregular DV domestic certificate. The signing key is a DV K
Version 1.11
Referred by | ISO7816_J 46, 1ISO7816_J 48
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
S5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 30
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificatalipmbject

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates publiy kstes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
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i is the encoded length of the certificates signature object,
ji is the placehder for the certificates signature (ii bytes)

Parameter

Certificate Authority Referencel DETESTDVDEOQ10

Certificate Holder Reference | DETESTDVDEOQ10

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_10

Signing Key reference Signed with the private key of key pair
DV_KEY_ 10

2.4.9.5 DV_CERT_10d

ID

DV _CERT 10d

Purpose

This certificate is an irregular DV foreign ceitdite. The signing key is a DV key.

Version

1.11

Referred by

ISO7816_J 47,1SO7816_J 49

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 30
7F4C OE 06 09 04 00 7F 00 07 03 01 0201530143
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective dateeotertificate

hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Rference | DETESTDVDEQ10

Certificate Holder Reference | DETESTDVDEOQO10

Certificate Holder Authorisatior| foreign DV, DG 3, DG 4

Certificate effective date CVCAs

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key paDV_KEY_10

Signing Key reference Signed with the private key of key pair
DV_KEY 10
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2.4.9.6 IS_CERT_10

ID

IS CERT_10

Purpose

This certificate is an irregular domestic IS certificate. This IS certificate is signec
the CVCA key.

Version

111

Referred by

ISO7816_J 43

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 49 53 44 45 30 31 30
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded ecobined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is theencoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration datkeotertificate

i is the encoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTISDEO10

Certificate Holder Authorisatior] IS, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 13 days

Public Key reference Public key of key pair IS KEY 10

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 00

2.4.10 Certificate Set 11

2.4.10.1 LINK_CERT_11a

ID LINK_CERT_11a
Purpose This certificate is a link certificate. The signing key is an IS key.
Version 1.11
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Referred by

ISO7816_J 53

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 43 41 44 45 30 31 31
7F4C OE 060904 007F0007030102015301C3
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length tigertificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certfites public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTISDEO11

Certificate Holder Reference | As defined by thénitial CVCA root

Certificate Holder Authorisatiorf CVCA, DG 3, DG 4

Certificate effetive date CVCA

Certificate expiration date CVCAexp

Public Key reference Public key of key pair CVCA_KEY_00

Signing Key reference Signed with the private key of key pair
IS KEY 11

2.4.10.2 LINK_CERT_11b

ID LINK_CERT 11b
Purpose This certificate is a vaii link certificate.
Version 1.11
Referred by | ISO7816 M 5
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
TF49 eeff

5F 20 0D 444554 455354434144 45303131
7F4C OE 06 09 04 00 7F 00 07 03 01 02015301 C3
5F 25 06 gg
5F24 06 hh
5F 37 iijj
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aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Ceitifite Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the plaeholder for the BCD encoded expiration date of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Referencel DETESTCADEO009

Certificate Holder Reference DETESTCADEO11

Certificate Holder Authorisatiorf CVCA, DG 3, DG 4

Certificate effective date CVCAext 5 months

Certificate expiration date CVCAp+ 8 months

Public Key reference Public key of key pair CVCA_KEY_ 11

Signing Key reference Signed with the private key of key pair
CVCA_KEY_09

2.4.10.3 DV_CERT_11a

ID DV_CERT_1lla
Purpose This certificate is a regular domestic DV certificate, which validity period starts g
effective date of the CVCA and expires after one month.
Verson 1.11
Referred by | ISO7816_J 50, ISO7816 _J 51, 1SO7816 J 52, 1SO7816 J 53
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
7TF49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 31
7F4C OE060904007F00070301020153018 3
5F 25 06 gg
5F24 06 hh
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholer for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the cddifica
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
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jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEO11

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DVKEY_11

Signing Key reference Signed with the private key of key pair
CVCA KEY_00

2.4.10.4 DV_CERT_11b

ID

DV_CERT 11b

Purpose

This certificate is an irregular foreign DV certificate. The signing key is an IS ke

Version

1.11

Referred by

ISO7816_J 50

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 30 31
7F4C OE 060904 00 7F 0007 03 010201530143
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length oftificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length die certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTISDEQO11

Certificate Holder Reference | DETESTDVDEO11

Certificate Holder Authosation | foreign DV, DG 3, DG 4

Certificate effective date CVCAi

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_11

Signing Key reference Signed with the private key of key pair
IS KEY_11
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2.4.10.5 DV_CERT _11c

ID

DV_CERT 1ic

Purpose

This certificate is an irregular domestic DV certificate. The signing key is an IS k

Version

1.11

Referred by

ISO7816_J 51

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 31
7F4C OE 060904 00 7F 0007 03 010201530183
5F25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (&eshy

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the ificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTISDEQO11

Certificate Holder Reference | DETESTDVDEO11

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration ate CVCAg+ 1 month

Public Key reference Public key of key pair DV_KEY_11

Signing Key reference Signed with the private key of key pair
IS KEY 11

2.4.10.6 IS_CERT_11a

ID

IS CERT 1la

Purpose

This certificate is a regular IS certificate.

Version

1.11

Referred by

ISO7816_J 50, ISO7816_J 51, 1SO7816_J 52, 1SO7816_J 53

Content
definition

7F 21 aa
7F 4E bb
5F29 0100
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42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 49 53 44 45 30 31 31
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the @#dicate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is theplaceholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEO11

Certificate Holder Reference DETESTISDEO11

Certificate Holder Authorisatior] IS, DG 3, DG 4

Certificate effective date CVCAx

Certificate expiration date CVCA+ 13 days

Public Key reference Public key of key pair IS_KEY_11

Signing Key referece Signed with the private key of key pair
DV _KEY_ 11

2.4.10.7 IS_CERT_11b

ID

IS CERT 11b

Purpose

This certificate is an irregular IS certificate. The signing key is an IS key.

Version

1.11

Referred by

1ISO7816_J 52

Content

definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 455354 49 53 44 45 30 31 31
7F4C OE 06 0904 00 7F 0007 03 010201530103
5F 25 06 gg
5F 24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object
cc is the encoded length of the Certificate Authority Reference
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ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the phceholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certifiea signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| DETESTISDEO11
Certificate Holder Reference | DETESTISDEO11
Certificate Holder Authorisatior] IS, DG 3, DG 4

Certificate effetive date CVCA

Certificate expiration date CVCA s+ 13 days

Public Key reference Public key of key pair IS_KEY 11

Signing Key reference Signed with the private key of key pair
IS KEY_11

2.4.10.8 IS_CERT_11c

ID IS CERT_11c
Purpose This certificate isan irregular IS certificate. The signing key is a CVCA key.
Version 1.11
Referred by | ISO7816 M 5
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 0D 44 45 54 45 53 54 43 41 44 45 30 31 31
7TF49 eeff
SF 20 0D 444554455354 495344453 03131
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

ee is the encoded lengtif the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the ce#ifica

i is the encoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference] DETESTCADEO11
Certificate Holder Reference | DETESTISDEO11
Certificate Holder Athorisation | IS, DG 3, DG 4
Certificate effective date CVCAqpt 5 months
Certificate expiration date CVCApt+ 6 months
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Public Key reference Public key of key pair IS_KEY_11
Signing Key reference Signed with the private key of key pair
CVCA_KEY_11

2.4.11 Certificate Set 12

This certificate set is used for the certificate structure tests.

2.4.11.1 DV_CERT_12a

ID

DV_CERT 12a

Purpose

This certificate is a domestic DV certificate.

Version

1.11

Referred by

ISO7816_J_25, 1ISO7816_J_35

Content
definition

7F 21 aa
7F 4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 060904 00 7F 00 07 03 01 02015301 83
5F 25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and sigmabjects

bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates publig, ke

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i isthe encoded lengtt the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQO12

Certificate Holder Authorisatior] domesticDV, DG 3, DG 4

Certificate effective date CVCAg + 1 month + 20 days

Certificate expiration date CVCA«+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.11.2 DV_CERT_12b
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ID

DV_CERT 12b

Purpose

Certificate with a wrong ficertifica

Version

1.11

Referred by

ISO7816_J 26

Content
definition

7F 21 aa
7F4F bb

5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 44 56 44 45 30 3
7F4C OE 06 0904 00 7F 00 07 03 01 0201 5301 83
5F25 06 gg
5F24 06 hh

i j

132

5F 37

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length tfe Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placehider for the BCD encoded effective date of the certificate

hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji s the placeholder for the certificates signaturbyies)

Parameter

Certificate Authority Reference

As defined by the CVCA

Certificate Holder Reference

DETESTDVDEOQ12

Certificate Holder Authorisatior

domestic DV, DG 3, DG 4

Certificate effective date

CVCAg + 1 month + 20 days

Certificate expiation date

CVCAg+ 1 month + 25 days

Public Key reference

Public key of key pair DV_KEY_ 12

Signing Key reference

Signed with the private key of key pair
CVCA_KEY_00

2.4.11.3 DV_CERT_12c

ID DV_CERT_12c
Purpose Certificate with aewrbag fHcertifica
Version 1.11
Referred by | ISO7816_J 27
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
7TF49 eeff
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5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 32
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
06 gg

5F 24 06 hh

5F 38 i jj

5F 25

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate AuthgriReference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder fahe BCD encoded expiration date of the certificate

i is the encoded length of the certificates signature object,

ji s the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

As defined by the CVCA

Certificae Holder Reference

DETESTDVDEQ12

Certificate Holder Authorisatior|

domestic DV, DG 3, DG 4

Certificate effective date

CVCAg; + 1 month + 20 days

Certificate expiration date

CVCA+ 1 month + 25 days

Public Key reference

Public key of key pair _KEY 12

Signing Key reference

Signed with the private key of key pair

CVCA KEY 00
2.4.11.4 DV_CERT_12d
ID DV_CERT 12d
Purpose Certificate with an unconsistent #fc
Version 1.11
Referred by | ISO7816 J 28
Content 7F21 aa
definition 7F 4E bb

5F29 0100

42 ccdd

7TF49 eeff

5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 32
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
06 g9

5F24 06 hh

5F 37 i j

5F 25

aa is the encoded combined length of certificate balg signature objects
bb is the encoded length the certificate body objlecreased by one

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)
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ee is the encoded lengtH the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQ12

Certificate Hdder Authorisation| domestic DV, DG 3, DG 4

Certificate effective date CVCA¢: + 1 month + 20 days

Certificate expiration date CVCA«+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the pvate key of key pair
CVCA KEY_ 00

2.4.11.5 DV_CERT_12e

ID DV_CERT_ 12e
Purpose Certificate with an unconsistent #dfc
one by less than the actual signature length)
Version 1.11
Referred by | ISO7816 J 29
Contert 7F21 aa
definition 7F4E bb
5F29 0100
42 ccdd
7TF49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 iijj
aa is the encoded combined length oftifeate body and signature objects
bb is the encoded length the certificate body object,
cc is the encoded length of the Certificate Authority Reference
ddis the placeholder for the Certificate Authority Reference (cc bytes)
ee is the encoded length tife certificates public key,
ff is the placeholder for the certificates public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature obgmreased by onge
ji is the placeholder for the certificates signature (ii+1 bytes)
Parameter | Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQO12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4
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Certificate effective date CVCA¢ + 1 month + 20 days

Certificate expiration date CVCAs+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.11.6 DV_CERT_12f

ID

DV_CERT _12f

Purpose

Certificate with a wrong signature

Version

1.11

Referred by

1ISO7816_J 30

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 0D 4 44554 4553 54 44 56 44 45 30 31 32
7F4C OE 06 0904 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate bobjeot,

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public kgyes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji is the placeholdefor the certificates signature (ii bytdayt byte isincreased by
one (mod 256)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQ12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAg + 1 month + 20 days

Certificate expiration date CVCA«+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00
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2.4.11.7 DV_CERT _12g

ID

DV_CERT 12g

Purpose

Certificate with a wrong signature

Version

1.11

Referred by

1ISO7816_J 31

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 060904007 F 0007 03010201530183
06 99
5F24 06 hh
5F 37 iijj

5F 25

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object,

cc is the encoded length of the Certificate AuthoRBference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encodefkefive date of the certificate

hh is the placeholder for the BCD encoded expiration date of the certificate

i is the encoded length of the certificates signature object,

ji s the placeholder for the certificates signature (ii byitda¥t byte is drqpped
and ii is updated according to the new length

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQ12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCA¢ + 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_ 12

Signing Key reference Signed with the private key of key pg
CVCA _KEY_00

2.4.11.8 DV_CERT_12h

ID

DV_CERT 12h

Purpose

Modification in the certificate public key : O.1.D is missing

Version

1.11

Referred by

1ISO7816_J 37

Content
definition

7F 21 aa
7F 4E bb
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5F29 0100

42 ccdd

7TF 49 ee ff

5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32

7F4C OE060904007F000 703010201530183
5F25 06 gg

5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Refezenc

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee hiytésloes not
contain any O.1.D D.Q,

gg is the plackolder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji s the placeholder for the certificates signatiirbytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQO12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAg + 1 month + 20 days

Certificate exjration date CVCA«+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 00

2.4.11.9 DV_CERT_12i

ID

DV_CERT_12i

Purpose

Modification in the certificate public keywrong O.I.D

Version

1.11

Referred by

1ISO7816_J 36

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 4553 54 44 56 44 45 30 31 32
7F4C OE 060904 00 7F 0007 03 010201530183
5F 25 06 gg
5F24 06 hh
5F 37 iijj
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aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificataithority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee biytEis¢ O.I1.D has
an uncorrect value that does not indicate i€lA: (0.4.0.127.0.7.2.3.X.y),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

jj is the placeholder for the certificategreature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEO12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAg: + 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_ 12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.11.10V_CERT_12]

ID DV_CERT 12
Purpose For ECDSA profile only:
Modification in the certificate public key : the elliptic curve public point is missing
Version 1.11
Referred by | ISO7816 J 38
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
7TF49 eeff

5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 32
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificatethority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee biytBis elliptic
curve public point is missing

gg is the placeholder for the BCD encoded effective date of the certificate
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hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,
jj is the placeholder fdhe certificates signature (ii bytes)

Parameter

Certificate Authority Reference

As defined by the CVCA

Certificate Holder Reference

DETESTDVDEQ12

Certificate Holder Authorisatior

domestic DV, DG 3, DG 4

Certificate effective date

CVCAg: + 1 month+ 20 days

Certificate expiration date

CVCAg+ 1 month + 25 days

Public Key reference

Public key of key pair DV_KEY_12

Signing Key reference

Signed with the private key of key pair
CVCA KEY_00

2.4.11.1DV_CERT_12k

ID

DV _CERT 12k

Purpose

For RSA profile only:

Modification in the certificate public key : the RSA modulus is missing

Version

1.11

Referred by

ISO7816_J 39

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff

5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 31 32
7F4C OE 060904 00 7F 0007 0301 0201530183

5F25 06 gg

5F 24 06 hh

5F 37 iijj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificétethority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee hiytEisg RSA

modulus is missing

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

jj is the placeholder for the certificatg&ignature (ii bytes)

Parameter

Certificate Authority Reference

As defined by the CVCA

Certificate Holder Reference

DETESTDVDEOQ12

Certificate Holder Authorisatior|

domestic DV, DG 3, DG 4

Certificate effective date

CVCAg + 1 month + 20 days
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Cerificate expiration date CVCAi+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.11.1DV_CERT_12|

ID DV_CERT 12l

Purpose For RSA profile only:
Modification in the certificate public key : the RSA public exponent is missing

Version 1.11

Referred by | 1ISO7816_J_40

Content 7F21 aa
definition 7F 4E bb

5F29 0100
42 ccdd
7TF 49 eeff
5F 20 OD 44 4554 45 53 54 44 56 44 45 30 31 32
7F 4C OE 06 09 04 00 7F000703010201530183

5F 25 06 gg
5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length the certificate body object

cc is the encoded length of the Certificate AuthyoReference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee hiytEisg RSA
public exponent is missing

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji s the placeholder for the certificatgignature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEO12
Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAg + 1 month + 20 days

Cerificate expiration date CVCA«+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00
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2.4.11.1DV_CERT_12m

ID

DV_CERT 12m

Purpose

Modification in the certificate yiblic key
For ECDSA profile: an unknown D.O. is present within the EC paramgtera g,

For RSA profile: an unknown D.O. is present within the RSA paramgtérsy 7
00,0)

0

Version

1.11

Referred by

1ISO7816_J 41

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 06 09 04 00 7F 00 07 03 01 0201 5301 83
5F25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certificate body and signatwet®bj

bb is the encoded length the certificate body object

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee Ly#s)unknown
D.O. 6776 is present

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,

ji is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQ12

Certificate Hobler Authorisation| domestic DV, DG 3, DG 4

Certificate effective date CVCAg; + 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed with the pvate key of key pair
CVCA_KEY_ 00

2.4.11.148V_CERT_12n

ID

DV_CERT 12n

Version

Has been merged with DV_CERT_12m in version 1.1
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2.4.11.1DV_CERT_120

ID

DV_CERT 120

Purpose

For RSA profile only:
Certificate with a wrong signature

Version

1.11

Referred by

1ISO7816_J 32

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
7TF 49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 06 0904 00 7F 00 07 03 01 02 01 5301 83
5F25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined lehgif certificate body and signature objects
bb is the encoded length the certificate body object,

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded fgyth of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of théicasi

i is the encoded length of the certificates signature object,

ji s the placeholder for the certificates signature (ii byiteabg signature is
greater than the modulus of the issuing key CVCA_KEY_00, the length of
signature matches the length ofhe modulus

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEOQ12

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCAg + 1 month + 20 days

Certificate &piration date CVCA4+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_ 12

Signing Key reference Signed with the private key of key pair
CVCA_KEY_00

2.4.11.1DV_CERT_12p

ID DV_CERT_12p

Purpose For ECDSA profile only:
The certificategnat ure i s wrong. |t is obtai
with 6006. The | ength of &6r6 is sti
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Version 1.11
Referred by | 1ISO7816_J 33
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
TF49 eeff
5F 20 0D 44 4554 45 53 54 44 56 44 45 30 31 32
7F4C OE 060904 00 7F 00 07 03 01 02015301 83
5F 25 06 gg
5F24 06 hh
5F 37 iijj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length thertificate body object,
cc is the encoded length of the Certificate Authority Reference
ddis the placeholder for the Certificate Authority Reference (cc bytes)
ee is the encoded length of the certificates public key,
ff is the placeholder for the certfites public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii byitegth r = 0
Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEOQ12
Certificate Holder Authorisatior] domestic DV, DG 3, DG 4
Certificate effective date CVCAg: + 1 month + 20 days
Certificate expiration date CVCA+ 1 month + 25 days
Public Key reference Public key of key pair DV_KEY_12
Signing Key reference Signed with the private key of key pair
CVCA_KEY_00
2.4.11.1DV_CERT_12q
ID DV_CERT 12q
Purpose For ECDSA profile only:
The certificate signature is wrong.
with 6006. The | ength of 6s6 is sti
Version 1.11
Referred by | ISO7816_J 34
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
7TF49 eeff
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5F 20 OD 44 45 54 45 53 54 44 56 44 45 30 31 32
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh
5F 37 iijj

aa is the encoded combined length of certifecbody and signature objects
bb is the encoded length the certificate body object,

cc is the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

ee is the encoded length of thertificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
i isthe encoded length of the certificates signature object,

ji s the placeholder for the certificates signature (ii byitegth s = 0

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEOQO12
Certificate Holder Authorisationn domestic DV, DG 3, DG 4

Certificate effective date CVCAg; + 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY_12

Signing Key reference Signed withthe private key of key pair
CVCA_KEY_00

2.4.12 Certificate Set 13

This certificate set defines a link certificate used to update the chip signature mechanism according to
the migration policy as defined by the manufacturer. The cryptographic elements afitifisates

MUST use the new mechanisms besides the signature of the LINK_CERT_13 which is done with the
original signature mechanism. This certificate
supported.

2.4.12.1 LINK_CERT_13

Note for ECDSA profile: Sincthe crypto mechanism is changed by this certificate, the domain
parameter MUST be included in this certificate.

ID LINK_CERT 13

Purpose For MIG profile only:

This certificate is a link certificate, which defines a new crypto mechanism to be
by chip.

Version 1.11

Referred by | ISO7816_N_1

Content 7F21 aa
definition 7F 4E bb

5F29 0100

65224



Test plan for eMRTDs with EACv1

42 0D 44 4554 45 53 54 43 41 44 45 30 30 39
7TF 49 eeff
5F 20 0D 44 4554 4553 54 43 41 44 45 30 31 33
7F4C OE060904007F0007030102015301C 3
5F25 06 gg
5F24 06 hh
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder fahe certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signadbject,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTCADEO11

Certificate Holder Reference | DETESTCADEO13

Certificate Holder Authorisatiorf CVCA, DG 3, DG 4

Certificate effective date CVCAgp+ 7 months

Certificate expiration date CVCAexp* 10 month

Public Key reference Public key of key pair CVCA_KEY_13

Signing Key reference Signed with the private key of key pair
CVCA_KEY_ 11

2.4.12.2 DV_CERT_13

ID DV_CERT 13
Purpose For MIG profile on ly:
This certificate is a domestic DV certificate, which was issued by the new CVC#
Version 1.11
Referred by | ISO7816 N _1
Content 7F21 aa
definition 7F 4E bb
5F29 0100
42 0D 44 4554 45 53 54 43 41 44 45 30 31 33
7TF 49 eeff

5F20 0D 44455 4455354 4456 44 45 30 31 33
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F25 06 gg
5F24 06 hh

5F 37 iijj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object
eeis the encoded length of the certificates public key,
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ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded exporatiate of the certificate

ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTCADEQ13

Certificate Holder Reference DETESTDVDEO13

Certificate Holder Authorisatior] domestic DV, DG 3, DG 4

Certificate effective date CVCApt+ 7 months

Certificate expiration date CVCAep* 8 months

Public Key reference Public key of key pair DV_KEY_13

Signing Key reference Signed with the pviate key of key pair
CVCA_KEY_13

2.4.12.3IS_CERT_13

ID

IS CERT 13

Purpose

For MIG profile only:
This certificate is a regular IS certificate, which is issued byp¥MeCERT 13

Version

1.11

Referred by

1ISO7816 N_1

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 31 33
7TF 49 eeff
5F 20 0D 44 4554 4553 54 49 53 44 45 30 31 33
7F4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F 24 06 hh
5F 37 iijj

aais the encodedombined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
il is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signatiirbytes)

Parameter

Certificate Authority Reference| DETESTDVDEO013

Certificate Holder Reference DETESTISDEO13

Certificate Holder Authorisatior IS, DG 3, DG 4

Certificate effective date CVCA.p + 7 months

Certificate expiration date CVCA.p+ 8 manths

Public Key reference Public key of key pair IS_KEY_13
Signing Key reference Signed with the private key of key pair
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| | DV _KEY 13

2.4.13 Certificate Set 14

The certificate set follows a certification scheme where the DV and IS contain public key infarmatio
from a generated key whose lengths are shorter than the CVCA key length.

2.4.13.DV_CERT _l4a

ID DV_CERT_1l14a
Purpose This certificate is a regular domestic DV certificate which is issued by the CVCA
Version 1.11
Referred by | 1ISO7816_J 56
Content 7F 21 aa
definition 7F 4E bb
5F29 0100
42 ccdd
TF49 eeff

5F 20 0D 44 45 54 45 53 54 44 56 44 45 30 30 34
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 81
5F25 06 gg
5F24 06 hh
5F 37 iijj

aais the encoded combined length of certificate banty signature objects
bbis the encoded length the certificate body object

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificapemlic key,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encodeténgth of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter | Certificate Authority Reference| As defined by the CVCA
Certificate Holder Reference | DETESTDVDEO14
Certificate Holder Authorisatior] domestic DV, DG 3, DG4

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY_14a

Signing Key reference Signed with the private key of key pair
CVCA KEY_00

2.4.13.DV_CERT_14b

68/224



Test plan for eMRTDs wit EACv1

ID

DV_CERT_14b

Purpose

Certificate with a wrong (short) public key.

For RSA profile, same Algorithm | de
shorter than the CVCAOGs key modul us

For ECDSA profile, same Al gor imetarsarel
di fferent and have a shorter pri me
should be adapted if necessary.

Version

1.11

Referred by

1ISO7816_J 55

Content
definition

7F 21 aa
7F4E bb
5F29 0100
42 ccdd
TF 49 eeff
5F 20 0D 444554 4553 54 44 56 44 45 30 30 34
7F4C OE 060904 007F000703010201530181
06 99
5F24 06 hh
5F 37 iijj

5F 25

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate bobjeat

ccis the encoded length of the Certificate Authority Reference

ddis the placeholder for the Certificate Authority Reference (cc bytes)

eeis the encoded length of the certificates public key,

ff is the placeholder for the certificates public keyelsy(ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholddior the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| As defined by the CVCA

Certificate Holder Reference | DETESTDVDEO014
Certificate Holder Authorisatior] domestic DV, DG 3, DG4
Certificate effective date CVCAx

Certificate expiration date CVCAg+ 1 month

Public Key reference Public key of key pair DV_KEY_ 14b

Signing Key reference Signed with the private key of key pair

CVCA_KEY_00

2.4.13.1IS_CERT_14a

ID

IS CERT l4a

Purpose

This certificate is a regular IS certificatehich is issued by the DV_CERT_14

Version

1.11

Referred by

1ISO7816_J 55

Content
definition

7F 21 aa
7F 4E bb
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5F29 0100
42 0D 44 45 54 45 53 54 44 56 44 45 30 30 31
7TF 49 ee ff
5F 20 0D 44 4554 45 53 54 49 53 44 45 30 30 31
7F4C OE0609 04007F000703010201530103
5F25 06 gg
5F24 06 hh
5F 37 i jj

aais the encoded combined length of certificate body and signature objects
bbis the encoded length the certificate body object

eeis the encoded length of the certificates pukéy,

ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded Igth of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference| DETESTDVDEO014

Certificate Holder Reference | DETESTISDEO14

Certificate Holder Authorisatior| IS, DG 3, D&4

Certificate effective date CVCA

Certificate expiration date CVCAg+ 14 days

Public Key reference Public key of key pair IS_KEY_14a

Signing Key reference Signed with the private key of key pair
DV_KEY_14b

2.4.13.2 I1S_CERT _14b

ID IS CERT 14b
Purpose Certificate with a wrong (short) Public key.
For RSA profile, same Algorithm Identifier but IS key modulus length is shorter 1
t he DVCAds key modulus | ength.
For ECDSA profile, same Algorithm Identifier but IS key domain parameters are
differentandhve a shorter prime | ength t hj
should be adapted if necessary.
Version 1.11
Referred by | ISO7816 J 56
Content 7F21 aa
definition 7F4E bb
5F29 0100
42 0D 44 45 54 4553 54 44 56 44 45 30 30 31
7TF49 eeff

5F 20 0D 44 45 54 45 53 54 49 53 44 45 30 30 31
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F25 06 gg
5F24 06 hh

5F 37 iijj
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aais the encoded combined length of certificate body and signature objects

bbis the encoded length the certitiedbody object
eeis the encoded length of the certificates public key,
ff is the placeholder for the certificates public key bytes (ee bytes),

ggis the placeholder for the BCD encoded effective date of the certificate
hhis the placeholder for the BCheoded expiration date of the certificate

ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certificate Authority Reference

DETESTDVDEQ014

Certificate Holder Refererc DETESTISDEO14
Certificate Holder Authorisatior] IS, DG 3, DG 4
Certificate effective date CVCA

Certificate expiration date

CVCA+ 14 days

Public Key reference

Public key of key pair IS_KEY_14b

Signing Key reference

Signed with the privatkey of key pair
DV_KEY_ 14a
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3 Tests for layer 6 (ISO 7816)

This chapter defines the additional tests required for the extended command set used by the extended
access control mechanisms.

3.1 Test case notation

The test cases defined below specify a set of camdhAPDU which have to be sent to the test
sample. While some parts of these APDUs are fixed, other elements have variable values which
cannot be defined in general. The variable parts are marked by placeholder values which have to be
replaced by the actusalues. The following placeholders commonly used and therefore defined here

in a global manner. All other placeholders are defined within the corresponding test case definition.

Placeholder Definition
<L The length byte containing the length of the?U command data.
<Le> The length byte containing the length of the requested response data. Dep

on the size of <Lc> the <Le> element must consist of one or two bytes
(extended length). See ISO 7846 5In ahy cdmmand-response pair
comprising both Lcand Lefields (see ISO/IEC 7816-3), short and extended
length fields shall not be combined: either both of them are short, or both of
them are extended. 0

<L, > The encoded length of the data object

<Cryptogram> The encrypted part of a Secure Maging APDU. The data content of this
cryptogram is defined in the corresponding test case definition.

<Checksum> The cryptographic checksum which is calculated over the protected parts ¢
Secure Messaging command.

<fid.EF.CVCA> With version 1.1 oftie EAC specification a passport may define a different f
ID (fid) for the EF.CVCA file. This definition can be done in the
TerminalAuthentication element in data group 14. If this is the case for t
test object, this placeholder has to be set to thepuat specific file ID for
the EF. CVCA fil e, ot herwise this
1Co.

<sfi.EF.CVCA> With version 1.1 of the EAC specification a passport may define a different
short file 1D (sfi) for the EF.CVCA file. This defition can be done in the
TerminalAuthentication element in data group 14. If this is the case for t
test object, this placeholder has to be set to the passport specific short 1
for the EF.CVCA file, otherwise this placeholder is set to the defalue of
61Co.

Note: It may happen that there is only a fid defined in the

TerminalAuthenticationIinfo element, but NO sfi. In this case, the correspon

test cases have to be skipped.

3.2 General requirements

3.2.1 Security Status

According to the definition inhie ICAO supplement documents [R5] and the EAC specification [R2]
the Secure Messaging session SHOULD be aborted if and only if a secure messaging error occurs.
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In respect to the Chip Authentication mechanism the EAC specification contains an additional
specification about the security status:

Security Status

If Chip Authentication was successfully performed, Secure Messaging is restarted
using the derived session keys Kyac and Kegne. Otherwise, Secure Messaging is
continued using the previously established session keys (PACE or Basic Access
Control).

Referencd : Security Status definition in the EAC specification

Base on these definitions, all responses received during the test cases MUST be coded in secure
messaging context unlestated different in the test case. The test setup MUST check this and MUST
verify the cryptographic checksum.

3.2.2 Extended length APDUs

If the size of cryptographic keys leads to certificates that exceed the size of a standard APDU, all
appropriatecommands hee to be performed as extended length APDUWEtended length APDUs
have to be managed accordiegpbtonsé¢Rpgairsbause 5.

3.3 Unit1ISO7816_Hi Security Conditions for EAC protected MRTDs

On an EAC protected eMRTD, the data groups contairsi@gsitive biometric data MUST be
protected by the terminal authentication mechanisms. While all other data groups are accessible after
the AOpen ePassport Ahap beéncparformedn the data graue 8 and/ar 4 [ R2
MUST only be accessibletaf a successful terminal authentication process.

Al test cases of this test unit which require
performed twice (one test run with BAC and one with PACE) if the chip supports both protocols. If
the chip mly supports one of these protocols (BAC or PACE), only one test run has to be performed
with the supported protocol used in the AOpen e

Note: Chip Authentication must be performed as described in dR2][R11]either withcommand
MSE:SeKAT or command$SE:SefAT andGeneral Authenticate

3.3.1 Testcase ISO7816 H 1

Test- ID ISO7816 H 1

Purpose SELECT command for EF.DG3 within an established PACE or BAC session,
before the terminal authentication mechanism has been pedor

Version 1.2

Profile TA, DG3

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario 1. Send the given SELECT APDtdthd or

eMRTD. Though PACE or BAC and the CA mechanisms have been
performed, the access to the data group 3 MUST be denied.

60C A4 02 0C 15 87 09 01 <Crypt
<Checksum> 00650

¢ <Cryptogram> contains the enc
2. Send the follonng READ BINARY command to the eMRTD:
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60C BO 00 OO OD 97 01 01 8E 08

Expected resulty

1. 1 SO checking error or 0690 000 v
returns an ISO checking error, the next step SHALL be skipped.

2. IS0 checking error vihin a valid SM response

3.3.2 Testcase ISO7816_H 2

Test- ID ISO7816 H 2

Purpose SELECT command for EF.DG4 within an established PACE or BAC session,
without the terminal authentication

Version 1.2

Profile TA, DG4

Preconditions 1. The "Open ePassporpfilication" procedure MUST have been

performed.
2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario

1. Send the given SELECT APDU for
eMRTD. Though PACE or BAC and the CA mechanisms have been
performed, the access to the data group 4 MUST be denied.

60C A4 02 0C 15 87 09 01 <Crypt
<Checksum> 006
e <Cryptogram> contains the enc

2. Send the following READ BINARY command to the eMRTD:
60C BO 00 00 OD 97 01lcRkRiubE 08479

Expected result

1. 1 SO checking error or 0690 000 v
returns an ISO checking error, the next step SHALL be skipped

2. 1SO checking error within a valid SM response

3.3.3 Testcase ISO7816_H 3

Test- ID ISO7816 H 3

Purpose READ BINARY command with SFI for EF.DG3 within an established PACE (
BAC session, but without the terminal authentication

Version 1.2

Profile TA, DG3

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Aithentication mechanism MUST have been performed, tog

Test scenario

1. Send the given READ BI NARY APDJU
eMRTD. Though PACE or BAC and the CA mechanisms have been
performed, the access to the data group 3 MUST be denied.

60C B® 80 OD 97 01 01 8E 08 <Ch

Expected result

1. 1SO checking error within a valid SM response

3.3.4 Testcase ISO7816 H 4

Test- ID

1ISO7816_H_4
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Purpose READ BINARY command with SFI for EF.DG4 within an established PACE ¢
BAC session, but without theriminal authentication

Version 1.2

Profile TA, DG4

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario

1. Send the given READ BINARY APDU forle. DG4 ( SFI 06 (
eMRTD. Though PACE or BAC and the CA mechanisms have been
performed, the access to the data group 4 MUST be denied.
60C BO 84 00 OD 97 01 01 8E 08

Expected resulty

1. ISO checking error within a valid SM response

3.3.5 Testcase ISO7816 H 5

Test- ID ISO7816 H 5

Purpose READ BINARY command with odd instruction byte and SFI for EF.DG3 withi
an established PACE or BAC session, but without the terminal authentica

Version 1.2

Profile TA, DG3, OddIns

Preconditions

1. The"Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario

1. Send the given READ BI NARY APDJU
eMRTD. Though PACE or BAC and the CA mechanisrrgehbeen
performed, the access to the data group 3 MUST be denied.
60C B1l 00 03 g>%Cnppogramk 97 0107 8E
08 <Checksum> 006

e The cryptogram contains the encrypted data
object 54 with the encoded offset of 00
654 01 006

Expected result

1. 1SO cheging error within a valid SM response

3.3.6 Testcase ISO7816 H 6

Test- ID ISO7816 H 6

Purpose READ BINARY command with odd instruction byte and SFI for EF.DG4 withi
an established PACE or BAC session, but without the terminal authentical

Version 1.2

Profile TA, DG4, Oddins

Preconditions

1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario

1. Send the given READ BI NARY APDJU
eMRTD. Though PACE or BAC and the CA mechanisms have been
performed, the access to the data group 4 MUST be denied.
60C B1l 00 04 gP>&Cnppogramk 97 01 07 8E
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08 <Checksum> 006

e The cryptogram contains the encrypted data
object 54 with the encoded offset of 00
654 01 006

Expected resulty

1. 1SO checking error within a valid SM response

3.3.7 Testcase ISO7816_H 7

Test- ID ISO7816 H 7

Purpose SELECT command for EF.CVCA without established PACE or BAC session
Version 1.2

Profile TA

Preconditions 1. The "Open ePaport Application" procedure MUSNIOT have been

performed.

2. The filelD information from data group 14 TerminalAuthenticationinfo
element must be used if present. Otherwise the default value has to
used.

Test scenario

1. Select the ePassport application.
600 A4 04 0OC 07 AO0O 00 00O 02 47

2. Send the given SELECT APDU for EF.CVCA (<fid.EF.CVCA>) to the
eMRTD. Since the "Open ePassport Application" procedure has not
performed, the access to this file MUST be denied.
600 A4 02 <OGAEF.C2CA>

3. Somechip implementations allow the selection of a protected file. In tf
cases an additional READ BINARY SHOULD be used to verify that a
least the READ BINARY command is prohibited.

600 BO 00 OO0 0160

Expected resulty

1. 1 SO checking er rnoesporse witliodt Seclred 6 a
Messaging
If this step returalSO checking errgrthe next steps SHALL be skipped

2. 1SO checking error or 0690 000 4
Messaging

3. IS0 checking error as a plain response without Secure Messaging

3.3.8 Testcase ISO7816 H 8

Test- ID ISO7816 H 8

Purpose READ BINARY command with SFI for EF.CVCA without established PACE ¢
BAC session

Version 1.2

Profile TA

Preconditions

1. The SFl information from data group 14 TerminalAuthenticationinfo
element must be usédoresent. Otherwise the default value has to be
used. If the TerminalAuthenticationinfo element specifies a file ID, by
short file ID, this test case is skipped.

Test scenario

1. Select the ePassport application.
600 A4 04 0OC 07 AO0O 00 00O 02 47

2. Send the given READ BINARY APDU for EF.CVCA (<sfi.EF.CVCA>)
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to the eMRTD. Since the "Open ePassport Application" procedure ha
been performed, the access to the EF.CVCA has to be denied.

600 BgH.EF.CVCA>00 0106
Expected resulty 1. ISOcheckingerroor 690 0006 as a plain r
Messaging.

If this step returalSO checking errgrthe next steps SHALL be skipped
2. 1S0O checking error as a plain response without Secure Messaging

3.3.9 Testcase ISO7816 H 9

Test- ID ISO7816 H 9

Purpose READ BINARY command with odd instruction byte and with SFI for EF.CVC;
without established PACE or BAC session

Version 1.2

Profile TA, Oddins

Preconditions

1. The SFl information from data group 14 TerminalAuthenticationinfo
element must be used if present. @thise the default value has to be
used. If the TerminalAuthenticationIinfo element specifies a file ID, by
short file ID, this test case is skipped

Test scenario

1. Select the ePassport application.
600 A4 04 0OC 07 AO0O 00 00O 02 47

2. Send the given RAD BINARY APDU for EF.CVCA (<sfi.EF.CVCA>)
to the eMRTD. Since the "Open ePassport Application" procedure ha
been performed, the access to the EF.CVCA has to be denied.
600 B1<si.BF.CVCA> 03540100 0706

Expected result

1. ISOcheckingerrorad 90 0006 as a plain res
Messaging.
If this step returalSO checking errgrthe next steps SHALL be skipped

2. 1S0O checking error as a plain response without Secure Messaging

3.3.10 Test case ISO7816_H 10

Test- ID ISO7816 H 10

Purpose READ BINARY command with odd instruction byte and with FID for EF.CVC|
without established PACE or BAC session

Version 1.2

Profile TA, Oddins

Preconditions

1. The filelD information from data group 14 TerminalAuthenticationinfo
element must be used if present. @thise the default value has to be

used.
Test scenario 1. Select the ePassport application.
600 A4 04 OC 07 AO0O OO OO 02 47

2. Send the given READ BINARY APDU for EF.CVCA (<fid.EF.CVCA>)
to the eMRTD. Since the "Open ePassport Application" procedureoha
been performed, the access to the EF.CVCA has to be denied.

600 BfidEF.CVCA> 035401 00 076
Expected result 1. 1 SO checking error or 0690 0006 4
Messaging.
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If this step returalSO checking errgrthe next steps SHALhe skipped.
2. 1S0O checking error as a plain response without Secure Messaging

3.3.11 Test case ISO7816_H_11

Test- ID ISO7816 H 11

Purpose READ BINARY command with odd instruction byte and FID for EF.DG3 with|
an established PACE or BAC session, but withoutdhminal authentication

Version 12

Profile TA, DG3, OddIns

Preconditions

1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanism MUST have been performed, tof

Test scenario

1. Sendthe given READ BINARYRDU f or EF. DG3 (F
eMRTD. Though "Open ePassport Application" procedure and the C/
mechanisms have been performed, the access to the data group 3 M
be denied.
60C Bl 01 03 gPECnpogramk 9701 07 8E
08 <Checksum> 005b

e Thecrypt ogram contains the encrypted data
object 54 with the encoded offset of 00
654 01 006

Expected result

1. 1SO checking error within a valid SM response

3.3.12 Test case ISO7816_H_12

Test- ID ISO7816 H 12

Purpose READ BINARY command with odd instruction byte aRtD for EF.DG4 within
an established PACE or BAC session, but without the terminal authentica

Version 1.2

Profile TA, DG4, OddIns

Preconditions

1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanidflJST have been performed, too.

Test scenario

1. Send the given READ BI NARY APDL
eMRTD. Though "Open ePassport Application" procedure and the C/
mechanisms have been performed, the access to the data group 4 M
be denied.

60 @101041785<L gs> <Cryptogram> 97 01 07 8E
08 <Checksum> 00650

s The cryptogram contains the encrypted data
object 54 with the encoded offset of 00
6054 01 006

Expected resulty

1. 1SO checking error within a valid SM response
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3.3.13 Test case ISO7816_H 13

Test- ID ISO7816 H_ 13

Purpose SELECT command for EF.CVCA with established PACE or BAC session
(Positive test)

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The filelD information from data group 14eiminalAuthenticationinfo
element MUST be used if present. Otherwise the default value has tg
used.

Test scenario

1. Send the given SELECT APDU for EF.CVCA (<fid.EF.CVCA>) to the
eMRTD.
0600C A4 02 O0C 291 <€Eptogram> 8E 08
<Checksum> 00606

e The cr yptogram contains the encrypted filelD of
the EF.CVCA file <fid.EF.CVCA>0
2. According to [R2], the size of the EF_CVCA MUST be 36 bytes. So tr

read the entire EF.CVCA file with a single READ BINARY Command,
60C BO 00 00O OD 97 01 24 8E 08

Expected resulty

1. 690 006 within a valid SM respo
2. 36 bytes of content data and 06¢

3.3.14 Test case ISO7816_H_14

Test- ID ISO7816 H 14

Purpose READ BINARY command with SFI for EF.CVCA with established PACE or
BAC session (Positive test)

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The SFIl information from data group 14 TerminalAuthenticationinfo
element must be used if present. Otherwise the default value has to
used. Ifthe TerminalAuthenticationInfo element specifies a file ID, but
short file ID, this test case is skipped.

Test scenario

1. Send the given READ BINARY APDU for EF.CVCA (<sfi.EF.CVCA>)
to the eMRTD According to [R2], the size of the EF_CVCA MUST be
bytes. So try to read the entire EF.CVCA file with a single READ
BINARY Command
6 0C RB4gi.EF.CVCA> 000D 97 01 24 8E 08 <Checksum>
0006

Expected resulty

1. 36 bytes of content data and 6¢

3.3.15 Test case ISO7816 _H 15

Test- ID

1ISO7816 H_15
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Purpose READ BINARY command with odd instruction byte and with SFI for EF.CVC|
with established PACE or BAC session (Positive test)

Version 1.2

Profile TA, OddIns

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The SFlinformation from data group 14 TerminalAuthenticationinfo
element must be used if present. Otherwise the default value has to
used. If the TerminalAuthenticationinfo element specifies a file ID, by
short file ID, this test case is skipped

Test senario

1. Send the given READ BINARY APDU for EF.CVCA (<sfi.EF.CVCA>)
to the eMRTD According to [R2], the size of the EF_CVCA MUST be
bytes. So try to read the EF.CVCA file with a single READ BINARY
Command
60C B1<sfi.BF.CVCA> 1785<L
01 26 8E 08 <Checksum> 00

e The cryptogram contains the encrypted data
object 54 with an encoded offset of 00
654 01 006

gs> <Cryptogram> 97

Expected result

1. 38 bytes of data including the tag 53 and the BER encoded length. Tl
Status must be 0690 pftededbyBécere r e s
Messaging.

3.3.16 Test case ISO7816_H_16

Test- ID ISO7816 H 16

Purpose READ BINARY command with odd instruction byte and with FID for EF.CVC]|
with established PACE or BAC session (Positive test)

Version 1.2

Profile TA, OddIns

Preconditios 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The filelD information from data group 14 TerminalAuthenticationinfo
element must be used if present. Otherwise the default value has to
used.

Test scenario

2. Send the given READ BIARY APDU for EF.CVCA (<fid.EF.CVCA>)
to the eMRTD According to [R2], the size of the EF_CVCA MUST be
bytes. So try to read the EF.CVCA file with a single READ BINARY
Command
60C BfidEF.CVCA> 1785<L
26 8E 08 <Checksum> 00

e The cryptogram contains the encrypted data
object 54 with an encoded offset of 00

85> <Cryptogram> 97 01

654 01 006
Expected resulty 1. 38 bytes of data including the tag 53 and the BER encoded length. Tl
Status must be 690 006. The res§g
Messaging.
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3.4 Unit1ISO7816_11 Chip Authentication (MSE:Set KAT)

The chip authentication mechanism uses the manage security environment command to verify that the
chip is genuine. The inspection system and the eMRTD generate a shared secret based of the public
key datastored in the data group 14 of the document. This secret is used to derive new session keys
for the continued secure messaging session. The genuineness of the MRTD chip is implicitly verified

by its ability to perform Secure Messaging using the new geksigs. The test cases specified in this
unit verify the correct i mplementati oand[BIl] t he d

The data group 14 may contain an optional key reference identifier. This is useful if the chip supports
multiple keys for Chip Authentication. The MSE:Set Kat command can be called either with implicit
key selection if no key reference is included in DG14 or with the explicit key reference defined in the
DG 14 element. All tests in this unit SHOULD be used with implari explicit key reference
depending on the presence of the key reference element in DG14.

The data group 14 may contain more than one ChipAuthenticationPublicKeylnfo. In this case, all
appropriate tests must be performed for each key used with 3DE&haitgdrhe corresponding test
case is only rated as RASSIf all passes are completed successfully. For test cases where the
ChipAuthentication mechanism is just used a precondition always the first key is used.

All test cases of thistestunitwhichreque t he fAOpen ePassport Applicat
performed twice (one test run with BAC and one with PACE) if the chip supports both protocols. If

the chip only supports one of these protocols (BAC or PACE), only one test run has to be performed
witht he supported protocol used in the fAOpen ePas

3.4.1 Testcase ISO7816 | 1

Test- ID ISO7816 | 1

Purpose MSE:Set KAT command with correct ephemeral public key

Version 1.2

Profile CA_KAT

Preconditions 1. The "Open ePassport Applicatioprocedure MUST have been
performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral key pair.

Test scenario 1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0:<C8@t odram>8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
91 <L ¢;> <ephemeral public key>
84 <L g4> <private key reference>

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAutheitationPublicKeylnfo structure
stored in the data group 14.
2. To verify the chips ability to continue the Secure Messaging with the |

session keys, theommand APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the new session keys.

Expected result 1. 890 006 in a valid Secure Messs§g
encoded with the session keys derived in step 1 of the test preconditi

2. 690 @ 0ald Secare Messaging response. The returned data MU|
encoded with the NEW session keys.
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3.4.2 Testcase ISO7816_1_2

Test- ID ISO7816 | 2

Purpose MSE:Set KAT command with correct ephemeral public key, but afterwards th
session keys are used.

Version 1.2

Profile CA_KAT

Preconditions 1. The "Open ePassport Application” procedure MUST have been

performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral key pair.

Test scenario

1. Sendthe given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4> <private key reference>

e The private key reference MUSE lincluded in the APDU if and only
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.

2. Instead of using the new session keys, the session keys derived in st
the test preconditions are used to send tharG@and APDU as defined in
the ICS Annex A Table2) SM-protected APDU.

Expected resulty

1. 690 006 in a valid Secure Messa
encoded with the sessionylsederived in step 1 of the test preconditions

2. 1SO checking error. The chip MUST delete the session keys derived |
step 1 of the test preconditions and MUST NOT accept any APDUS w
these session keys. The error must be a returned as plain responsé v
Secure Messaging.

3.4.3 Testcase ISO7816 | 3

Test- ID ISO7816 | 3

Purpose MSE:Set KAT command witmvalid ephemeral public key (different key size)

Version 1.2

Profile CA_KAT, ECDH

Preconditions 1. The "Open ePassport Application" procedure MUST haenb
performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral key pair.

Test scenario

1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<C8p@tograrh> 8E 08
<Checksum> 0 0 6

s <Cryptogram> contains the following encrypted data objects
91 <L ¢;> <ephemeral public key>
84 <L g,> <private key reference>
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2.

¢ The ephemeral public key MUST be generated with domain
parameters specifying a different key size (e.g. for a 224 bit key ir|
DG14 a 192 bit ephemeral key pair is created)

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.

To verify that the session keys derived in steyf the test preconditions
can still be used, theommand APDU as defined in theS (Annex A
Table2) must be send as Sptotected APDU using the session keys
derived in step 1 of thest precondition.

Expected resulty

| SO checking error, or warning
there are invalid domain parameters used to generate the ephemeral
pair, the key agreement process MUST always fail.

690 0006 i n Messaygimglresptnses Ehe netureed data MUS]
encoded with the session keys derived in step 1 of the test preconditi

3.4.4 Testcase ISO7816 | 4

Test- ID ISO7816 | 4
Purpose MSE:Set KAT command with a valid ephemeral public key, but without
established PEE or BAC session
Version 1.2
Profile CA _KAT
Preconditions 1. The "Open ePassport Application" procedure MUST NOT have been
performed.
2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read BEFORE to be able to generate an eathéme pair.
Test scenario 1. Select the ePassport application.
600 A4 04 0OC 07 AO0O 00 00 02 47
2. Send the given MSE APDU to the eMRTD.
600 22 41 A6 <d>c<epheéngral public key>
84<L g> <private key reference>50
e The private key reference MUSE lincluded in the APDU if and only
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.
3. To verify that the chip does not activate the new session keys based
key agreement, theommand APDU as defined ihg ICS Annex A
Table2) must be send as Sptotected APDU using the new session ke
based on step 2.
Expected result 1. 1 SO checking error or 0690 0006 4
Messaging.
If this step returalSO checking errgrthe next steps SHALL be skipped
2. 1S0 checking error. The "Open ePassport Application" procedure MU
have been performed before the Chip Authentication can be done. TH
error code SHALL be returned as plaata without SM encoding.
3. IS0 checking error. The error code SHALL be returned as plain data
without SM encoding.
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3.4.5 Testcase ISO7816 | 5

Test- ID

1ISO7816 | 5

Purpose

MSE:Set KAT command with a valid ephemeral public key, but without
SecureMessaging

Version

1.2

Profile

CA_KAT

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read BEFORE to be able to generate an ephemeral key p

Test scenan

Send the given MSE APDU to the eMRTD.
600 22 41 A6 <d>c<ephéngral public key>
84<L g> <private key reference>0

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeyInfo sturet
stored in the data group 14.

To verify that the chip does not activate the new session keys based
key agreement, theommand APDU as defined in the IC&fiex A
Table2) must besend as Shprotected APDU using the new session ke

To verify that the chip has deleted the session Heyised in step 1 of the
test preconditiongheCommand APDU as defined in the IC&hex A
Table2) must be send as Sptotected APDU using the session keys
derived in step 1 of the test preconditions

Expected result

ISO checking error. The use of SecureMessaging SHALL be enforce
the chip. The error code SHALL be returnegksn data without SM
encoding.

ISO checking error. The error code SHALL be returned as plain data
without SM encoding.

ISO checking error. The error code SHALL be returned as plain data
without SM encoding.

3.4.6 Testcase ISO7816 | 6

Test- ID ISO7816_| 6

Purpose MSE:Set KAT command with correct ephemeral public key but invalid class |

Version 1.2

Profile CA KAT

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The ChipAuthenticationPublicKeyInfo stored in data grodgViUST

have been read to be able to generate an ephemeral key pair.

Test scenario 1. Send the given MSE APDU to the eMRTD.

68C 22 41 A6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the following encrypted data objects
91 <L ¢;> <e phemeral public key>
84 <L g4> <private key reference>
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e The class byte has been set to an invalid value of 8C.

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in he data group 14.

2. To verify that the chip does not activate the new session keys, the
Command APDU as defined in the IC&fex A Table2) must be send
as SMprotected APDU using the newssion keys.

Expected resulty 1. ISO checking error. Note that the behaviour of the chip regarding the
Secure Messaging context is undefined. Therefore this error can be
returned in plain or as an SM response.

2. 1S0 checking error. Note since invalid sesdiegs are used, the chip
MUST return a Secure Messaging error in a plain response regardleg
the Secure Messaging session was already closed in step 1.

3.4.7 Testcase ISO7816 | 7

Test- ID ISO7816 | 7

Purpose MSE:Set KAT command with invalid data object fagthe ephemeral public key

Version 1.2

Profile CA KAT

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephkkey pair.

Test scenario 1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<C8ptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
93 <L 43> <ephemeral public key>
84 <L g4> <private key reference>

e The data object for the ephemeral public key has an invalid tag 93
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.
2. To verify that the sesion keysderived in step 1 of the test preconditiong
are still valid, the&Command APDU as defined in the IC&nhex ATable

2) must be send as Sptotected APDU using the session keys\d=tiin
step 1 of the preconditions.

Expected resulty 1. ISO checking error. The error MUST be encoded in a Secure Messag
response using the session keys derived in step 1 of the test preconc

2. 690 0006 and a valid SecueddataMESTs
be encoded with the session keys derived in step 1 of the test
preconditions.

3.4.8 Testcase ISO7816 | 8

Test- ID ISO7816 | 8

Version Deleted in version 1.1
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3.4.9 Testcase ISO7816 | 9

Test- ID ISO7816 | 9

Purpose MSE:Set KAT providing a (0,0) puisl key

Version 1.2

Profile CA_KAT, ECDH

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral key pair.

Test scenario

1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
91 <L ¢;> <ephemeral public key>
84 <L g,> <private key reference>

e Thepublickeyhs to be coded as 0604 |
Ssize according to the pri me,

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the dta group 14.
2. To verify that the session kegerived in step 1 of the test preconditiong
are still valid, the&Command APDU as defined in the IC&nhex ATable
2) must be send as Sptotected APDU using the session keys derived
step 1 of the test preconditions.

Expected resulty

1.1 SO checking error or warning ¢
key validation is not done, ECDH computation SHOULD fail with this
input. The error MUSDe encoded in a Secure Messaging response u
the session keys derived in step 1 of the test preconditions.

2. 690 006 in a valid Secure MessHg
encoded with the session keys derived in step 1 of the test preconditi

3.4.10 Test case ISO7816_| 10

Test- ID ISO7816 | 10

Purpose MSE:Set KAT test borderline cases forand y coordinates (small x coordinate]
Version 1.2

Profile CA_KAT, ECDH

Preconditions

1. The "Open ePassport Application" procedure MUST have been
performed

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral public key pair.
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Test scenario

1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<C8yptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4> <private key reference>

e Use an ephemeral public key with agoordinate requiring less than
[logzse q] bytes to be represented. Pad with prepended zers. [t
details on q see [R7])

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.

2. To verify the chips ability to continue the Secure Messawitig the new
session keys, theommand APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the new session keys.

Expected result

1. 690 006 i reMassagiaglrasgbns& €he teturned data MUS
encoded with the session keys derived in step 1 of the test preconditi

2. 690 006 in a valid Secure Messsg
encoded with the new session keys.

3.4.11 Test case ISO7816_| 11

Test- ID ISO7816 | 11

Purpose MSE:Set KAT test borderline cases forand y coordinates (large x coordinate)

Version 1.2

Profile CA_KAT, ECDH

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The ChipAuthenticationkblicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral public key pair.

Test scenario

1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains thelfowing encrypted data objects
91 <L ¢;> <ephemeral public key>
84 <L g4> <private key reference>

e Use a ephemeral public key with aiteordinate having its most
significant bit set to 1

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.

2. To verify the chips ability to continue the Secure Messaging with the |
session keys, theommand APDU as defined in the IC&fex ATable
2) must be send as Sptotected APDU using the new session keys.

Expected resulty

1. 690 006 in a valid Secure Mess§g
encoded with the session keys derived in step ledfetst preconditions.
2. 690 006 in a valid Secure MessHg

encoded with the new session keys.
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3.4.12 Test case ISO7816_1_12

Test- ID

1ISO7816_|_12

Purpose

MSE:Set KAT test borderline cases forand y coordinates (small yaordinate)

Version

1.2

Profile

CA_KAT, ECDH

Preconditions

1.

2.

The "Open ePassport Application" procedure MUST have been
performed.

The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral pyhbaike

Test scenario

Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
91 <L ¢;> <ephemeral public key>
84 <L g,> <private key reference>

e Use & ephemeral public key with ancpordinate requiring less than
[log2s6 0] bytes to be represented. Pad with prepended zero bytes,
details on g see [R7])

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChifduthenticationPublicKeylnfo structure
stored in the data group 14.

To verify the chips ability to continue the Secure Messaging with the |

session keys, theommand APDU as defined in the ICAfiex ATable

2) must be send as Sptotected APDU using the new session keys.

Expected resulty

690 006 in a valid Secure Messs§g
encoded with the session keys derived in step 1 of the test preconditi
090060in a valid Secure Messaginr
encoded with the new session keys.

3.4.13 Test case ISO7816 | 13

Test- ID ISO7816 | 13
Purpose MSE:Set KAT test borderline cases forand y coordinates (large y coordinate)
Version 1.2
Profile CA KAT, ECDH
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST

have been read to be able to generate an ephemeral public key pair.
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Test scenario

1.

2.

Sendthe given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4> <private key reference>

e Use a ephemeral public key witin y-coordinate having its most
significant bit set to 1

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in the data group 14.

To verify the chips ability to cdimue the Secure Messaging with the ne

session keys, theommand APDU as defined in the IC&fex ATable

2) must be send as Sptotected APDU using the new session keys.

Expected resust

690 006 in a valid Secure Messa3g
encoded with the session keys derived in step 1 of the test preconditi

6090 006 in a valid Secure Messs§g
encoded with the new session keys.

3.4.14 Test case ISO7816_|_14

Test- ID ISO7816_1_14

Purpose MSE:Set KAT command with an incorrect private key reference
Note: The support for key references is mandatory for the chip in case it h
several chip authenticatigorivate keys, and ptional in ca® it only has one
private key

Version 1.2

Profile CA_KAT, KeyRef

Preconditions

1.

2.

The "Open ePassport Application" procedure MUST have been
performed.

The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to genesatephemeral public key pair.

Test scenario

2.

Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4><invali  d private key reference>

e A private key reference MUST be included in the APDU. This key
reference MUST be used as defined in the IC&nnex Aby the
ePassport vendor.

To verify that the session keggrived in step 1 of thiest preconditions

are still valid, theCommand APDU as defined in the IC&nhex ATable

2) must be send as Sptotected APDU using the session keys derived

step 1 of the preconditions.

Expected result

| SO checking error or warning ¢
encoded in a Secure Messaging response using the session keys de
step 1 of the test preconditions.
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2. 690 000 and a valid Secur etaNU453 s
be encoded with the session keys derived in step 1 of the test
preconditions.

3.4.15 Test casdSO7816_1_15

Test- ID ISO7816 | 15

Purpose Check the Chip authentication failure (using DHyrong value (value strictly
bigger than the Prime)

Version 12

Profile CA KAT, DH

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral public key pair.

Test scenario

1. Send the given MSE APDU to the eMRTD.
60C 22 41 A6 <g>0%<C8ypgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4> <private key reference>

e Use an ephemeral public keytlva wrong value (value strictly bigge
than the Prime)
ephemeral public key = prime p + 1
2. To verify that the session kegerived in step 1 of the test preconditiong
are still valid, theCommand APDU as defined in the IC&nhex ATable
2) must be send as Sptotected APDU using the session keys derived
step 1 of the test preconditions.

Expected resulty

1. 1 SO checking error or warning ¢p
wrapped with thesession keys derived in step 1 of the test preconditiol
Subsequent command MUST be wrapped with the session keys deriy
step 1 of the test preconditions.

2. 690 0006 in a valid Secure MessHg
encoded with the sessikeys derived in step 1 of the test precondition:

3.4.16 Test casdS0O7816 | 16

Test- ID ISO7816_1_16

Purpose Check the Chip authentication failure (using ECDHyrong point (value does nc
belong to the curve)

Version 1.2

Profile CA_KAT, ECDH

Precondiibns 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephemeral public key pair.

Test scenario

1. Send the given MSE APDU to the &WID.
60C 22 41 A6 <g>0%<C8ptograrh> 8E 08
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<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
91 <L 4,> <ephemeral public key>
84 <L g4> < private key reference>

¢ Use an ephemeral public key with a wrong poiatife does ot
belong to the curye
2. To verify that the session kegerived in step 1 of the test preconditiong
are still valid, theCommand APDU as defined in the IC&nfex ATable
2) must be send &M-protected APDU using the session keys derived
step 1 of the preconditions.

Expected resulty 1. 1 SO checking error or warning ¢p
wrapped with the session keys derived in step 1 of the test preconditi
Subsequent comamd MUST be wrapped with the session keys derive|
step 1 of the test preconditions.

2. 690 0006 in a valid Secure MessHg
encoded with the session keys derived in step 1 of the test preconditi

3.4.17 Test casdSO7816_1 17

Test- ID 1ISO7816 | 17

Version Deleted in version 0.8 since it was identical with ISO7816 | 7

3.5 UnitISO7816_I1'1 Chip Authentication (MSE:Set AT & GA)

The chip authentication mechanism uses the Manage Security Environment command to verify that
the dip is genuine. The terminal and the eMRTD generate a shared secret based on the public key
data stored in data group 14 file of the document. This secret is used to derive new session keys for the
continued secure messaging session. The genuinenesseMRTD chip is explicitly verified by the
authentication token and implicitly verified by its ability to perform Secure Messaging using the new
session keys. The test cases specified in this unit verify the correct implementation of the

i MSE:A9et /eroadGenAut henticationd command pair.

Data group 14 file may contain an optional key reference identifier. This is useful if the chip supports
multiple keys for Chip Authentication. The MSE: 26t command can be called either with implicit

key selection if ndkey reference is included in data group 14 or with the explicit key reference defined
in the data group 14 element. All tests in this unit SHOULD be used with implicit or explicit key
reference depending on the presence of the key reference elemeatgrodigt 14.

Data group 14 may contain more then one ChipAuthenticationinfo. In this case, all appropriate tests
must be performed for ead@hipAuthenticationinfo The corresponding test case is only rated as a
PASS if all passes are completed successflillyr test cases where the Chip Authentication
mechanism is just used as precondition always the first key is used.

All test cases of this test unit which require
performed twice (one test run with BAC aoide with PACE) if the chip supports both protocols. If

the chip only supports one of these protocols (BAC or PACE), only one test run has to be performed
with the supported protocol used in the AOpen e
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3.5.1 Testcase ISO7816 II_1

Test- ID ISO7816 11 1

Purpose MSE:Set AT / General Authenticate commands with correct ephemeral publi
Version 1.2

Profile CA_ATGA

Preconditions

1. The "Open ePassport Application" procedure MUST have been perfo

2. The ChipAuthenticationPublicKédyfo stored in data group 14 MUST
have been read to be able to generate an ephekagrhir.

Test scenario

1. Send the given MSBet AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the foving encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g,> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in d&a group 14.
2. Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>50
e <Cryptogram> contains the following encrypted data objects
7C<L,c> 80 <L go> <ephemeral public key>
3. To veify the chips ability to continue the Secure Messaging with the r]
session keyghe Command APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the nesession keys.

Expected resulty

1. 69 0 OrDadvalid Secure Messaging response. The returned data N
be encoded with the session keys derived in step 1 of the test precon

2. 67C 00 9 havabd@ecure Messaging response. The returne
data MUST beencoded with the session keys derived in step 1 of the |
preconditions.

3. 690 OrDadvalid Secure Messaging response. The returned data N
be encoded with the NEW session keys.

3.5.2 Testcase ISO7816_II_2

Test- ID ISO7816 |l 2

Purpose MSE:Set AT / Genal Authenticate commands with correct ephemeral public
but afterward the old session keys are used.

Version 1.2

Profile CA_ATGA

Preconditions

1. The "Open ePassport Application" procedure MUST have been perfo
2. The ChipAuthenticationPublicKeyInfstored in data group 14 MUST
have been read to be able to generate an ephetagrphir.

Test scenario

1. Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<C8ptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the followgrencrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
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e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in data gup 14.

Send the given General Authenticate APDU to the eMRTD.

60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>

<Ne> 8E 08 <Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
7C<L,c> 80 <L go> <ephemeral public key>

Instead ofusing the new session keys, the session keys derived in ste

the test preconditions are used to stredCommand APDU as defined in

the ICS Annex A Table2) as SMprotected APDU.

Expected resultg

690 006 in a valid Secure Messa
encoded with the session keys derived in step 1 of the test preconditij
607C @O O0id avalid Secure Messaging response. The returne
data MUST be encoded withalsession keys derived in step 1 of the te
preconditions.

ISO checking error. The chip MUST delete the session keys which wg
derived in step 1 of the test preconditions and MUST NOT accept any
APDUs with these session keys.

3.5.3 Testcase ISO7816_1I_3

Test- ID

1ISO7816_11_3

Purpose

MSE:Set AT / General Authenticate commands witlalid ephemeral public key
(different key size)

Version

1.2

Profile

CA_ATGA

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthentiationPublicKeylnfo stored in data group 14 MUST
have been read to be able to generate an ephekagnhir.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060
e <Cryptogram> ontains the following encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo struetu
stored in the data group 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>50
¢ <Cryptogram> contains the following encrypted data objects
7C <L;c>80 <L go><ephemeral public key>
¢ The ephemeral public key MUST be generated with domain
parameters specifying a different key size (e.g. for a 224 bit key in
DG14 a 192 bit ephemeral key pair is created)
To verify that the session keys derived in step 1 of the test precorditi
can still be usedhe Command APDU as defined in the IC&hfiex A
Table2) must be send as Sptotected APDU using the session keys
derived in step 1 of the test preconditions.

Expeded results

690 006 in a valid Secure Messa
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encoded with the session keys derived in step 1 of the test preconditi

2. 1SO checking error, orwarnigW6 6 3. ODD chi p r et
response data field MAY eot a i n .lbchi€retOrnts @&n ISO checking
error SW, response data field SHALL be abs8irice there are invalid
domain parameters used to generate the ephemeral key pair, the key
agreement process MUST always fail.

3.690 006 i n a v arkspahse.Jhkeaaiurned dieMUSH
encoded with the session keys derived in step 1 of the test preconditi

3.5.4 Testcase ISO7816_11_4

Test- ID ISO7816 1l 4

Purpose MSE:Set AT / General Authenticate commands with a valid ephemeral publig
but withou established PACE or BAC session

Version 1.2

Profile CA ATGA

Preconditions 1. The "Open ePassport Application" procedure MUST NOT have been

performed.

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read BEFORE to be ablednagate an ephemeral key pair.

Test scenario

1. Select the ePassport application.

600 A4 04 0OC 07 AO OO OO0 02 47

2. Send the given MSE:Set AT APDU to the eMRTD.

600 22 41 A4 <Lc> 80 <Lgo> <cryptographic

mechanism reference> 8 4 <Lgs> <private key

referen ce>0

e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in data group 14.

3. To verify that the chip does not activate the new session keys based
key agreementhe Command APDU as defined in the IC&fex A
Table2) must be send as Sptotected APDU using the new session ke
based on step 2.

Expected resulty

1. 1 SO checki ng e plainoaspomse withotEeclrd 6 a
Messaginglf this stepreturrs ISO checking errgrthe next steps SHALL
be skipped.

2. 1SO checking erroo r 6 @Pa plaid r@sponse without Secure
MessagingNote that some chip OS accept the selection of an unavail
privatekey and return an error only when the public key is used for thi
selected purpose

3. ISO checking error. The error code SHALL be returned as plain data
without SM encoding.

3.5.5 Testcase ISO7816_II_5

Test- ID ISO7816_11_5

Purpose MSE:Set AT / General Authenticate commands with a valid ephemeral public
but without SecureMeaging

Version 1.2

Profile CA ATGA
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Preconditions

1. The "Open ePassport Application" procedure MUST have been perfo

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephéegagrpair.

Test scenario

1. Send the given MSE:Set AT APDU to the eMRTD (without Secure
Messaging).
600 22 41 A4d <gc<CAGIMD 84&4dL g>
<private key reference>56
e The private key reference MUST be included in the APDU if ai
only if it is specified in the ChipAu#mticationPublicKeyInfo
structure stored in data group 14.
2. Send the given General Authenticate APDU to the eMRTD (without
Secure Messaging).
600 86 00 O0OTWC<Igd>8O<L g><ephemeral
public key> <Le>5
3. To verify that the chip has deleted the seskeys derived in step 1 of th
test preconditionghe Command APDU as defined in the ICGafiex A
Table2) must be send as Sptotected APDU using the session keys
derived in step 1 of thiest precondition.

Expected results

1. ISO checking erroo r 6 9lcase 6f an error code SHALL be
returned as plain data without SM encoding.

2. 1S0O checking error. Ae error code SHALL be returned as plain data
without SM encoding.

3. ISO checking error. The error code SHALL be returned as plain data
without SM encoding.

3.5.6 Test case ISO7816_Il_6

Test- ID ISO7816 1l 6

Purpose MSE:Set AT / General Authenticate commandthwbrrect ephemeral public ke)
but invalid class byte

Version 1.2

Profile CA _ATGA

Preconditions 1. The "Open ePassport Application" procedure MUST have been perfo

2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to bbla to generate an ephemekal/ pair.

Test scenario

1. Send the given MSE:Set AT APDU to the eMRTD.
68C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic me chanism reference>
84 <L g4> <private key reference>
e The class byte has been set to an invalid value of 8C.
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in thedata group 14.
2. Send the given General Authenticate APDU to the eMRTD.
68C 86 00 00 <g>0%<C8yptograrh>97 <L 97>
<Ne> 8E 08 <Checksum> <Le>56
e <Cryptogram> contains the following encrypted data objects
7C <L;c> 80 <L go> <ephemeral public key>
e The class byte has been set to an invalid value of 8C.
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Expected resultg

1.

ISO checking error. Note that the behavior of the chip regarding the
Secure Messaging context is undefined. Therefore this error can be
returned in plain or as an SM response.

ISO checkng error.Response data field SHALL be abseéyibte that the
behavior of the chip regarding the Secure Messaging context is unde]
Therefore this error can be returned in plain or as an SM response.

3.5.7 Testcase ISO7816_II_7

Test- ID

1ISO7816 Il 7

Purpse

MSE:Set AT / General Authenticate commands with invalid data object tag fc
ephemeral public key

Version

1.2

Profile

CA_ATGA

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthenticationPublicKeyInfdared in data group 14 MUST
have been read to be able to generate an ephéeragrpair.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>02<Csytograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the followirencrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g,> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the datgroup 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>6
e <Cryptogram> contains the following encrypted data objects
7C<L,c> 81 <L g;> <ephemeral public key>
e The dataobject for the ephemeral public key has an invalid tag 81.
To verify that the session keys derived in step 1 of the test preconditic
are still valid,the Command APDU as defined in the IC&hfex A Table
2) must be send as Sptotected APDU using the session keys derived
stepl of the test precondition.

Expected results

6090 006 in a valid Secure Messa
encoded with the session keys derived ip dtef the test preconditions.
ISO checking erroResponse data field SHALL be absélrtie error
MUST be encoded in a Secure Messaging response using the sessiq
derived in step 1 of the test preconditions.

690 006 in a val i de. Biereturned datd 93T &
encoded with the session keys derived in step 1 of the test preconditi

3.5.8 Testcase ISO7816_1I_8

Test- ID ISO7816 _11_8

Purpose MSE:Set AT / General Authenticate commands, providing a (0,0) public key |
General Authenticate

Version 1.2
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Profile

CA_ATGA, ECDH

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephekagrphir.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key refere nce>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in the data group 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g0r <Eryptogrm>97<L o>
<Ne> 8E 08 <Checksum> <Le>56
e <Cryptogram> contains the following encrypted data objects
7C<L,c> 80 <L go> <ephemeral public key>
e The public key has to be code
size according to the prime, butf | ed wi th &6006.
To verify that the session keys derived in step 1 of the test preconditic
are still valid,the Command APDU as defined in the IC&hfiex A Table
2) must be send as Sptotected APDU using the session keys derived
step lof the test precondition.

Expected results

6090 006 in a valid Secure Messa
encoded with the session keys derived in step 1 of the test preconditi
ISO checkingerror or warningWé 6 3 100 é.hi p retur

response data field MAY contain
error SW, response data field SHALL be absBuate: Even if public key

validation is not done, DH computation SHOULD faikhwthis input. The
error MUST be encoded in a Secure Messaging response using the ¢
keys derived in step 1 of the test preconditions.

6090 006 in a valid Secure Messa
encoded with the session keys derived ip dtef the test preconditions.

3.5.9 Testcase ISO7816_I1_9

Test- ID ISO7816 11 9

Purpose MSE:Set AT / General Authenticate commands, test borderline casesafat %
coordinates (small x coordinate)

Version 1.2

Profile CA_ATGA, ECDH

Preconditions 1. The "Open ePassport Application" procedure MUST have been perfol
2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST

have been read to be able to generate an ephetagrphir.
Test scenario 1. Send the given MSE:Set AT APDU to the eMRTD.

60C 22 41 A4 <g>0%<C8ptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
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e The private key reference MUST be included in thé®&Rf and only
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.

Send the given General Authenticate APDU to the eMRTD.

60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>

<Ne> 8E 08 <Checksum> <Le>50

e <Cryptagram> contains the following encrypted data objects
7C <L;c>80 <L go> <ephemeral public key>

¢ Use an ephemeral public key with agoordinate requiring less than
[logase g] bytes to be represented. Pad with prepended zero bytes,
details on g see [RY]

To verify the chips ability to continue the Secure Messaging with the 1

session keygshe Command APDU as defined in the IC&hex A Table

2) must be send as Sptotected APDU usindhe new session keys.

Expected results

690 006 in a valid Secure Messa3
encoded with the session keys derived in step 1 of the test preconditi
67C00 9 0 0id é&valid Secure Messaging response. The returne
dataMUST be encoded with the session keys derived in step 1 of the
preconditions.

6090 006 in a valid Secure Messa
encoded with the new session keys.

3.5.10 Test case ISO7816_11_10

Test- ID

1ISO7816_1I_10

Purpose

MSE:SetAT / General Authenticate commands, test borderline cases &oidxy
coordinates (large x coordinate)

Version

1.2

Profile

CA_ATGA, ECDH

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthenticationPublicKdyfo stored in data group 14 MUST
have been read to be able to generate an ephéragrpair.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>02<Csytograrn> 8E 08
<Checksum> 0060
e <Cryptogram> contains the folving encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in tle data group 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>56
e <Cryptogram> contains the following encrypted data objects
7C <L;c> 80 <L go> <ephemeral public key>
e Use a ephemeral public key with arcgordinate having its most
significant bit set to 1
To verify the chips ability to continue the Secure Messaging with the 1
session keyshe Command APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the new session keys.

Expected results

690 0006 in a valid Secure Messa
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encoded with the session keys derived in step 1 of thprexsinditions.
67C00 9 0 O0id évalid Secure Messaging response. The returne
data MUST be encoded with the session keys derived in step 1 of the
preconditions.

6090 006 in a valid Secure Messa
encoded with theew session keys.

3.5.11 Test case ISO7816_11_11

Test- ID

1ISO7816 Il 11

Purpose

MSE:Set AT / General Authenticate commands, test borderline casesafal ¥
coordinates (small y coordinate)

Version

1.2

Profile

CA_ATGA, ECDH

Preconditions

1.
2.

The "Open ePapsrt Application” procedure MUST have been perform
The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to generate an ephéeragrpair.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 2DRA44lc>87<L  g;> 01 <Cryptogram> 8E 08
<Checksum> 0060
e <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
e The private key reference MUST be included in the APDU ifamiyg
if it is specified in the ChipAuthenticationPublicKeylInfo structure
stored in the data group 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrh> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>6
e <Cryptogram> corains the following encrypted data objects
7C <L.,c>80 <L g> <ephemeral public key>
e Use an ephemeral public key with aggordinate requiring less than
[logzs6 g] bytes to be represented. Pad with zero bytes. (For details
g see [R7])
To verify the chipsability to continue the Secure Messaging with the n¢
session keyghe Command APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the new session keys.

Expected resultg

690 006 in a valid Secure Messa
encoded with the session keys derived in step 1 of the test preconditi
67C00 9 0 0id aévalid Secure Messaging response. The returne
data MUST be encoded withe session keys derived in step 1 of the te
preconditions.

690 006 in a valid Secure Messa
encoded with the new session keys.

3.5.12 Test case ISO7816_Il_12

Test- ID ISO7816 |l 12

Purpose MSE:Set AT / General Authetite commands, test borderline cases fanx y
coordinates (large y coordinate)

Version 1.2
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Profile

CA_ATGA, ECDH

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthenticationPublicKeyInfo stored in dataup 14 MUST
have been read to be able to generate an ephekagrphir.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted datigects
80 <L go> <cryptographic mechanism reference>
84 <L g4> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in data group 14.
Send tle given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>02<Cyptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>56
e <Cryptogram> contains the following encrypted data objects
7C <L;c>80 <L go> <ephemeral public key>
e Use a ephemeral public keyth an ycoordinate having its highest b
setto 1l
To verify the chips ability to continue the Secure Messaging with the 1
session keyghe Command APDU as defined in the IC&fex A Table
2) must be send as Sptotected APDU using the new session keys.

Expected resultg

690 006 in a valid Secure Messa
encoded with the session keys derived in step 1 of the test preconditi
67C00 9 0 0id évalid Secure Messaging response. The returne
data MUST be encoded with the session keys derived in step 1 of the
preconditions.

6090 006 and a valid Secure Mess
be encoded with the new session keys.

3.5.13 Test case ISU816_11_13

Test- ID ISO7816 1l 13

Purpose MSE:Set AT command with an incorrect private key reference
Note: The support for key references is mandatory for the chip in case it h
several chip authenticatigorivate keys, and ptional in case it only hagne
private key

Version 1.2

Profile CA _ATGA, KeyRef

Preconditions 1. The "Open ePassport Application" procedure MUST have been perfo
2. The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST

have been read to be able to generate an ephéeragrpair.
Test scenario 1. Send the given MSE:Set AT APDU to the eMRTD.

60C 22 41 A4 <g>02<C8gtograrh> 8E 08
<Checksum> 006
s <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic mechanism reference>
84 <L g,> <invalid private key reference>
s A private key reference MUST be included in the APDU. This key
reference MUST be different from the one potentially specified in |
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2.

ChipAuthenticationPublicKeylnfo structure stored in data grou 14
ICS).
To verify thd the session keys derived in step 1 of the test preconditio
are still valid,the Command APDU as defined in the IC&hfex A Table
2) must be send as Sptotected APDU using the sesskeys derived in
step 1 of the test precondition.

Expected resulty

| SO checking error or warning p
encoded in a Secure Messaging response using the session keys del
step 1 of the test preconditions.

6090 0 Ovalid Secule M@ssaging response. The returned data MU
be encoded with the session keys derived in step 1 of the test
preconditions.

3.5.14 Test case 1ISO7816_11_14

Test- ID

1ISO7816_II_14

Purpose

Check the Chip authentication failure (using DHyrong valugvalue strictly
bigger than the Prime)

Version

1.2

Profile

CA_ATGA, DH

Preconditions

1.
2.

The "Open ePassport Application" procedure MUST have been perfo
The ChipAuthenticationPublicKeyInfo stored in data group 14 MUST
have been read to be able to gatean ephemerkky pair.

Test scenario

1.

Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the following encrypted data objects
80 <L go> <cryptographic mechanism refe rence>
84 <L g4> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeylnfo structure
stored in data group 14.
Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>50
e <Cryptogram> contains the following encrypted data objects
7C <L;c> 80 <L go> <ephemeral public key>
e Use an ephemeral public key with a wrong value (value strictly big
thanthe Prime)
ephemeral public key = prime p + 1
To verify that the session keys derived in step 1 of the test preconditic
are still valid,the Command APDU as defined in the IC&hfex A Table
2) must be send as Sptotected APDU using the session keys derived
step 1 of the precondition.

Expected results

690 006 in a valid Secure Messa
encoded with the session keys derived in step 1 of thertesinalitions.
ISO checking error or warnifgWoé 6 3 10O 6c.hi p r et ur
response data field MAY contain
error SW, response data field SHALL be abs&he error MUST be
encoded in a Secure Messaging cese using the session keys derived
step 1 of the test preconditions.

690 006 and a valid Secure Mess
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be encoded with the session keys derived in step 1 of the test
preconditions.

3.5.15 Test case 1ISO7816_11_15

Test- ID ISO7816_11_15

Purpose Check the Chip authentication failure (using ECDHKrong point (value does nq
belong to the curve)

Version 1.2

Profile CA_ATGA, ECDH

Preconditions 1. The "Open ePassport Application" procedure MUST have been perfo

2. The ChipAuhenticationPublicKeylInfo stored in data group 14 MUST
have been read to be able to generate an ephéeragrpair.

Test scenario 1. Send the given MSE:Set AT APDU to the eMRTD.
60C 22 41 A4 <g>02<Csyjtograrh> 8E 08
<Checksum> 0060
e <Cryptogam> contains the following encrypted data objects
80 <L80> <cryptographic mechanism reference>
84 <L84> <private key reference>
e The private key reference MUST be included in the APDU if and ¢
if it is specified in the ChipAuthenticationPublicKeyInfastture
stored in data group 14.
2. Send the given General Authenticate APDU to the eMRTD.
60C 86 00 00 <g>0%<C8yptograrm> 97 <L 97>
<Ne> 8E 08 <Checksum> <Le>50
e <Cryptogram> contains the following encrypted data objects
7C <Lsc>80 <L go> <ephemera | public key>
e Use an ephemeral public key with a wrong powaife does not
belong to the curye
3. To verify that the session keys derived in step 1 of the test preconditi
are still valid,the Command APDU as defined in the IC&hfex A Table
2) must be send as Sptotected APDU using the session keys derived
step 1 of the test precondition.

Expected result: 1. 690 006 in a valid Secure Messa
encoakd with the session keys derived in step 1 of the test preconditic

2. 1SO checking error or warnifgWWé 6 3 IO aoc.hi p retur
response data field MAY contain
error SW, response data field SHALL be afis€he error MUST be
encoded in a Secure Messaging response using the session keys del
step 1 of the test preconditions.

3.690 0006 and a valid Secure Mess
be encoded with the session keys derived in step 1 téshe
preconditions.

3.6 Unit ISO7816_Ji Certificate verification

During the Terminal Authentication process the certificate chain from the trust point stored in the
chips EF.CVCA file down to the inspection systems CV certificate is verified. This is lWoaa
alternating sequence of MSE: Set DST and Verify Certificate commands. This unit covers all

1021224



Test plan for eMRTDs wit EACv1

certificate verification test cases which do NOT update the chips persistent memory. This means that
all tests in this unit can be repeated with the same settificates.

3.6.1 Testcase ISO7816 J 1

Test- ID ISO7816 J 1

Purpose Positive test with a valid chain of CV certificates.

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authenticatin mechanism MUST have been performed as w

3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0:<Csptograrh > 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Send the appropriate D&ertificate as specified n  Cedrtiicaté Set &
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyp4p> <certificate bdy>
5F 37 <lspz7> <certificate signature>

3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i fi cat e &ELsriificae Satd f
chapter a$S_CERT 1
60C DPBE<Lc>87<L g;>01<Cryptogram> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <l <certificate signature>

Expected result 1. 890 006 in a valid SM response.
2. 690 O0O0l@SWMmespensev a
3.690 006 in a valid SM response.
4. 690 0006 in a valid SM response.
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3.6.2 Testcase ISO7816_J 2

Test- ID

1ISO7816_J 2

Purpose

Test with an invalid Certification Authority Reference.

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Alication” procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSESet DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <BAD certificate authority reference>

e The Certification Authority Reference read from the EF.@QME
changed in the last character to create an invalid reference.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat d 1
chapter aPVvV_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Cs87 pteglam> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriatedSe r t i f i cat e aCertificagecSetid f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF ZE <L;r4p> <certificate body>
5F 37 <l <certificate signature>

Expected result

690 006 or 1 SO checking error i
OS accept the selection of an unavailable public key and return an er
only when the public keis used for the selected purpose.

| SO checking error or.06630006 in

690 006 or 1 SO checki nigoteaghatsame chi
OS accept the selection of an unavailable public key and return an er
only when the pulit key is used for the selected purpose.

| SO checking error or 0630006 in
certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the iSertificate verification.
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3.6.3 Testcase ISO786 J 3

Test- ID

1ISO7816_J 3

Purpose

Test with an invalid certificate signature.

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performelas

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> conias the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat d 1
chapter aPVvV_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37<Lsrs7> <bad certificate signature>

e The signature object of the certificate has been changed in last di
make it invalid

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> corains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e ELsriificaeSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

<Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4p> <cerificate body>
5F 37 <l <certificate signature>

Expected result

690 006 in a valid SM response.
| SO checking error or 0663 006 i

690 006 or 1 SO checking error i
OS accept the selectiofi@an unavailable public key and return an error,
only when the public key is used for the selected purpose.

| SO checking error or 663 0006 i
certificate was not verified successfully, it MUST NOT be possible to
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it as the trust point for the I ertificate verification.

3.6.4 Testcase ISO7816_J 4

Test- ID ISO7816 J 4
Purpose Test with a missing certificate signature.
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performel.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 >B8<L<g>01<Cryptogram> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Sendthe appropriate BE€er t i f i cat e &ertificafe Setd 1
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csystograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF ZE <L;r4e> <certificate body>
e The certificate signature object is omitted.
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Holder Reference stored inside the@artificate
sent in step 2 has to be used.
4. Sendthe appropriatedSer t i f i cat e &ertificaeSeatd f

chapter asS_CERT _1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lge37> <certificate signature>

Expected result

n

690 OO0Il@SW respansey a
| SO checking error or 0663 006 i

690 006 or 1 SO checking error i
OS accept the selection of an unavailable public key and return an er
only when the public key is used fibre selected purpose.

| SO checking error or 663 0006 i
certificate was not verified successfully, it MUST NOT be possible to
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it as the trust point for the iSertificate verification. |

3.6.5 Testcase ISO7816_J 5

Test- ID

ISO7816_J 5

Purpose

Test with a missing certificate body.

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The CertificationAuthority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following enctgd data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat d {
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<Csystograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
5F 37 <l <certificate signature>

e The certificate body object is omitted.

Send the given ®E: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@gtificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e ertificafeSatd f
chapter asS_CERT _1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le> 6

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lge37> <certificate signature>

Expected result

n

690 006 in a valid SM response.
| SO checking error or 0663 006 i

690 0006 chirgertolSra valith®M response. Note that some (¢
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.

| SO checking error or 663 0006 i
certificate was not verified successfully, it MUST NOT be possible to |
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it as the trust point for the {Gertificate verification.

3.6.6 Testcase ISO7816_J 6

Test- ID ISO7816_J 6

Purpose Test a DV certificate with a missing Holder Authorization.

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanism MUST have been performed as

3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primay trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Cerfiication Authority Reference MUST be used as read from
EF.CVCA file.

2. Sendthe appropriate BE€er t i f i cat e &ertificafe Setd 1
chapter aPV_CERT_la
60C 2A 00 BE <g>0%<C8ryptogram> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

e The certificate does not contain a certificate holder authorization

3. Send the given MSE: SBXST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificae
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i fi cat e &ELsriificapSatd f
chapter asS_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <l <certificate signature>

Expected result

1. 690 006 in a valid SM response
| SO checking error or 0630006 in

3.690 0006 or br&@ vaichSdceespomse Noterthat some ¢
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.

4., 1 SO checking error or 06630006 in
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certificatewas not verified successfully, it MUST NOT be possible to U
it as the trust point for the iSertificate verification.

3.6.7 Testcase ISO7816_J 7

Test- ID

1ISO7816_J 7

Purpose

Test a DV certificate with a missing effective date.

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authoty Reference MUST be used as read from
EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificate Satd 1
chapter aPV_CERT _1b

60C 2A 00 BE <g>0%<C8yptograrh>8E 0 8
<Checksum> <Le>>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7 <certificate signature>

e The certificate does not have a certificate effective date tag.
Send the given MSE: Set DST APDU to theRND.

60C 22 81 B6 <g>0%<C8gtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 24s to be used.

Send the appropriatedSer t i f i cat e srtificafeSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>50

e <Cryptogram> contain$e following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lg37> <certificate signature>

Expected result

690 006 in a valid SM response.
| SO checking error or 06630006 in

690 006 or | SO c he edpansegNote that some ch
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.
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4.

| SO checking error or 06630006 in
certificate was not verifieduccessfully, it MUST NOT be possible to us
it as the trust point for the {Sertificate verification.

3.6.8 Testcase ISO7816_J 8

Test- ID

ISO7816_J 8

Purpose

Test a DV certificate with a missing expiration date.

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUSE used as read from tf
EF.CVCA file.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat @ {
chapter aPV_CERT_1c

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le> 6

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

e The certificate does not have a certificate expiration date tag.
Send the given MSE: Set DST APDU to the eMRTD.

60C 22B@&<Lc>87<L g;>01 <Cryptogram> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e ELsriificaeSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the following agpted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Expected result

n

690 006 in a valid SM response
| SO checking error or 0630006 in
690 006 or |1 SO checki ng e tsomechip

OS accept the selection of an unavailable public key and return an er
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only when the public key is used for the selected purpose.

4, 1 SO checking error or 06630006 in
certificate was not verified successfullyMtUST NOT be possible to use
it as the trust point for the iSertificate verification.

3.6.9 Testcase ISO7816_J 9

Test- ID ISO7816_J 9

Purpose Test a DV certificate with an incorrect encoded effective date. (bad BCD cod
Note:
The date format verificatn is not mandatory for the chip. This test is set
optional.

Version 1.2

Profile TA, DATE

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Authentication mechanism MUST have been performed as

3. The Certifcation Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the followirencrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Sendthe appropriate D€er t i fi cat e &ertificafe Sat @ f{
chaper asbv_CERT_1d
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7> <certificate signature>

e The certificaé contains a badly encoded BCD effective date.
3. Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority referee>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i f i cat e &ertificaeSeatd f
chapter asS_CERT_1
60C 2A 00 BE <Lc> 87 <L g7> 01 <Cryptogram> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>
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Expected resulty

6090 006 in a valid SM response
ISOcheckiy error or 663 0006 in a va
690 0006 or |1 SO checking error i

OS accept the selection of an unavailable public key and return an er|
only when the public key is used for the selected purpose.

ISOclecking error or 0663 0006 in a
certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the {Sertificate verification.

3.6.10 Test case ISO7816_J 10

Test- ID ISO7816_J_10

Purpose Testa DV certificate with an incorrect encoded expiration date. (bad BCD co(
Note:
The date format verification is not mandatory for the chip. This test is set
optional.

Version 1.2

Profile TA, DATE

Preconditions 1. The "Open ePassport Application" proaeel MUST have been

performed.
The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU heteMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter aPV_CERT _le

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the followgrencrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

e The certificate contains a badly encoded BCD expiration date.

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in step 2 has to be used.

Send the appropriate{Sertificate as spc i f i e @Gertificate Setihe
chapter asS_CERT_1
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
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<Checksum> <Le>56

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4p> <certficate body>
5F 37 <l <certificate signature>

Expected resulty

6090 006 in a valid SM response
| SO checking error or 06630006 in
6090 006 or 1 SO checking error i
OS accept the selection af anavailable public key and return an error
only when the public key is used for the selected purpose.

| SO checking error or 06630006 in

certificate was not verified successfully, it MUST NOT be possible to
it as the tust point for the ISertificate verification.

3.6.11 Test case ISO7816_J 11

Test- ID

1ISO7816_J 11

Purpose

Test the ACurrent Dated update mec

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" peslure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDtJthe eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron|
EF.CVCAfile.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter apV_CERT_2

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF AE <L 4> <certificate body>
5F 37 <L 37> <certificate signature>

e This DV-certificate is marked as a foreign Bértificate.

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B67<Ikg>0%<C8yptogram> 8E 08
<Checksum> 00650

s <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>

e The Certification Holder Reference stored inside the@rtificate
sent in step 2 has to be used.

Send theppropriate ISCer t i f i cat e srtificafeSat@ f
chapter asS CERT 2a
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60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> cntains the following encrypted data objects
TF 4E <L p4e> <certificate body>
5F 37 <L gr37> <certificate signature>

e This certificate has an advanced effective date. Since the DV
certificate was marked as a foreign one, the chip MUST NOT upd
the current dte.

e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

5. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains ¢hfollowing encrypted data objects
83 <L g3> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
6. Sendthe appropriateDE€er t i f i cat e &srtificae Sat@ 1
chapter aPV_CERT_2
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <L p4e> <certificate body>
5F 37 <L gr37> <certificate signature>
e This DV-certificate is marked as a foreign Bértificate.
7. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data object
83 <L g3> <certificate authority reference>
e The Certification Holder Reference stored inside the@artificate
sent in step 6 has to be used.
8. Sendthe appropriatedSer t i fi cat e &LertificafeSet@ f
chapter asS_CERT _2b
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <L ;p4e> <certificate body>
5F 37 <L 37> <certificate signature>
e This certificate expiration date is BEFORE the effective date of thi
Certificate used in step 4.

Expected result 1. 890 006 in a valid SM response.
2. 690 006 in a valid SM response.
3.690 0006 in a valid SM response.
4. 690 0006 in a valid SM response.
5. 690 0 alid SM respanse.

6. 690 006 in a valid SM respons
7. 690 006 in a valid SM response
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8.

6090 006 in a valid SM response.
since the chip MUST NOT change the current date based on the foreg
certificate.

3.6.12 Test case ISO816_J 12

Test- ID

1ISO7816_J 12

Purpose

Test with a valid chain of CV certificates but without using SecureMessaging

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication neaanism MUST have been performed as wj

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
600 22 81 B6 <Lc> 83 <Certifica
Reference>56

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

e The APDU is send in plain without Secure Messaging

Send the appropriate DE€e r t i f i cat e &ertificafe Sat @ {
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

¢ <Cryptogram> contains the following encrypted data objects
TF 4E <L ;p4e> <certificate body>
5F 37 <L se37> <certificate signature>

e The APDU is send as a valid SM APDU.

After step 2, the passport is reset and the preconditions of this test cg
reestablished.
Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

e The APDU is send as a valid SM APDU.

Send the appropriate DEertificatea s s p e c i Ceirtificdte Setd
chapter aPV_CERT_1

000 2A 00 BE <L cpme><bbdyHA5E 37<L 537>
<signature>90

Send the given MSE: Set DST APDU to theRND.
60C 22 81 B6 <g>0%<C8p@tograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>
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e The Certification Holder Reference stored inside the@@rtificate
sent in step 44s to be used.

e The APDU is send as a valid SM APDU.

Expected resulty

ISO checking erroiThe SM channel MUST be closed as soon as an
unprotected APDU is send. The error code SHALL be returned as plg
data without SM encoding.

ISO checking error. Sincbé SM channel MUST have been closed in
Step 1, the chip MUST return an error without SM encoding here.

690 006 in a valid SM response
ISO checking erroiThe SM channel MUST be closed as soon as an

unprotected APDU is send. The error code SHALL be retuasqain
data without SM encoding.

ISO checking error. Since the SM channel MUST have been closed il
Step 4, the chip MUST return an error without SM encoding here.

3.6.13 Test case ISO7816_J 13

Test- ID

1ISO7816_J 13

Purpose

Test the MSE:Set DST command wéh invalid class byte.

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have beesd from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
68C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <L g3> <certific ate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

e The class byte is set to an invalid value.

If the error code in step 1 was returned in a Secure Messaging respo
verify that the secure messagigssion has not been aborted. If a plain
error code was returned, this step is skipped.

TheCommand APDU as defined in the IG&fex ATable2) must be
send as Shprotected APDU using theession keys derived in st2pf

the preconditions.

Expected result

ISO checking error. Note that the behaviour of the chip regarding the
Secure Messaging context isdefined. Therefore this error can be
returned in plain or as an SM response.

Skipped or 690 006 in a valid §
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3.6.14 Test case ISO7816_J 14

Test- ID

1ISO7816_J 14

Version

Deleted in version 1.1

3.6.15 Test case ISO7816_J 15

Test- ID ISO7816 J 15
Purpose Test the Verify Certificate command with an invalid class byte.
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certifiation Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 < Llg 61 <Crgplograni> 8E 08
<Checksum> 0060
e <Cryptogram> contains the followirgncrypted data objects
83 <L g3> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &ertificafe Sat @ f{
chapte asDV_CERT_1
68C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50
e <Cryptogram> contains the following encrypted data objects
TF 4E <L ;p4e> <certificate body>
5F 37 <L 537> <certificate signature>
e Theclasshytelsa been set to an i nval
3. If the error code in step 2 was returned in a Secure Messaging respo
verify that the secure messaging session has not been aborted. If a p
error code was returned, this step is skipped.
TheCommand APDU as digled in the ICSAnnex ATable2) must be
send as Shprotected APDU using the session keys derived inZteép
the preconditions.
Expected result 1. 690 006 in a valid SM response
2. 1S0O checking error. Note that the behaviour of the chip regarding the
Secure Messaging context is undefined. Therefore this error can be
returned in plain or as an SM response.
3. SKipped or 690 006 in a valid SM

3.6.16 Test case ISO7816_J 16

Test- ID

1ISO7816_J 16

Version

Deleted in version 1.1
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3.6.17 Test case ISO7816_J 17

Test- ID

1ISO7816_J 17

Purpose

Test with an invalid certificate body tag.

Version

1.2

Profile

TA

Preconditios

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scen@o

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>

e The Certification Authority ReferenddUST be used as read from tf
EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificate Satd 1
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum><L e > 0

e <Cryptogram> contains the following encrypted data objects
TF AF <L p4e> <certificate body>
5F 37 <L srs7> <certificate signature>

e The certificate body tag has

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <kg>0%<C8ypgtogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <L g3> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in step 2 has to be used.

Send the gmopriate ISCer t i f i cat e &ELsriificapSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>>0

e <Cryptogram> contains the following encryptededabjects
TF 4E <L p4e> <certificate body>
5F 37 <L 537> <certificate signature>

Expected resulty

N

690 006 in a valid SM response
| SO checking error or 663 0006 i

6090 006 or 1 SO checking erroripi
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.

| SO checking error or 0663 006 i
certificate was not verified successfully, it MUST N®& possible to use
it as the trust point for the {Gertificate verification.
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3.6.18 Test case ISO7816_J 18

Test- ID

ISO7816_J 18

Purpose

Test with an invalid certificate signature tag.

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Applicatlogprocedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DSTPBU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EFCVCA file.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat d 1
chapter aPVvV_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains thelfowing encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 38 <lgr3e> <certificate signature>

e The certificate signature tag

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in step 2 has to be used.

Send the appropriate{Sertificate as p e c i f i @edificatanSettdh ¢
chapter a$S_CERT _1

60C 2A 00 B¢ 0k4Coyptograri> 8E @8 <Checksum>
<Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4p> <cetificate body>
5F 37 <lge37> <certificate signature>

Expected result

690 006 in a valid SM response
| SO checking error or 663 0006 i
690 006 or 1 SO checking error i
OS accept the selectiofi@an unavailable public key and return an error,
only when the public key is used for the selected purpose.

| SO checking error or 663 0006 i
certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the I ertificate verification.
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3.6.19 Test case ISO7816_J 19

Test- ID ISO7816 J 19

Purpose Test a DV certificate with an incorrect Gregorian effective date.
Note:
The date format verification is not mandatory for the chip. This testis s
optional.

Version 1.2

Profile TA, DATE

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been feah the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate athority reference>

e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ {
chapter aPVv_CERT_1f

0 0 QAOOBE <Lc>87<L  g;> 01 <Cryptogram> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

e The certificate contains an invalid Gregorian effective date.
Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stoiadide the D\VfCertificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e srtificafeSatd f
chapter a$S_CERT _1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <l <certificate signature>

Expected result

690 006 in a valid SM response
| SO checking error or 0663 006 i

6090006 or |1 SO checking error in
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.
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4.

| SO checking error or 9ie8the®U b i
certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the {Sertificate verification.

3.6.20 Test case 1ISO7816_J 20

Test- ID ISO7816_J_20

Purpose Test a DV certificate with an incorrect Gregoriampieation date.
Note:
The date format verification is not mandatory for the chip. This test is set
optional.

Version 1.2

Profile TA, DATE

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authentication mecham MUST have been performed as we

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ {
chapter aPVvV_CERT_1g

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <Lsgz7 <certificate signature>

e The certificate contains an invalid Gregorian expiration date.

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encryptata objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e &ertificafeSetd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>5

s <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <l <certificate signature>

Expectedesults

690 006 in a valid SM response
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2.1 SO checking error or 663006 in

3.690 0006 or |1 SO checking error i
OS accept the selection of an unavailable public key and return an er|
only when the pblic key is used for the selected purpose.

4, 1 SO checking error or 06630006 in

certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the iSertificate verification.

3.6.21 Test case 17816 _J 21

Test- ID ISO7816 J 21

Purpose Test a DV certificate with an expiration date BEFORE the effective date.
Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Authentication mechsm MUST have been performed as we

3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Sendthe appropriate D€er t i fi cat e &ertificafe Sat @ f{
chapter aPV_CERT_1h
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <Lsgz7 <certificate signature>

e The certificate contains an expiration date BEFORE the effective
3. Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the followingnerypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i f i cat e &ertificaeSeatd f
chapter asS_CERT_1
60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <Lz <certificate signature>
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Expected resulty

6090 006 in a valid SM response
| SO checking error or 06630006 in
690 0006 or |1 SO checking error i

OS accept the selection of an unavailable public key and return an er|
only when the public key is used for the selected purpose.

| SO checking error or 06630006 in
certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the {Sertificate verification.

3.6.22 Ted case 1ISO7816_J_22

Test- ID ISO7816 J 22
Purpose Test correct removal of temporary keys.
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have beeroped as well.
3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogam> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Sendthe appropriate BE€er t i f i cat e &ertificafe Setd {
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>50
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lge37> <certificate gynature>
3. Resetthechiper form t he fAOpen ePasspq
the Chip Authentication.
Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the followingnerypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Holder Reference stored inside the@rtificate
sent in step 2 has to be used.
4. Sendthe appropriatedSer t i f i cat e &ertificae Seatd f

chapter asS_CERT_1
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
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TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

Expected resulty

1. 690 006 in a valid SM response.
2. 690 006 in a valid SM response
3.690 0006 or |1 SO checking error i

OS accept the selection of an unavailable public key and return an er
only when the public key igsed for the selected purpose.

4, 1 SO checking error or 06630006 in
of the DV certificate MUST have been deleted during the reset. There
it MUST NOT be possible to verify the IS certificate based on this key

3.6.23 Test cag 1SO7816_J 23

Test- ID ISO7816 J 23

Purpose Test a DV certificate with invalid OID in the Certificate Holder Authorization
element.

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Aithentication mechanism MUST have been performed as \

3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0t <€ryptogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Send the appropriate DEertificate as p e c i f i @edificatenSettdh
chapter aPV_CERT_1i
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4p> <certificate body>
5F 37 <l <certificate signature>

e The certificate has an invalid OID in the Certificate Holder
Authorization element. Note: If the chip supports further OIDs in
addition to the ones specified in [R2], this MUST be stated in the |
(Se24.3). For this test an OID MUST be used which is NOT
supported by the chip.

3. Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8tograrh> 8E 08

<Checksum> 006

e <Cryptogram> contains the followingnerypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
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sent in step 2 has to be used.

4. Sendthe appropriatedSer t i fi cat e &eriificaeSatd f
chapter asS_CERT _1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
Expected resulty 1. 690 006 in a valid SM response
2.1SO checking error or 663006 in
3.690 006 or 1 SO checking error i
OS accept the selection of an unavailable public key and return an er
only when the public key is used for the selected purpose.
4, 1 SO checking error or 06630006 in

certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the {Gertificate verification.

3.6.24 Ted case ISO7816_J 24

Test- ID ISO7816 J 24
Purpose Test a DV certificate invalid OID in the Public Key element.
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechamaVIUST have been performed as we
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 000
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Sendthe appropriate D€er t i fi cat e &ertificafe Sat @ i
chapter aPV_CERT_1j
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4p> <certificate body>
5F 37<Lse37> <certificate signature>
e The certificate has an invalid OID in the Public Key element.
3. Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

¢ <Cryptogram> contains the following encryptedadabjects
83 <Lgs> <certificate authority reference>

125224



Test plan for eMRTDs with EACv1

e The Certification Holder Reference stored inside the@@rtificate
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i f i cat e &ertificae Seatd f
chapter agS_CERT_1
60C 2A 00 BE <g>0%<Csyftograrn> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>
Expected rsults 1. 690 006 in a valid SM response
2.1 SO checking error or 663006 in
3.690 0006 or |1 SO checking error i
OS accept the selection of an unavailable public key and return an er|
only when the pulit key is used for the selected purpose.
4. | SO checking error or 06630006 in

certificate was not verified successfully, it MUST NOT be possible to
it as the trust point for the {Gertificate verification.

3.6.25 Test casdSO7816_J_25

Test- ID ISO7816_J 25

Purpose Test the CVCA root key selection with a wrong name (CARUrrent date not
updated

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authenticatin mechanism MUST have been performed as w

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with a wong CAR.

60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted wrong CVCA key Name.
Send the appropriate DEer t i f i cat e &eriificaeSati |
120 ¢ h a pY_€HRT d42a

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4p> <certificate body>
5F 37 <Lz <certificate signature>

e The certificate is issued blig CVCA whose selection SHOULD hay
failed.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

¢ Reset the chip after this step and restore the preconditions for this
case beforéhe next step is performed.
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3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with a correct CVCA key name (CAR).
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the encrypted Name (CAR)
e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.
4. Sendthe appropriate DEer t i f i cat e &srtificate Seatd |
chapter aPV_CERT_1
60C 2A 00 BE <¢>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <Lz <certificate signature>
e This certificate expiration date is BEFORE the effective date of thi
DV-Certificateused in step 2.
Expected resulty 1. 690 006 or |1 SO checking error i
the selection of an unknown key.
2.1 SO checking error or warning ¢
3.690 006 in a valid SM response
4. 690 0 alid SM respanse

3.6.26 Test casdS0O7816 J 26

Test- ID ISO7816 J 26
Purpose Test a DV certificate with a wrong certificate body {&urrent date not update(
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).
Test scenario 1. Sendthe MSE Set DST APDU to initiate the certificagfication
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Send the appropriate DEertificate asg e c i f i eCeartificate Seét h ¢

120 ¢ h a pY_€HRT d2h
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4AF <Lsp4p> <certificate body>
5F 37 <lsez7> <certificate signature>

e The tag of the certificate body is wrong.

127224



Test plan for eMRTDs with EACv1

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step aedtore the preconditions for this teg
case before the next step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
4. Sendthe appropriate DEer t i f i cat e ertificate Seatd |
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<C8yptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
e This certificate expiration datis BEFORE the effective date of the
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2.1 SO checking error or warning ¢
3.690 006 in a valid SM response
4., 690 006 in a valid SM response

3.6.27 Ted caselSO7816_J_27

Test- ID ISO7816 J 27

Purpose Test a DV certificate with a wrong certificate signature-t@grrent date not
updated

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authentication mechanism MUST have been performed as |

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification
6 0 @281B6<Lc>87<L g7> 01 <Cryptogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).
¢ The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DEertificate as specified in thi€ertificate Set
120 ¢ h a pY_E€HRT 4%

60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
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e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 38<Lgrss> <certificate signature>

e The tag of the certificate signature is wrong.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step and restoeeptieconditions for this test
case before the next step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> cotains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
4. Sendthe appropriateDE€er t i f i cat e &ertificafe Setd f
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>
e This certificate expiration date is BEFORte effective date of the
DV-Certificate used in step 2.
Expected result 1. 690 006 in a valid SM response
2.1 SO checking error or warning ¢
3.690 006 in a valid SM response
4., 690 006 in a valid SM response
3.6.28 Test casdS0O7816_J 28
Test- ID ISO7816 J 28
Purpose Test a DV certificate with a wrong certificate body leng@urrent date not
updated
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authentation mechanism MUST have been performed as w

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification
60C 22 81 B& <I<g>0%<Cryptogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR). ~

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
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Send the appropriate BEer t i f i cat e &ELeriificaeSeati |
120 ¢ h a pY_€HERT 4

60C 2A 00 BE <g>0%<Csyftograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> + 1 <certificate body>
5F 37 <lsez7> <certificate signature>

e The length of the certificate body is unconsistent.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

s Reset the chip after this step and restore thegmditions for this test
case before the next step is performed.

Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.

60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

¢ <Cryptogram> contais the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ {
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

This certificate expiration date is BEFORE thffective date of the
DV-Certificate used in step 2.

Expected result

P wbdPE

90 0006 in a valid SM response
SO checking error or warning ¢
90 0O in a valid SM response
90 00 in a valid SM response

- o
(0]

[@))
o

(@)
(@)

3.6.29 Test casdSO7816 J_29

Test- ID

1ISO7816_J 29

Purpose

Test a DV certificate with a wrong certificate signature lergthirrent date not
updated

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authetication mechanism MUST have been performed as w

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81c>Bb<L<g>01<Cryptogram> 8E 08
<Checksum> 006
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e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Sendthe appropriate DE€er t i fi cat e &ertificae Sat i i
120 ¢ h a pY_€HRT dZ%
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <lez> + 1 <certificate signature>
e The length of the certificate signature is unconsistent.
e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.
e Reset the chip after this step and restbespreconditions for this tes
case before the next step is performed.
3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060
e <Cryptogram> ontains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
4. Sendthe appropriate DEer t i f i cat e &sriificate Satd |
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lsez7 <certificate signature>
e This certificate expiration date is BERE the effective date of the
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2. 1SO checking error or warning pg
3.690 006 in a valid SM response
4. 690 006 in a valid SM response

3.6.30 Test casdSO7816_J_30

Test- ID ISO7816_J 30

Purpose Test a DV certificate with a wrong certificate signature (Last byte increased
Current date not updated

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.

2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
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EF.CVCA file (Primary trust point).

Test scenario

1. Send the MSE Set DST APDU to initiate the certificate igiifon
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

2. Send the appropriate DEertificate as spécf i e d Cartificate Bee
120 ¢ h a pY_€HRT 4
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4p> <certficate body>
5F 37 <Lz <certificate signature + 1>

e The certificate signature is wrong. It is obtained by increasing a
correct signature by one.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT updates current date.

e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 >B8<L<g>01<Cryptogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

4. Sendthe appropriateBE€er t i f i cat e &ertificafe Setd 1
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lsps7> <certificate signature>

This certificate expiration date is BEFORE the effective date of thi
DV-Certificate used in step 2.

Expected result 1. 690 006 in a valid SM response
2. 1SO checking error or warning ¢
3. 690 0 ¢alid SM respanse
4. 690 006 in a valid SM response

3.6.31 Test casdSO7816_J 31

Test- ID ISO7816_J 31

Purpose Test a DV certificate with a wrong certificate signature (Dropping last byte of
signature)} Current date not updated

Version 1.2

Profile TA
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Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be usede@ad from the
EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificaeSeati |
120 ¢ h a pY_€HRT &2g

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>

e The certificate signature is wrong. It is obtained by dropping the Iz
byte of the certificate signature (the length of the Debhains
consistent)

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step and restore the preconditions for this
case before the next step is perfedn

Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.

60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authoty Reference MUST be used as read from
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter aPVvV_CERT_1

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

This certificate expiration date is BEFORE the effective date of thi
DV-Certificate used in step 2.

Expectel results

PwbdhpE

90 0006 in a valid SM response
SO checking error or warning ¢
90 0O valid SM response
90 00O valid SM response

- o

(@)
(@)
=]
8]

(@)
(@)
=]
o))
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3.6.32 Test casdS0O7816_J 32

Test- ID

1ISO7816_J 32

Purpose

Test a DV certificate vt a wrong certificate signature (Signature greater than
modulus)- Current date not updated

Version

1.2

Profile

RSA, TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST h&e=n performed as well

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8yftograrh>8 E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BEer t i f i cat e &ELeriificaeSeati |
120 ¢ h a pY_€HRT d2

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lsez7> <certificate signature>

e The certificate signature is wrong. It is obtained by setting the
signature to a value greater than the modulus. The length of the
signature MUST match the length of the modulus.

This certificate has an advanced effective date. Since the DV
certificate faied, the chip MUST NOT update the current date.

e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CARof the CVCA.

60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DEertificate asg e c i f i eCertificate Sét @ ¢
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0

¢ <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4p> <certficate body>
5F 37 <l <certificate signature>

¢ This certificate expiration date is BEFORE the effective date of th
DV-Certificate used in step 2.

Expected resulty

690 006 in a valid SM response
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| SO checking error or wladSMiresponsep
0O 006 in a valid SM response
0O 006 in a valid SM response

3.6.33 Test casdSO7816_J_33

Test- ID ISO7816_J 33

Purpose Test a DV certificate with a wrong certificate signature (r =Olrrent date not
updated

Version 1.2

Profile ECDSA,TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

2.
3.

performed.
The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust poit).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST beed as read from th
EF.CVCA file.

Send the appropriate BEer t i f i cat e &ELeriificaeSeati |
120 ¢ h a pY_€EHRT d42%p

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lsez7> <certificate signature>

e The certificate signature i s
of the signature wi tillmataddsthé size af
the prime.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step and restore the preconditions for this
case before the negtep is performed.

Send the MSE Set DST APDU to initiate the certificate verification to

eMRTD with the CAR of the CVCA.

60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certiication Authority Reference MUST be used as read from
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter aPVvV_CERT_1

60C 2A 00 BE <g>0%<C8 Hptogiam> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
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TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>

This certificate expiration date is BEFORE the effective date of thi
DV -Certificate used istep 2.

Expected resulty

P wbhPE

690 006 in a valid SM response
| SO checking error or warning ¢p
6090 006 in a valid SM response
090 006 in a valid SM response

3.6.34 Test casdSO7816_J_34

Test- ID ISO7816_J 34

Purpose Test a D/ certificate with a wrong certificate sighature (s = Qurrent date not
updated

Version 1.2

Profile ECDSA, TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
The Chip Authentication mechanism MUST have been peddras well.

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DEer t i f i cat e &LeriificaeSati |
120 ctéraspV_CERT_12q

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7> <certificate signature>

e Thecertifimt e signature i s wrong. [
of the signature with 6006. T
the prime.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT updates current date.

¢ Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

Send the MSE Set DST APDU to initiate the certificate verification to

eMRTD with the CAR of the CVCA.

60C 22 81 B& <I<g>0%<Cryptogram> 8E 08
<Checksum> 006

s <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

136224



Test plan for eMRTDs wit EACv1

4. Sendthe appropriateDE€er t i f i cat e &ertificafe Setd {
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <Lz <catificate signature>
e This certificate expiration date is BEFORE the effective date of th
DV-Certificate used in step 2.

Expected result 1. 690 006 in a valid SM response
2.1 SO checking error or warning ¢
3. 690 0 (alid SM respansev
4., 690 006 in a valid SM response

3.6.35 Test casdSO7816_J_35

Test- ID

1ISO7816_J 35

Purpose

Test a DV certificate without selecting any root k&yurrent date not updated

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Applicatlogprocedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the appropriate D@ertif i cat e as LprificateSét e |
120 ¢ h a pY_€HRT dZa

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F 4E<L,r4e> <certificate body>
5F 37 <lspz7> <certificate signature>

e As no current key is selected, the certificate verification SHOULD
fail.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the caotrdate.

e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.

60C 22 81 B6 <g>0l <@yptogram> 8E 08
<Checksum> 006

s <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<C8tograrh> 8E 08
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<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lspz7> <certificatesignature>

e This certificate expiration date is BEFORE the effective date of th
DV-Certificate used in step 2.

Expected resulty

1. 1 SO checking error or warning p
2. 690 006 in a valid SM response
3.690 006 i mspanseval i d SM r

3.6.36 Test casdSO7816_J_36

Test- ID ISO7816 J 36

Purpose Test a DV certificate while the Public Key D.O has a wrong O.1.D fi€drrent
date not updated

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST Hmaen

performed.
2. The Chip Authentication mechanism MUST have been performed as

3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

1. Send the MSE Set DST APDU to initiate the cerdifecverification.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Send the appropriate DEertificat a s s p e cQGeftificadedSeti
120 ¢ h a pY_€EHRT 4&
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyre> <certificate body>
5F 37 <lsez> <certificate signature>

e The Public Key D.O. in the certificate body contains an uncorrect
O.1.D that does not indicate-iBA (0.4.0.127.0.7.2.2.X.y).

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron
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EF.CVCAfile.
4. Send the appropriate DEertifi c at e as s Qatifidaté $Seedd
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyqe> <certificate body>
5F 37 <Lz <certificate signature>
e This certificate expiration date is BEFORE the effective date of thi
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2.1SO checking error @606 warai ngl
3.690 006 in a valid SM response
4., 690 006 in a valid SM response

3.6.37 Test casdSO7816_J_37

Test- ID

ISO7816_J 37

Purpose

Test a DV certificate while the Public Key D.O has no O.1.D fighlirrent date
not updated

Version

1.2

Profile

TA

Preconditions

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary truspaoint).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e The Certification Authority Reference MUSE used as read from tf
EF.CVCA file.

Send the appropriate DEer t i f i cat e &eriificaeSati |
120 ¢ h a pY_€EHRT d2Zh

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lsez7> <certificate signature>

¢ The Public Key D.O. in the certificate body does not contain an O
field.

e This certificate has an advanced effectiae. Since the DV
certificate failed, the chip MUST NOT update the current date.

¢ Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

Send the MSE Set DST APDU to initiate the certificate ieaiifon to the
eMRTD with the CAR of the CVCA.
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60C 22 81 B6 <g>0%<Csytograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

4. Sendhe appropriate DMCer t i f i cat e &srtificate Seatd |
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encryptata objects
TF 4E <lyr4p> <certificate body>
5F 37 <Lz <certificate signature>
e This certificate expiration date is BEFORE the effective date of thi
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2. ISOcheckingerrorovar ni ng processing 0663
3.690 006 in a valid SM response
4, 690 006 in a valid SM response

3.6.38 Test casdS0O7816 J 38

Test- ID

ISO7816_J 38

Purpose

Test a DV certificate while the Public Key D.O has no Public point fi€ldrrent
datenot updated

Version

1.2

Profile

ECDSA, TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been rfeaa the
EF.CVCA file (Primary trust point).

Test scenario

Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).

e TheCertification Authority Reference MUST be used as read from
EF.CVCA file.

Send the appropriate DEer t i f i cat e &eriificaeSat i |
120 ¢ h a pY_€HRT 4%

60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0

s <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lsez7> <certificate signature>

e The Public Key D.O. in the certificate body does not contain any E
Public point feld.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.
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e Reset the chip after this step and restore the preconditions for this
case before the next step is performed.

3. Send the ME& Set DST APDU to initiate the certificate verification to th
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR)

e The Certification Authority Reference M&T be used as read from tl
EF.CVCA file.

4. Sendthe appropriate DEer t i f i cat e srtificate Seatd |
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

This certificate expiration date is BEFORE the effective date of thi
DV-Certificate used in step 2.

Expected resulty

1. 69060in a valid SM response

2.1SO checking error or warning g
3.690 006 in a valid SM response
4., 690 006 in a valid SM response

3.6.39 Test casdSO7816_J_ 39

Test- ID ISO7816_J 39

Purpose Test a DV certificate while the Pubkaey D.O has no Modulus fieldCurrent
date not updated

Version 1.2

Profile RSA, TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Authentication mechanism MUST have been performed as

3. The Certificatimn Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

1. Send the MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0%<C8gtograrh> 8E 08
<Checksum> 006

e <Cryptogram> containthe encrypted CVCA key Name (CAR).

¢ The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Sendthe appropriate DE€er t i f i cat e &srtificae Set i |
120 ¢ h a pY_EHRT 42k
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0

s <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lsez7> <certificate signature>
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e The Public Key D.O. in the certificate bpdoes not contain any RS/
Modulus field.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step and restore the preconditions for this
case before thnext step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
s <Cryptogram> contains the encrypted CVCA key Name (CAR)
e TheCertification Authority Reference MUST be used as read from
EF.CVCAfile.
4. Sendthe appropriateDE€er t i f i cat e &ertificafe Setd 1
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0l <@yptogram> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
e This certificate expiration date is BEFORE the effective date of th
DV-Certificate usd in step 2.

Expected result 1. 690 006 in a valid SM response
2. 1SO checking error or warning ¢
3.690 006 in a valid SM response
4., 690 006 in a valid SM response

3.6.40 Test casdSO7816_J_40

Test- ID ISO7816 J 40
Purpose Test a DV certificate while the Public Key D.O has no public exponentield
Current date not updated
Version 1.2
Profile RSA, TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUSave been performed as wel|
3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).
Test scenario 1. Sendthe MSE Set DST APDU to initiate the certificate verification.
60C 22 81 B6 <g>0:<C8p@togalL m>8E 08
<Checksum> 006
¢ <Cryptogram> contains the encrypted CVCA key Name (CAR).
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &ertificaje Sat i f
120 ¢ h a pY_€HRT 4&
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60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <lspz> <certificate signater

e The Public Key D.O. in the certificate body does not contain any F
public exponent field.

e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.

e Reset the chip after this step aedtore the preconditions for this teg
case before the next step is performed.

3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060
e <Cryptagram> contains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.
4. Sendthe appropriate DE€er t i f i cat e &sriificate Satd |
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
e This certificate expiration date BEFORE the effective date of the
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2. 1SO checking error or warning ¢
3.690 006 in a valid SM response
4. 690 006 in a valid SM response

3.6.41 TestcaselSO7816_J 41

Test- ID ISO7816_J 41
Purpose Test a DV certificate while the Public Key D.O contains an unknown D.O.
Current date not updated
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performel.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the MSE Set DST APDU to initiate the certificate verifcati

60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the encrypted CVCA key Name (CAR).
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e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.

2. Send the appropriate DRertificate as specified n  Certiicaté Set
120 ¢ h a pY_€HRT d2&n
60C 2A 00 BE <g>0%<Csyftograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificatebody>
5F 37 <lsez7> <certificate signature>
e The Public Key D.O. in the certificate body contains an unknown |
(tag 06776) .
e This certificate has an advanced effective date. Since the DV
certificate failed, the chip MUST NOT update the current date.
¢ Resethe chip after this step and restore the preconditions for this
case before the next step is performed.
3. Send the MSE Set DST APDU to initiate the certificate verification to
eMRTD with the CAR of the CVCA.
60C 22 81 B6 <g>0:<CsjptogalL m>8E 08
<Checksum> 0060
e <Cryptogram> contains the encrypted CVCA key Name (CAR)
e The Certification Authority Reference MUST be used as read fron|
EF.CVCA file.
4. Sendthe appropriateDE€er t i f i cat e &ertificafe Setd f
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7 <certificate signature>
e This certificate expiration date is BEFORE the effective date of the
DV-Certificate used in step 2.

Expected resulty 1. 690 006 in a valid SM response
2. 1SO checking error or warning ¢
3.690 006 in a valid SM response
4, 6906 0ibon a valid SM response

3.6.42 Test casdSO7816_J_42

Test- ID 1ISO7816_J 42

Version Deleted in version 0.8 (Merged with ISO7816_J 41)

3.6.43 Test casdSO7816_J_43

Test- ID 1ISO7816_J 43

Purpose Test the transition CVCA IS key
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Version 1.2
Profile TA
Pre®nditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 BPF OULcxCBYyptbgram> 8
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Rierence MUST be used as read from
the EF.CVCA file.
2. Sendthe appropriatedSer t i f i cat e &ertificate Set 10f
chapter asS_CERT_10
60C 2A 00 Bd 0xdCoy/ptograri> 8E 08 4Ecksum>
<Le>0
e <Cryptogram> contains the following encrypted data objects
TF AE <lzp4p> <certificate body>
5F 37 <lsps7 <certificate signature>
Expected resulty 1. TheeMRTDMUST return status bytes
2. TheeMRTDMUST return a | SO checkin

a valid SM response

3.6.44 Test casdSO7816_J 44

Test- ID ISO7816 J 44
Purpose Test the transition CVCA domestic DVE CVCA
Version 1.2
Profile TA
Preconditions 1. The "Open ePasspokpplication" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given BE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Cs8yptograrn> 8E 08
<Checksum> 006
¢ <Cryptogram> contains the following encrypted data objects
83 <Lgs> <certificate authority reference>
e The Certification Authority Reference MUST be used as fiead
the EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &sriificafe Set i

100 c¢ h a pY_EHBRT d4Ga
60C 2A 00 BE <g>0%<C8yjtograrh> 8E 08
<Checksum> <Le>0
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e <Cryptogram>contains the following encrypted data objects
7F 4E <lzr4e> <certificate body>
5F 37 <lsps7 <certificate signature>

3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8yjtograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains tHellowing encrypted data objects
83 <Lgz> <certificate authority reference>
¢ The Certification Holder Reference stored inside theCartificate
sent in step 2 has to be used.
4. Sendthe appropriate GCBer t i f i cat e &ertificafe Set |
100 ¢ h a piNkKe CER® _4&Q
60C 2A 00 BE <g>0%<C8yjtograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7F AE <lzp4p> <certificate body>
5F 37 <lses7 <certificate signature>
Expected result 1. TheeMRTDMUST return status bytes
2. TheeMRTDMUST return status bytes
3. TheeMRTDMUST return status bybnse
4. TheeMRTD MUST return status bytes a ISO checking error or status

bytes 663 006 in a valid SM r efq

3.6.45 Test casdS0O7816 J 45

Test- ID ISO7816 J 45
Purpose Test the transition CVCA foreign DVE CVCA
Version 1.2
Profile TA
Precondions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test £enario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8yjtograrh> 8E 08
<Checksum> 006
¢ <Cryptogram> contains the following encrypted data objects
83 <Lgs> <certificate authority reference>
e The Certification Authority Refereee MUST be used as read from
the EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &sriificafe Set |

100 c¢ h a pY_EHBRT 4.
60C 2A 00 BE <g>0%<C8yjtograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F AE <l;p4e> <certificate body>
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5F 37 <lspz7 <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Cs8/7 ptegtam> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@@rtificate
sent in step 2 has to be used.

Sendthe appropriate GBe r t i f i cat e aCertifcgdecSeti f
100 ¢ h a piNke CER® _&Q

60C 2A 00 BE <g>0%<Cs8yptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains thelfowing encrypted data objects
7TF 4E <lzp4e> <certificate body>
5F 37 <lse37> <certificate signature>

Expected result

PobdpE

TheeMRTDMUST return status bytes
TheeMRTDMUST return st at alid SMrgspoase
TheeMRTDMUST return status bytes

TheeMRTD MUST return status bytes a ISO checking error or status
bytes 663 006 in a valid SM r efq

3.6.46 Test casdSO7816_J 46

Test- ID

ISO7816_J_46

Purpose

Test the transition CVCA domestic DVE domestic DV

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certificatian Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following enptgd data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificate Sat i
100 ¢ h a pY_€HRT d4Ga

60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>0

s <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <Lz <certificae signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
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<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Refence stored inside the D®ertificate
sent in step 2 has to be used.

4. Sendthe appropriate DE€er t i f i cat e &ertificate Set i
100 ¢ h a pY_€EHRT als
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>
Expected result 1. TheeMRTDMUST return statusiyes 690 0006 i n a
2. TheeMRTDMUST return status bytes
3. TheeMRTDMUST return status bytes
4. TheeMRTD MUST return status bytes a ISO checking errastatus

bytes 663 006 in a valid SM res

3.6.47 Test casdSO7816_J_47

Test- ID ISO7816 J 47
Purpose Test the transition CVCA domestic DVE foreign DV
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 65ILc>8& <L g;>01<Cryptogram> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file.
2. Sendthe approprietDV-Cer t i f i cat e &esriificae Set i
100 ¢ h a pY_€HRT d4Ga
60C 2A 00 BE <g>0%<C8ftograrh> 8E 08
<Checksum> <Le>0
¢ <Cryptogram> containe following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <Lsg37> <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the followingerypted data objects
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83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®Ytificate
sent in step 2 has to be used.

4. Sendthe appropriate D€er t i f i cat e &ertificate Set i
100 c¢ h a pY_€HRT 4Cd
60C 2A 00 BE <g>0%<C8yptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <Lsg37> <certificate signature>
Expected resulty 1. TheeMRTDMUST return status bytes
2. TheeMRTDMUST return status bytes
3. TheeMRTDMUST return sHaimsabytésd
4. TheeMRTD MUST return status bytes a ISO checking error or status

bytes 663 006 in a valid SM res

3.6.48 Test casdSO7816_J 48

Test- ID ISO7816_J 48
Purpose Test the transition CVCA foreign DVE domestic DV
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Prmary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Cetification Authority Reference MUST be used as read from
the EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &ertificate Sat |
100 ¢ h a pY_€HRT d®.
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
¢ <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <l <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.

60C 3BPB6<Lc>87<L g;>01 <Cryptogram> 8E 08
<Checksum> 006

s <Cryptogram> contains the following encrypted data objects
83 <Lgs> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
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sent in step 2 has to be used

4. Sendtheappropriate BE€er t i f i cat e &ertificate Sat i
100 ¢ h a pY_EHRT _a0s
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
Expected resulty 1. TheeMRTDMUST return status bytes
2. TheeMRTDMUSTreturns at us byt es 690 006
3. TheeMRTDMUST return status bytes
4. TheeMRTD MUST return status bytes a ISO checking error or status

bytes 663 006 in a valid SM res:s

3.6.49 Test casdS0O7816 J 49

Test- ID

ISO7816_J 49

Purpose

Test the transition CVCA foreign DVE foreign DV

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performedeh.

The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> cotains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificate Sat |
100 ¢ h a pY_EHRT d®.

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e TheCertification Holder Reference stored inside the-Ogftificate
sent in step 2 has to be used.

Send the appropriate BEe r t i f i cat e &srtificafe Set |
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100 ¢ h a pY_€HRT 4dGd
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

Expected resulty

PwnNhpRE

TheeMRTDMUST return status bytes
TheeMRTDMUST return status bytes
TheeMRTDMUST return status bytes

TheeMRTD MUST return status bytesISO checking error or status
bytes 663 006 in a valid SM res:s

3.6.50 Test casdS0O7816 J 50

Test- ID ISO7816_J 50
Purpose Test the transition CVCA DV E ISE foreign DV
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application” proceelMUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU tettMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file
2. Sendthe appropriate DE€er t i f i cat e &ertificate Sat |
110 ¢ h a pY_€HRT d&
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lspz7 <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006
e <Cryptogram> cotains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Holder Reference stored inside the@rrtificate
sent in step 2 has to be used.
4. Sendthe appropriatedSer t i f i cat e &ertificafe Set 14f

chapter asS_CERT_11a
60C 2A 00 BE <g>0%<C8ptograrh> 8E 08
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<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4p> <certificate body>
5F 37 <l <certificate signature>
Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authoty reference>

e The Certification Holder Reference stored inside th€&#tificate
sent in step 4 has to be used.

Send the appropriate BE€e r t i f i cat e &ertificafe Set i
110 ¢ h a pY_€HRT 4K

60C 2A 00 BE <g>0%<Csyftograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Expected result

arwDd e

[@))

9 0 in@ Qafid SM response
9 0 in@ Oafid SM response
9 0 in@ Oafid SM response
9 0 in@ Oafid SM response

690 0006 or | SO checking error i
OS accept the selection of an unavailable public keyetudn an error
only when the public key is used for the selected purpose.

| SO checki ng ineawalidoSM reeponséd 6 3 00 6

o O O

3.6.51 Test casdS0O7816_J 51

Test- ID ISO7816 J 51
Purpose Test the transition CVCA DV E IS E domestic DV
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust pat).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006
¢ <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Athority Reference MUST be used as read from
the EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &eriificae Seat i
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110 c h a pY_€HRT d&
60C 2 ABB<c>87<L g>01<Cryptogram> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 <BfF OULcxCB8yptogram> 8

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®Ytificate
sent in step 2 has to be used.

Send the gmopriate ISCer t i f i cat e &ertificate Sat 14f
chapter asS_CERT_11la

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> ontains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>
Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains thelfowing encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside th€&tificate
sent in step 4 has to be used.

Send the appropriate DEer t i f i cat e &ertificate Sat |
110 ¢ h a pY_€HRT 4dls.

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate lody>
5F 37 <l <certificate signature>

Expected resulty

6.

a s wbde

(@)

9 0 in@ Oafid SM response
9 0 in@ Oafid SM response
9 0 in@ Oafid SM response
0 9 0 in@ Oafid SM response

690 0006 or | SO checking erroripi
OS accept the selection of an unavailable public key and return an e
only when the public key is used for the selected purpose.

| SO checki ng ine@walidlSMreeponséd 6 3 00 6

o O

3.6.52 Test casdSO7816_J 52

Test- ID ISO7816 J 52
Purpose Test thetransition CVCAE DV E ISE IS
Version 1.2
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Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST lealeen read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <catificate authority reference>
e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file.
2. Sendthe appropriate DEer t i f i cat e &ertificate Sat i
110 ¢ h a pY_€HRT d=k
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>
3. Send the given ME: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Holder Reference stored inside the@atificate
sent in step 2 has to be used.
4. Sendthe appropriatedSer t i f i cat e &ertificafe Set 14f
chapter asS_CERT_11la
60C 2A 00 BE <g>0% <€ryptogram> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lsez7 <certificate signature>
5. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0:<C8ftograrh > 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certification Holder Reference stored inside th€&®tificate
sent in step 4 has to be used.
6. Send the appropriate{Sertificat e as s p eriifitaie Set 14
chapter asS_CERT_11b
60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>0
¢ <Cryptogram> contains the followirencrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lspz7> <certificate signature>
Expected result 1. 6 9 0 in@ Qafid SM response
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(@)

9 0 in@ Oafid SM response
9 0 in@ Oafid SM response
9 0 in@ Oafid SM response

690 0006 dngertorSra validh SMcrdsponse. Note that some
OS accept the selection of an unavailable public key and return an e
only when the public key is used for the selected purpose.

6. 1| SO checki ng inawalidlSMresponséd 63 00 6

o rwbd
o O

3.6.53 Test casdSO7816_J_53

Test- ID ISO7816_J 53

Purpose Test the transition CVCE DV E ISE CVCA

Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.

2. The Chip Authentication mechanism MUST have been performeelas

3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> conias the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fror
the EF.CVCA file.

2. Sendthe appropriateDE€er t i f i cat e &sriificae Set i
1106 c¢ h a pY_€EBERT 4k
60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <Lsgz7> <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Caetification Holder Reference stored inside the-D¥rtificate
sent in step 2 has to be used.

4. Sendthe appropriatedSer t i f i cat e &ertificafe Set 14f
chapter asS_CERT_11a
60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>0

s <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certificate body>
5F 37 <lspz7> <certificate signature>
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5. Send the given MSE: Set DST APDUthe eMRTD.
60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside th€&#tificate
sent in s¢p 4 has to be used.

6. Send the appropriate CVCBer t i f i cat e &ertificate Sat

110 ¢ h a pINKe CER® 41la
60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>6

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Expected result

(@)

9 0 in@ Oafid SM response

9 0 in@ Oafid SM response

9 0 in@ Qafid SM reponse

9 0 in@ Oafid SM response

6090 006 or 1 SO checking error

(@)

arcwDNE
o O

OS accept the selection of an unavailable public key and return an e

only when the public key is used for the selected purpose.
6. ISOcheckinggr r or airra vdidSM résiolse

3.6.54 Test casdS0O7816 J 54

Test- ID 1ISO7816 J 54
Purpose Test the transition CVC&A CVCAE IS
Version Has been moved to M_5 in version 1.1

3.6.55 Test casdSO7816_J 55

Test- ID ISO7816_J 55

Purpose Test a DV certitate with a wrong Public Key (shorter key length).
Version 1.2

Profile TA

Preconditions

1. The "Open ePassport Application” procedure MUST have been
performed.

2. The Chip Authentication mechanism must have been performed g
well.

3. The Certification Authoty Reference must have been read from th
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8yptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted daltfects
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83 <Lgz> <certificate authority reference>

e The Certification Authority Reference must be used as read frq
the EF.CVCA file.

2. Sendthe appropriate BE€er t i f i cat e &srtificae Seat
140 otérasDV_CERT_14b
60C 2A 00 BE <¢g>0%<Cs8yptograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7F AE <lyp4p> <certificate body>
5F 37 <Lz <certificate signate>

e The key length of this certificate is different to the CVCA publi
key.
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8yjtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

¢ The Certification Holder Reference given in the previous DVC
Certificate sent.

4. Sendthe appropriatedSer t i f i cat e &ertificate Set |
140 c¢ h a |[StCERT_Kia
60C 2A 00 BE <g>0%<C8yjtograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Expected 1. 690 006 in a valid SM respons
resuts 2.1 SO checking error or 063 006
3.690 0006 or |1 SO checking error

chip OS accept the selection of an unavailable public key and rety
error only when the publikey is used for the selected purpose.

4. 1| SO checking error or 0663 006
certificate was not verified successfully, it MUST NOT be possiblg
use it as the trust point for the-Gertificate verification.

3.5.56 Test casdSO7816_J 56

Test- ID ISO7816_J 56
Purpose Test a IS certificate with a wrong Public Key (shorter key length).
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application” procedure MUST have been
performed.
2. The Chip Authentication mechanism mbsive been performed as
well.
3. The Certification Authority Reference must have been read from t
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
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60C 22 81 B6 <g>0%<C8ytograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference must be used as read fr
the EF.CVCA file.

2. Sendthe appropriateCBer t i f i cat e &ertificate Set
140 ¢ h a pY_€EHRT d4a
60C 2A 00 BE <g>0%<Cs8yptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF AE <lzp> <certificate body>
5F 37 <lsp37 <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Cs8yptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate autority reference>

¢ The Certification Holder Reference given in the previous DVC
Certificate sent.
4. Sendthe appropriatedSer t i f i cat e &ertificate Set |
140 c h a |[StCERT_Hils
60C 2A 00 BE <g>0%<C8yjtograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

The key length of this certifita is different to the CVCA and DV
certificates public keys.

Expected 1. 890 006 in a valid SM respons
results 2.690 006 in a valid SM respons
3.690 006 in a valid SM respons

4. 1 SO checking error or 663 006

3.7 Unit1SO7816_Ki Terminal Aut henticationt

This unit tests the second part of the terminal authentication process. In this step, the terminal proves
the possession of the private key which belongs to the IS certificate.

All test cases of this tedgt Agrpilti cvahtii oo or eq wicread u
performed twice (one test run with BAC and one with PACE) if the chip supports both protocols. If

the chip only supports one of these protocols (BAC or PACE), only one test run has to be performed

with the supported prototo used in the fAOpen ePassport Appl i c:

1 Note that some States have issued MRTDs using a static binding for the combination of PACE and Terminal
Authentcation. For these MRTDs some test cases of this unit will be replaced by alternative and
additional test cases [R10].
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3.7.1 Testcase ISO7816 K 1

Test- ID

ISO7816 K ltemplate

Purpose

Positive test with a valid terminal authentication process

Version

1.2

Profile

seeTablel

Preconditions

1.

The"Open ePassport Application" procedure MUST have been
performedUse the protocol specified Tablel.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been feah the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate athority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate DE€e r t i f i cat e &ertificafe Sat d 1
chapter aPVvV_CERT_1

0 0 QAOOBE <Lc>87<L  g;>01 <Cryptogram> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81c>Bb<L<g>01<Cryptogram> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send he appropriate K€ e r t i f i cat e ertificafeSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrygtgata objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set AT APDU to the eMRTD.

60C 22 81 A4 <g>02<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >

e The Certification Holder Reference stored inside th€d®tificate
sent in step 4 has to be used.

Send the given Get Challenge APDU to the eMRTD.
60C 84 00 00 OD 97 01 08 8E 08
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7. Send the given exteshauthenticate command to the eMR&a®specified
in Tablel.
Expected resulty 1. 690 006 in a valid SM response

2. 690 006 in a valid SM response

3.690 006 in a valid SM response

4. 690 006 in a valid SM response

5, 890 006 inpoaseval i d SM res

6. 6<Eight bytes of random data> ¢

7. 690 006 in a valid SM response

Testi ID Profile | Precondition Test scenario
ISO7816_K 1a| TA Perform BAC with 7. Send the given external authenticate
MRZ command to the eMRTD.
60C 82 00 00 <g>02
<Cryptogram> 8E 08 <Checksum>
<Le>0
e The MRTD chipbs I
as contain in the MRZ including the
check digit MUST be used to build thi
encrypted terminal signaturegp) for
the External Authenticate command.
<Cryptogram> contains the aypted
terminal generated signature created witl
the private key of IS_KEY_01.
ISO7816_K 1b| TA, Perform PACE 7. Send the given external authenticate

PA with MRZ or command to the eMRTD.

CE CAN 60C 82 00 00 <g>02
<Cryptogram> 8E 08 <Checksum>
<Le>0d
e The MRTD chipbs ¢

public key MUST be used to build the
encrypted terminal signatureq) for
the External Authenticate command.
IDpicc = Comp(ehpPKico)
<Cryptogram> contains the encrypted

terminal generated signature created wit]
the privde key of IS_KEY_01.

Tablel: Test case ISO7816_K_1

3.7.2 Testcase ISO7816 K 2

Test- ID ISO7816 K 2

Purpose Test with an invalid certificate reference for the MSE:Set AT command
Version 1.2

Profile TA
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Preconditions

The "Open ePaport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the gign MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be usedessl from the
EF.CVCA file.

Send the appropriate DEer t i f i cat e &ertificate Satd 1
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0

e <Cryptogran® contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <lsez7 <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

¢ <Cryptogram> contains tHellowing encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e &ELsriificae Satd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificatesignature>

Send the given MSE: Set AT APDU to the eMRTD.

60C 22 81 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >

e To generate an invalid certifitan holder reference, the last characi
of the holder reference stored inside theCiStificate sent in step 4 is
changed.

Send the given Get Challenge APDU to the eMRTD.
60C 84 00 OO OD 97 01 08 8E 08

Send the given external authenticedenmand to the eMRTD.
60C 82 00 00 <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>5

¢ <Cryptogram> contains the encrypted terminal generated signatu
created with the private key of IS_KEY_01.
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Expected resulty

1. 690 006 in a valid SM response
2. 690 n@&oalid SM response

3.690 006 in a valid SM response
4, 690 006 in a valid SM response
5. 690 006 or 1 SO checking error i

OS accept the selection of an unavailable public key and return an er
only when the public keis used for the selected purpose.

6. 6<Eight bytes of random dat a>
response

7.1 SO checking error or 663006 in

3.7.3 Testcase ISO7816_K_3

Test- ID

ISO7816_K_3

Version

Deleted in version 0.8 (Identical with IS®16 L 11)

3.7.4 Testcase ISO7816 K 4

Test- ID ISO7816 K 4

Purpose Test with a terminal authentication process without secure messaging
Version 1.2

Profile TA

Preconditions 1. The "Open ePassport Application" procedure MUST have been

performed.
2. The Chip Adhentication mechanism MUST have been performed as \

3. The Certification Authority Reference MUST have been read from thg
EF.CVCA file (Primary trust point).

Test scenario

1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0t< &ptogram> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

2. Send the appropriate D&ertificate as p e c i f i @edificatenSettdh
chapter aPV_CERT_1
60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>50

s <Cryptogram> contains the following encrypted data objects
7F 4E <lyp4e> <certficate body>
5F 37 <Lz <certificate signature>
3. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8tograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the following encrypted data objects
83 <Lgs> <certificate authorityaference>

e The Certification Holder Reference stored inside the@®Ytificate
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sent in step 2 has to be used.

4. Sendthe appropriatedSer t i fi cat e &eriificaeSatd f
chapter asS_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>
5. Send the given MSE: Set AT APDU to the eMRTD.
60C 22A8B<lc>87<L g>01<Cryptogram> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >
e The Certification Holder Reference stored inside th€&®tificate
sent in step 4 has to be used.
6. Send the given Get Challenge APDU to the eMRTD.
60C 84 00 00O OD 97 01 08 8E 08
7. Send the given external authenticate command to the eMRTD.
600 82 00 00 <Lc> <Terminal gen
e The APDU is sent in plain without SM encoding
e The siguature is created with the private key of IS_KEY_01.
Expected result 1. 690 006 in an SM response
2. 690 006 in an SM response
3.690 006 in an SM response
4, 690 006 in an SM response
5, 690 006 in an SM response
6. 60<Eight bytes of random data> ¢
7. 1SO checking error as a plain response (without Secure Messaging)

3.7.5 Testcase ISO7816_K 5

Test- ID ISO7816 K 5
Purpose Test that the effective access rights in a-O#ftificate are ignored
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Apgdition" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: SBXST APDU to the eMRTD.

60C 22 81 B6 <g>0%<C8ptograrh> 8E 08
<Checksum> 006

s <Cryptogram> contains the following encrypted data objects
83 <Lgs> <certificate authority reference>

e The Certification Authority Reference MUST be used as read finen
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EF.CVCAfile.
2. Sendthe appropriate DE€er t i f i cat e &ertificafe Seat @ f
chapter aPVvV_CERT_1
60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> containthe following encrypted data objects
TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>
3. Send the given MSE: Set AT APDU to the eMRTD.
60C 22 81 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following ewypted data objects
83 <Lgz> <Certification Holder Reference >
e The Certification Holder Reference stored inside the@artificate
sent in step 2 has to be used.
4. Send the given Get Challenge APDU to the eMRTD.
60C 84 00 00O OD 97 01 08 8E 08
5. Send the given external authenticate command to the eMRTD.
60C 82 00 00 <g>0%<C8yptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the encrypted terminal generated signatu
created with the private key of DV_KEY_01.
Expected resulty 1. 690006 in an SM response
2. 690 006 in an SM response
3.690 0006 or 1 SO checking error i
4, 6<Eight bytes of random data> ¢
response
5, 1 SO checking error or 663006 in

3.7.6 Testcase ISO7816 K 6

Test- ID ISO7816 K 6
Purpose Test that the effective access rights in a CVC#dttificate are ignored
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been peddras well.
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).
Test scenario 1. Send the given MSE: Set AT APDU to the eMRTD.
60C 22 81 A4 <g>02<C8pgtograrh> 8E 08
<Checksum> 006
e <Cryptogram> ontains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >
e The Certification Authority Reference as read from the EF.CVCA |
has to be used.
2. Send the given Get Challenge APDU to the eMRTD.
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60C 84 00 00 OD 97 01 kOs8u n8>E 00086

3. Send the given external authenticate command to the eMRTD.
60C 82 00 00 <g>0%<C8ptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the encrypted terminal generated signatu

created with the private key of CVCA_KEY_00.
Expected esults 1. 690 006 or | SO checking error i

2. 6<Eight bytes of random data> ¢
response

3.1 SO checking error or 663006 in

3.7.7 Testcase ISO7816_K 7

Test- ID

1ISO7816 _K_7

Purpose

Test the external authticate command with an invalid class byte

Version

1.2

Profile

TA

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Refemce MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ 1
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7 <certificate signature>
Send the given MSE: Set DST APDU to &#dRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

¢ <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®rtificate
sent in stef2 has to be used.

Send the appropriatedSer t i f i cat e srtificafeSatd f
chapter asS_CERT_1

60C 2A 00 BE <g>0%<C8tograrh> 8E 08
<Checksum> <Le>50

s <Cryptogram> contamthe following encrypted data objects
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TF 4E <lyr4e> <certificate body>
5F 37 <Lz <certificate signature>
5. Send the given MSE: Set AT APDU to the eMRTD.
60C 22 81 A4 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the followirencrypted data objects
83 <Lgz> <Certification Holder Reference >

e The Certification Holder Reference stored inside th€é&®tificate
sent in step 4 has to be used.
6. Send the given Get Challenge APDU to the eMRTD.
60C 84 00 00O OD 97 01 08 8®0 08
7. Send the given external authenticate command to the eMRTD.

68C 82 00 00 <g>0%<C8yptograrh> 8E 08
<Checksum> <Le>56

¢ <Cryptogram> contains the encrypted terminal generated signatu
created with the private key of IS_KEY_01.

e Theclassbyteisse t o an invalid value

8. If the error code in step 7 was returned in a Secure Messaging respo
verify that the secure messaging session has not been aborted. If a p
error code was returned, this step is skipped.

TheCommand APDU as defined indhCS @Annex ATable2) must be
send as Shprotected APDU using the session keys derived inZtdp

Expected resulty

the preconditions.

1. 690 006 in an SM response

2. 690 006 in an SM response

3.690 006 in an SM response

4, 690 006 in an SM response

5, 690 006 in an SM response

6. 6<Eight bytes of random data> ¢
7. 1S0O checking error. Note that the laefour of the chip regarding the

Secure Messaging context is undefined. Therefore this error can be
returned in plain or as an SM response.

8. Ski pped or 690 006 in an SM res

3.7.8 Testcase ISO7816_K 8

Test- ID

ISO7816_K_8

Version

Deleted in version 1.1

3.7.9 Testcase ISO7816_K 9

Test- ID

1ISO7816_K_9

Version

Deleted in version 0.8

3.7.10 Test case ISO7816_K 10

Test- ID

1ISO7816_K_10
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Purpose

Terminal authentication process with two Get Challenge commands (Using tl
first challenge)

Version

1.2

Profile

TA

Preonditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have been performed as

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<Csyptograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Rierence MUST be used as read from
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ {
chapter aPV_CERT_1

60C 2A 00 BE <g>0%<Csytograrh> 8E 08

<Check sum> <Le>0

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriate{Sertificate as specified in tli€ertificate Set &
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csytograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <Lsgz7 <certificate signature>

Send the given MSE: Set AT APDU to the eMRTD.

60C 22 81 A4 <g>0%<Csytograrn> 8E 08

<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >

e The Cerification Holder Reference stored inside theQ&rtificate
sent in step 4 has to be used.

Send the given Get Challenge APDU to the eMRTD.
60C 84 00 00O OD 97 01 08 8E 08

Send the given a second Get Challenge APDU to the eMRTD.
60C 84 00D WOy W1 08 8E 08 <Chec
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e If the chip returns a ISO checking error for this second Get Challe
the remaining steps of this case MUST be skipped.

8. Send the given external authenticate command to the eMRTD.
60C 82 00 00 <g>0%<C8yptograrh> 8E 08
<Checksum> <Le>0
e <Cryptogram> contains the encrypted terminal generated signatu

created with the private key of IS_KEY_01.
e The signature is based on the first challenge received in step 6
Expected resulty 1. 690 006 in an SM response

2. 690 0 (s responsea n

3.690 006 in an SM response

4. 690 006 in an SM response

5, 690 006 in an SM response

6. 6<Eight bytes of random data> ¢

7. 6<Eight bytes of random data> ¢
response

8. Ski pped or |1 SO68heoc&inhg anr 8M ¢

3.7.11 Test case ISO7816_K_11

Test- ID

1ISO7816_K_11

Version

Deleted in version 0.8 (Superseded by ISO7816_K_14)

3.7.12 Test case ISO7816_K_12

Test- ID ISO7816 K 12
Purpose Terminal authentication process with short challenge
Version 1.2
Profile TA
Preconditions 1. The "Open ePassport Application" procedure MUST have been
performed.
2. The Chip Authentication mechanism MUST have been performed as
3. The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primarytrust point).
Test scenario 1. Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8pgtograrh> 8E 08
<Checksum> 006
e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>
e The Certifiation Authority Reference MUST be used as read from
EF.CVCA file.
2. Sendthe appropriate DE€er t i f i cat e &ertificafe Setd f

chapter aPVvV_CERT_1
60C 2A 00 BE <g>0:<C8pt wodram> 8E 08
<Checksum> <Le>5b
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e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificate body>
5F 37 <l <certificate signature>
Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 B6 <g>0%<C8tograrh> 8E 0 8
<Checksum> 0060

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Holder Reference stored inside the@@rtificate
sent in step 2 has to be used.

Send the appropriate{Sertificate as p e c i f i @edificatenSettd h {
chapter asS_CERT_1

60C 2A 00 BE <g>0%<Csyftograrn> 8E 08
<Checksum> <Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <catificate body>
5F 37 <l <certificate signature>

Send the given MSE: Set AT APDU to the eMRTD.
60C 22 81 A4 <g>02<Csyjtograrh> 8E 08
<Checksum> 006

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Rierence >

e The Certification Holder Reference stored inside th€&#tificate
sent in step 4 has to be used.

Send the given Get Challenge APDU to the eMRTD.

60C 84 00 00 OD 97 01 07 8E 08
If the chip returns a short challenge (only 7 bytheh send the given
external authenticate command to the eMRTD, otherwise skip this ste
60C 82 00 00 <g>0%<Csyptograrh> 8E 08
<Checksum> <Le>50

<Cryptogram> contains the encrypted terminal generated signatu
created with the private key of IREY_01.

The signature is based on the short challenge received in step 6

Expected result

o g s whPRE

o |®
o

90 0O in an SM esponse
90 0O in an SM esponse
90 0O in an SM esponse
90 0O in an SM esponse
[ e

d

o O
o O

(@)

(@}
b T T B

[@))

90 0O n an SM espons

6<Seve bytes ob oandé&nm
response

Skipped, | SO checking error or
response

S5 O

ataki g

3.7.13 Test casdSO7816_K_13

Test- 1D 1ISO7816_K 13

Version Deleted in version 0.8 (Identical with ISO7816 L 11)
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3.7.14 Test casdSO7816_K 14

Teg-1D

1ISO7816_K_14

Purpose

Check the Terminal authenticatiorNo Get Challenge Performed

Version

1.2

Profile

TA, DG3

Preconditions

1.

The "Open ePassport Application" procedure MUST have been
performed.

The Chip Authentication mechanism MUST have beerfiormed as well.

The Certification Authority Reference MUST have been read from the
EF.CVCA file (Primary trust point).

Test scenario

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 BH OULcxCBYyptbgram> 8IE

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority reference>

e The Certification Authority Reference MUST be used as read fron
EF.CVCA file.

Send the appropriate BE€e r t i f i cat e &ertificafe Sat @ {
chapter aPVvV_CERT_1

60C 2A 00 B¢ 0x4Coyptog@ani> 8 08 <Checksum>
<Le>0

e <Cryptogram> contains the following encrypted data objects
TF 4E <lyr4p> <certificae body>
5F 37 <lsez7 <certificate signature>

Send the given MSE: Set DST APDU to the eMRTD.
60C 22 81 BfH OULcxCBYyptbgram> 8IE

e <Cryptogram> contains the following encrypted data objects
83 <Lgz> <certificate authority referee>

e The Certification Holder Reference stored inside the@®tificate
sent in step 2 has to be used.

Send the appropriatedSer t i f i cat e ELsriificae Satd f
chapter asS_CERT_1

60C 2A 00 B¢ 0x4Coyptog@ani> 8 @8 <Checksum>
<Le>6

e <Cryptogram> contains the following encrypted data objects
7TF 4E <lyr4e> <certificate body>
5F 37 <lspz7 <certificate signature>
Send the given MSE: Set AT APDU to the eMRTD
60C 22 81 A#A OUcxC8Fpgtlbgram> 8I

¢ <Cryptogram> contains the following encrypted data objects
83 <Lgz> <Certification Holder Reference >

e The Certification Holder Reference stored inside th€&stificate
sent in step 4 has be used.

Send the given external authenticate command to the eMRTD.
60C 82 00 B 01<Cryptogran? S8E<V8 <Checksum>
<Le>0

e <Cryptogram> contains the encrypted terminal generated signatu
created with the private key of IS_KEY_01.
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