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3.5.34 Test case EAC2 ISOTEIO J 34 .o ittt ettt ettt et et e et e e eae et e et e bt eaeenaeeneenbeesnteesnneeas 211
3.5.35 Test case EAC2 ISOT8LO T 35... ettt sttt st sttt st e 212
3.5.36 Test case EAC2 TISOTEIO J 36....cciiiiiiiieieieeeieetett sttt ettt ettt et be st b e sttt e e b e b enaees 213
3.5.37 Test case EAC2 ISOTETO J 37 ..ottt et ste et e stt e et e esteessbeestaesebeessaessse e saesnseenseesnbeenseesnseesnssseeesnnns 215
3.5.38 Testcase EAC2 ISOT8L0 T 38ttt ettt sttt sttt st s et 216
3.5.39 Test case EAC2 ISOTEI6O J 30 ettt ettt ettt s be et et et saee bt s st e bt estenbeesateesaneeas 217
3.5.40 Testcase EAC2 ISOT8L0 J 40.....cooiiriiniirieiiieinieeniet ettt ettt sttt sttt sttt st b et s et 218
3.5.41 Test case EAC2 ISOT8IO J Al sttt sttt sttt b et b et be bt et e e e 218
3.5.42 Test case EAC2 ISOTEIO J A2, ettt ettt ettt et ae et s et e et saee bt eaeenaesmeenbeesmteesnneeas 219
3.5.43 Testcase EAC2 ISOT8LO T 43.....oiiiieiereeeeteet ettt sttt st sttt s e 220
3.5.44 Test case EAC2 ISOT8EI0 J A4ttt ettt ettt st b ettt e e bt e b enaees 221
3.5.45 Test case EAC2 ISOTELO J A5ttt ettt e et e st e st e s beesttese bt esaaessbe e baeanbeenseesnseenseesasaesnssseeennnns 222
3.5.46 Test case EAC2 ISOT8LO T 40.....c.coiiniiniiriiirieirieteieteetetete ettt sttt sttt st s e 223
3.5.47 Test case EAC2 ISOTEIO J A7ttt ettt ettt s he et sa et et e bt s et e naesseenbeesateesaneeas 224
3.5.48 Test case EAC2 ISOTEIO J Aottt et st e et esttesteesteestaesseesebeesssassseessseanseenseesnsaenseessseesnssseeennnns 225
3.5.49 Test case EAC2 ISOT810 T 49...oiiiieieee ettt sttt sttt sttt et b et b et bt et 226
3.5.50 Test case EAC2 ISOTEI6O J 50....c.o ittt ettt ettt ettt e et e ae et et e bt emeenbeemeenbeesnteesnneens 228
3.5.51 Testcase EAC2 ISOT8LO T S1..ciiiiiiiieiiereertet ettt sttt st sttt s e 229
3.5.52 Test case EAC2 TISOTEIO J 52ttt ettt ettt sb bt sttt b e sttt nee b e b enaees 230
3.6 Unit EAC2 ISO7816 K Terminal AuthentiCation..............ccceevuieriienireniienieeiiesieesieeesieee e 231
3.6.1 Testcase EAC2 ISOT810 K ..ottt ettt b sttt sttt sttt et ettt eebeneeneens 231
3.6.2 Test case EAC2 TISOT8LO K 2. . ittt ettt ettt et s a e te s et e te e st e beemeesbeenteebeeneeeneesees 233
3.6.3 Testcase EAC2 ISOT8LI0 K 3.ttt ettt st sttt ettt et e 234
3.6.4 Testcase EAC2 ISOTEIO K ..ottt ettt ettt et b e st a e ettt eanenaee 235
3.6.5 Test case EAC2 ISOTEIO K 5.ttt ettt et ste et e st e st esteeteeseteesseessaeesaenssesnbeesssesnseesaseenseessseenseesnnn 236
3.6.6 Test case EAC2 ISOTEIO K 6..cocuiiiiieiieieeiieeie ettt sttt ettt et s e et ese e et e e sateebeesabeenbeessbesnseesaseenseensseenseeesan 237
3.6.7 Test case EAC2 ISOTLO K 7. ittt ettt ettt et sa ettt e be e st e be e st e nbeemtenbeeneeeneesees 238
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3.6.8 Test case EAC2 ISOTEIO K ..ottt eite et et ste et e et e s bt estteebeeseteesseessaeenseessseesseesssesnseesssesnseenssesnseeennn 240
3.6.9 Testcase EAC2 ISOTELIO K ..ottt ettt ettt sttt sttt ettt naee 241
3.6.10 Test case EAC2 ISOTE16 K T0...c.iiiieiiiiee ettt ettt ettt sa et st estees e e beese et e enaesbeeneesaeenees 243
3.6.11 Testcase EAC2 ISOTE16 K 11ttt ettt ettt sttt et 244
3.6.12 Test case EAC2 ISOT8160 K 12, ettt ettt sttt et 245
3.6.13 Test case EAC2 ISOTE16 K 13, . ittt ettt a et b bt bbb b et e e et et eneeeeee 247
3.6.14 Test case EAC2 ISOTE16 K 14 . ettt b b bbbttt et 248
3.6.15 Test case EAC2 ISOTE1I6O K L5 ettt ettt sttt sttt st e bt a et e st e bt estesbeeneesaeesees 249
3.6.16 Test case EAC2 ISOTE16 K 16, ..ottt et a ettt b e se et et b et et e e e e eneeeees 251
3.7 Unit EAC2 ISO7816 L Effective Access CONAItIONS.........cccveeeruieeeiiiieniieeeiieeeeeiiveeeeeesivveeeens 252
3.7.1 Test case EAC2 ISOTEIO L L.icoiiiiiiiieeiieiieeieeseeettesite et e st e et e stte e bt etae s beesaeessseesssessseessessseenseesnseensaeessnssseesnnnns 253
3.7.2 Test case EAC2 ISOTEIO L 2.uiiiiieiiieiieiieeie ettt ettt sttt e st e stt e et e et e s bt esatesateesstesabeebaeenseenseesaseenseeessnnsaeesnnnns 254
3.7.3 Testcase EAC2 ISOT8LO L B ettt ettt ettt ettt et e bt e e e s bt e st e bt em e et e et e eaeenbeeenateesmneean 256
3.7.4 Test case EAC2 ISOTEIO L Aottt et ste et e st e ste e st e e bt etae s beesaeessseesseassseesseanseeseesnseenseeesenssseesnnnns 258
3.7.5 Testcase EAC2 ISOTELIO L 5.ttt ettt ettt ettt st s a e bbbttt e e enbeene s 259
3.7.6 Test case EAC2 TISOT8LO L 6ottt ettt ettt ettt et e s bt et e bt em e ese et e eaeebeeeenteesmneean 261
3.7.7 Test case EAC2 ISOTEIO L 7.ttt ettt b bbbt bbbttt e e e b e b s 262
3.7.8 Test case EAC2 ISOTEIO L 8...oouiiiiiiieiitetceetete ettt ettt ettt st s b e bbbttt e e ebeebeen 264
3.7.9 Test case EAC2 ISOTEIO L O.ueeieiieiiieiieiie ettt ettt et e vttt e vt e bt e st esaeesabeessteasseesaeenseenseesnseensaeesanssneesnnnns 266
3.7.10 Test case EAC2 ISOTETO L 10..c..iooiieiiiiiieiierie ettt ettt et ettt e st e st e seteesetesaseesbaessseeseesaseenseeessnseeesnnnn 267
3.7.11 Test case EAC2 ISOTEIO L 11ttt ettt ettt et b et b et e b st eeb et e eaeebeeessteesmeeean 269
3.7.12 Test case EAC2 ISOTETO L 12 .uuioiieiieie ettt ettt ettt et e stt e e vt et e s teesaeessbeesstaesseesaeasseenseesnseensneesanssseesannns 270
3.7.13 Test case EAC2 ISO7816 L 13 TeMPIALe.....ccoccueieiruiririiriinieriertietentent ettt ettt ettt sttt st be st ene e 272
3.7.14 Test case EAC2 ISO7816 L 14 TeMPIALE.....cc.eeeeiiiiiiiiieeieeie sttt ettt ettt et ettt e b tesbaeesneeeeneees 276
3.7.15 Test case EAC2 ISO7816 L 15 TeMPIALE......c.eecveriieieriieierieeiestteteeieeieeteeteeetesteseeessessaessessaesseessesseessessneenssessnsens 279
3.7.16 Test case EAC2 ISO7816 L 16 TeMPIALE......c.eeceereirieriieieeieeiecteeieeiteie ettt eece sttt seeesse e e sseensesseensessaeennseeensens 281
3.7.17 Test case EAC2 ISOTETO L 17ttt ettt ettt e ettt e st esaeesabeesatessseesaesnsaenseesaseenseeessnssneesnnnns 284
3.7.18 Test case EAC2 ISOTEI60 L 18ttt ettt b et st b e bbbt e e e e e b s 286
3.7.19 Test case EAC2 ISOTEIO L 19ttt ettt sttt b et b et e bt ea e e bt et e eae e bt e e seteesmneean 287
3.7.20 Test case EAC2 ISOTE160 L 20.... ittt sttt ettt e bt be et ebesbe st e tebe st e beenbeenbeaneas 289
3.7.21 Testcase EAC2 ISOT81I60 L 21 .ottt ettt ettt sttt bbbttt e b s 291
3.7.22 Test case EAC2 ISOTEIO L 22 .. ettt ettt ettt ettt ettt et e bt e e s bt est et e en e ebeenteeaeeseeeeneeesnseean 291
3.7.23 Test case EAC2 ISOTEI6 L 23, . ittt ettt b et st st b e bbbt e e e e e e es 291
3.7.24 Test case EAC2 ISOTE1IO0 L 24.....ccoiiiiiiiiiieieieeeeetee sttt ettt ettt st sttt ettt e e e b e b s 293
3.7.25 Test case EAC2 ISOTETO L 25 .. oottt ettt e vt stt e et e st e st esatesebeesateesseesaessseenseesaseensneesansseeesannns 293
3.7.26 Test case EAC2 ISOTEIO L 26......coouieuiiiiieiieiie ettt et et stte et estte st esateseteesatesaseesbeesnseenseesaseenseeessnnsaeesnnnns 295
3.7.27 Test case EAC2 ISOTEIO L 27 .ottt ettt ettt ettt et b e et s bt et b e em e e bt et e eaeebeeeesbeesmneean 296
3.7.28 Test case EAC2 ISOTEI60 L 28..... ettt sttt b bt be et beebe st et e bese e beenbeenbeaneas 298
3.7.29 Test case EAC2 ISOT81I60 L 29.....ciiiiiiiiiiieteieeeeetee ettt ettt ettt st s sttt st eae s 299
3.7.30 Test case EAC2 ISOTET6O L 30. ittt ettt ettt ettt ettt et e st e s bt eat e bt enteeseeneeeseebeeeeneeesnneean 299
3.7.31 Testcase EAC2 ISOTEI60 L 31ttt ettt ettt sttt ettt e b e b s 299
3.7.32 Test case EAC2 ISOTEI60 L 32, ittt ettt ettt st sttt et e e e b e b s 299
3.7.33 Testcase EAC2 ISOT8L6 L 33 ..ottt sttt sttt st e 300
3.7.34 Test case EAC2 ISOTEI60 L 3. ..ottt ettt b et st be b sttt e e e ebe e b s 300
3.7.35 Test case EAC2 ISOTEIO L 35, . ettt ettt ettt et b e et b e st e bt e s e eb e et e eaeebeeesateesmeeean 300
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3.7.36 Test case EAC2 ISOT8L0 L 36. ..ottt sttt ettt st st 301
3.7.37 Test case EAC2 ISOT8I0 L 37 ..ottt sttt b ettt st sttt sbeene e 303
3.7.38 Test case EAC2 ISOTEIO L 38, . ettt ettt ettt ettt ettt et e bt et e e bt et e bt em e ebe et e eaeebeeeeneeesmneean 305
3.7.39 Testcase EAC2 ISOT8L60 L _30. ..ottt sttt st s e e 306
3.7.40 Test case EAC2 ISOT81I60 L 40.....ccooiiiiiiiiieieieeeteteet ettt ettt ettt st sttt et e ebeebeen 308
3.7.41 Testcase EAC2 ISOT8L60 L Al sttt ettt st st 309
3.7.42 Testcase EAC2 ISOT8L0 L 42.....coccimiiiiiiiiiiiiiieeieeneeeeteeseee sttt sttt s s 310
3.7.43 Test case EAC2 ISOTEIO L A3 . ettt ettt ettt ettt et e bt e et e s bt e st e bt en e eb e et e eaeebeeeenteesmeeean 312
3.7.44 Testcase EAC2 ISOT8L60 L 44 .coocoiiiiiiiiiieeereeseete ettt ettt st 313
3.7.45 Test case EAC2 ISOT8I0 L A5, ..ottt ettt sttt b ettt st sttt sbe et et 315
3.8 Unit EAC2 ISO7816 M Update mechaniSm............cocueeriiiiiiiniiiiiiiiieeieeie e 316
3.8.1 Test case EAC2 ISOTEIO M L..ccuioiiieiiiiiieiiesie ettt ettt ettt et e s beesteesa bt e staesat e e beesnbeenbeesabeenseesasaesnasaeeesnnns 316
3.8.2 Test case EAC2 ISOT8BLIO MM 2.ttt ettt ettt et et e e e bttt sae e et saee bt saeenaesstenbeesateesaneeas 318
3.8.3 Test case EAC2 ISOTEIO M 3.....eiiiieiieiiieieeiie et site et steeteesteesbeesteessbeesseeseseesssessseesaeanseenseesnseenseesnsessnssseesnnnns 319
3.8.4 Test case EAC2 ISOTE10 M 4.ttt st sttt sttt ettt b et b et be bt ene et 321
3.8.5 Testcase EAC2 ISOT8LIO MM 5.ttt ettt ettt ettt ettt et e bt et e eae e eesaee bt saeenaeemeenbeesnteesnneeas 323
3.8.6 Test case EAC2 ISOT8LI0 M _O....cooiiiiiriiiiieiirieiieerieenet ettt sttt sttt s e 324
3.8.7 Test case EAC2 ISOTELIO M Tttt ettt s et e s bt e s bt e bt e e bt e bt e sabeesbeesateesaabaeeesnans 325
3.8.8 Test case EAC2 ISOTEIO0 M. 8.....uieiiieiieiiieieeriteeitesite et e stesteesteesteesteessbeesseeseseesssessseesaeanseeseesnseenseesnseesnssseeesnnns 326
3.8.9 Test case EAC2 ISOTEIO M ...ttt ettt ettt ettt ettt e st estt e s et e s bte s et e e baesnbeenseesabeenseesaseesnnsaeeesnnns 327
3.8.10 Test case EAC2 ISOTEIO M 10....coiiiiiiiiieieieee ettt ettt ettt et be et see et saeenaeeae e et eseenbeesnteesaneees 328
3.8.11 Testcase EAC2 ISOT8I0 M 11ttt ettt sttt sttt sttt st sttt s st 328
3.8.12 Test case EAC2 ISOT816 M 12, ...ttt sttt sttt sttt b et b et sb e et e e e 329
3.8.13 Test case EAC2 ISOTEIO M 13 .ottt ettt et et et e bt et e sae e eesaee bt smeenaesmeenbeesnteeenneens 330
3.8.14 Test case EAC2 ISOTE1I6 M 14 ..ottt ettt ettt eb bt bttt b ettt et e b enbeenaees 331
3.9 Unit test EAC2 ISO7816 N — Migration POlICIES. ......cecuerueeruiriiniieienienieeiee sttt 332
3.9.1 Test case EAC2 ISOTEIO0 N L..iiiiiiiieiieiieeiteeeieeite st esteesteettestesbeessteeseessseesseessseenssesssessseesssessseesssessseesssesnseesens 332
3.9.2 Test case EAC2 ISOT810 N 2.ttt ettt bbbt st be e st e st st e et e e et et et e e ebenseneens 333
3.10 Unit EAC2 1SO7816 O Effective Access Conditions with PACE CHAT Restrictions............ 335
3.10.1 Testcase EAC2 ISOT8L0 O L...ccooiiiiiiirieiieinieereeerietntet ettt ettt ettt et sttt e bt eereneennen 335
3.10.2 Test case EAC2 ISOTEIO O 2.ttt ettt et b et s a et sae e bt s a e be e st e be e st e nbeente bt entesseenees 336
3.10.3 Testcase EAC2 ISOT8L60 O 3...cooiiiiiiiiieiiieienteereeeste ettt ettt ettt sttt sttt ettt e et enaeneen 338
3.10.4 Test case EAC2 ISOT816 O 4.ttt b sttt sttt st ettt ettt e et eneeneens 340
3.10.5 Test case EAC2 ISO7816 O 5 TeMPIALE.......eeiiruieiieiieieeitete ettt ettt ettt ettt et st st e naeseeenbeenees 341
3.10.6 Test case EAC2 ISO7816 O 6 TeMPIALE.......cccveevieiieiieieeiieiestestestesie et eiesete e seresseessesseessesseessesseensesssensesssensensens 345
3.10.7 Test case EAC2 ISO7816 O 7 TeMPIALE.......cecueruieiieiieieeiesie ettt ettt see et eae st ensesneensesneesesneensennnes 348
3.10.8 Test case EAC2 ISO7816 O 8 TeMPIALE......c.cccverrieiierieieeiieieittestesteie et et et steseaesreessesseesseeseessesseessesssessesssessensnas 351
3.10.9 Testcase EAC2 ISOT8LO O O...coouiiiiiiiiieiieiinieierteertet ettt ettt ettt sttt sttt ettt e b e 354
3.10.10 Test case EAC2 ISOT816 O 10....cociriiriireiirieiirieieniei ettt ettt ettt ettt sttt sttt sttt sttt e et seeneen 355
3.10.11 Test case EAC2 ISOT816 O 11ttt ettt ettt sttt sttt ettt naenee 357
3.10.12 Test case EAC2 ISOTBL6 O 12ttt sttt ettt sttt st ettt sttt et ettt ebenseneens 357
3.11 Unit test EAC2 ISO7816 P — PIN-Management............ccccueerureeriieenieeenieeeneeeseeeeeneeeeseneennes 359
3.11.1 Test case EAC2 ISOTEIO P L.ttt ettt ettt sttt sttt e s abe et e sabeebeesabeesatesssbaeeeenasneeesnnns 359
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3.11.2 Testcase EAC2 ISOT8LO P 2.ttt ettt sttt sttt st be st 360
3.11.3 Testcase EAC2 ISOT8L0 P 3.ttt st sttt sttt b e et e st bt et et 361
3.11.4 Test case EAC2 ISOTEIO P ...ttt ettt ettt be et s b et e e bt et e e bt e et et e e anteesmteeennaees 362
3.11.5 Testcase EAC2 ISOT8LO P 5.ttt sttt s e 362
3.11.6 Test case EAC2 ISOT8LO P 6...ououiiuiieiiieiieiesieie ettt ettt st sttt sttt b et e st bt ene et e 364
3.11.7 Test case EAC2 ISOTELO P 7.ttt ettt ettt ettt et e st e st e ssbe e baeeaseeseesabaenseessnnsaeesennsseeesnnns 365
3.11.8 Testcase EAC2 ISOT8LO P _8...oooioiiiiiiiieieeenecerteere ettt st sttt st 366
3.11.9 Test case EAC2 ISOTE1I6O P 8a....coiiiiiiiieieet ettt ettt sttt e a et et e bt et e nbesaeenbeeneas 368
3.11.10 Testcase EAC2 ISOT8L6 P 9....cooiiiiiiicerce ettt sttt et s 368
3.11.11 Test case EAC2 ISOT8T6 P 10...cc.iiiiiieiiieiereesee ettt ettt sttt sttt et st et 369
3.11.12 Test case EAC2 ISOT8LO P 11ttt ettt sttt b et e bt e e bt et e et eenteesnteeenneees 370
3.11.13 Testcase EAC2_ISOT8L6_P_12. ..ottt st s e e 371
3.11.14 Test case EAC2 ISOT8L6 P 13 ..ottt ettt st sttt et e st bt et e e e 372
3.11.15 Testcase EAC2 ISOT8L6 P 14.....c.oooiiiieiiercre ettt sttt sttt st s et 373
3.11.16 Testcase EAC2 ISOT8LO P _15.....ccoiiiiieiicnerc ettt sttt s e 374
3.11.17 Test case EAC2 ISOT8LO P 16....coi ettt sttt ettt b et eb et et e e bt eesateeeneeeas 375
3.11.18 Test case EAC2 ISOT8IO P 17 ittt ettt ettt st et e st esaaessae e taessseesaesnsaessnessssneesanssseeennnns 375
3.11.19 Test case EAC2 ISOTLO P 18.....u oottt ettt sttt ettt sttt 376
3.11.20 Test case EAC2 ISOT8LO P 19, .. ettt sttt s b et b et e e bt et et e esteesnteeeneeas 376
3.11.21 Testcase EAC2_ISOT8L6_P_20.......ccoiiiniiiiiieireneeeeteee ettt sttt s e 377
3.12 Unit test EAC2 ISO7816_Q Auxiliary Data Verification..........c.cceeevevenienenicneenenicneeiceenn 378
3.12.1 Testcase EAC2 ISOT816 Q ...ttt ettt ettt sttt st sttt sttt et ettt e et neeneen 378
3.12.2 Test case EAC2 ISOT816 Q 2.ttt ettt etttk ettt s e s es e e et sttt et ettt eebeneeneens 378
3.12.3 Test case EAC2 ISOTE1I6 Q 3.ttt ettt ettt et s a et et et e s st e te e st e beeneeabeenteebeeneeeaeenees 379
3.12.4 Test case EAC2 ISOT8L0_Q 4...c.oouiiiiiieiiieiieeereeereeret ettt sttt ettt et naeane 379
3.12.5 Test case EAC2 ISOT816 Q S...ouoiiiiiiieiiietiieteriet sttt ettt ettt sttt b e st s e e s st e st et e st et et et e e et e eebennennens 380
3.12.6 Testcase EAC2 ISOT8L60 Q 6...covueuiriiiiiinieiinieiinieierieentetntet sttt ettt ettt sttt sttt sttt ettt e et neennen 380
3.12.7 Test case EAC2 ISOTETO QT .ouieiiieiieeie ettt ettt site et s ettt e st e et esete e bt e saaeebtesabesnbeesaseenseesaseenseensseenseeesan 381
3.12.8 Test case EAC2 ISOTEI6 Q8. .ottt ettt et s a et e et e s et e be e st e beestenbeentenbeenteeseensees 381
3.12.9 Testcase EAC2 ISOT816 Q O...cuiriiiiiiiiiiieireireereerte ettt ettt sttt sttt sttt et ettt e et neeneen 382
3.12.10 Test case EAC2 ISOT816 Q 10....cuiiiiirieiirieiirietirieieriei ettt ettt ettt sttt sttt sttt et et ettt eebeneeneens 382
3.12.11 Test case EAC2 ISOT8L6 Q11 ettt st et sttt et e st e b e meenbeentesbeeneeeneenees 383
3.12.12 Test case EAC2_ISOT8L6_Q 12....c.ociiiiriiiieiiieineintetetet ettt sttt sttt et e ene e 383
3.12.13 Test case EAC2 ISOT816 Q 13 .ottt ettt sttt st s s ettt e et et ettt e e ebenseneens 384
3.12.14 Test case EAC2 ISOT816 _Q 14....cooiiiriieiieenieentetrtet ettt ettt ettt sttt st sa et sttt ettt et e et neennen 384
3.12.15 Test case EAC2 ISOT8L6_Q 15....cooiiiiieerieenictntet ettt sttt ettt et ebeneennen 385
3.12.16 Test case EAC2 ISOT816 Q 10....cooiniiriiirieiinieiirieenietste sttt ettt ettt sttt sttt sttt sttt ettt e ettt 385
3.12.17 Test case EAC2 ISOT816 Q 17ttt ettt ettt sttt sttt st ettt ettt naeneen 386
3.12.18 Test case EAC2 ISOT816 Q 18.....o ittt ettt sttt sttt st sttt sttt et ettt et ebeneeneens 387
3.12.19 Test case EAC2 ISOT816 Q19 . ittt ettt et sttt st e st e et e be e st et e nte bt eneeeneenees 388
3.12.20 Test case EAC2_ISOT816_Q 20.......ccoeiriireiinieiinieinieieiet sttt ettt ettt st sttt ettt e enennennens 388
3.12.21 Test case EAC2 ISOT816 Q 21ttt ettt ettt sttt sttt sttt ettt et e et e et naennens 389
3.12.22 Test case EAC2 ISOT816 _Q 22....c.ocioiiiriirieiiieienieentetrtet ettt ettt ettt sttt sttt ettt et se et naennen 389
3.13 Unit test EAC2 ISO7816 R Restricted Identification.............cceceeviieiiieniiiiiieeiiieecieeeeieee 390
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3.13.1 Testcase EAC2 ISOT8I60 R L.ttt ettt ettt ettt sttt sttt et et en 390
3.13.2 Test case EAC2 ISOT816 R 2.ttt ettt ettt sttt s ettt ettt etesbeeneens 390
3.13.3 Test case EAC2 ISOTEI6 R 3. ettt ettt ettt e st ettt et e s bt et e e bt eneeebeen b e eseenteeneesnteeennees 391
3.13.4 Testcase EAC2 ISOT8LO R ..ottt ettt sttt sttt s 391
3.13.5 Test case EAC2 ISOT816 R 5.ttt ettt bttt sttt sttt ettt etesaeeneens 391
3.13.6 Testcase EAC2 ISOT8LO R_O....coruiiiiiiiiiieiiieiinieireenetsteentet sttt ettt ettt sttt et s 392
3.13.7 Test case EAC2 ISOTETO R 7ottt ettt ettt st e e bt e sttt e bt e sabeeabeesabeenbeesaseesastreeenns 393
3.13.8 Test case EAC2 ISOTEI6O R ...ttt ettt ettt ettt et s bt et e e bt e e e b e et e ebeenteeneesnbeeennees 393
3.13.9 Testcase EAC2 ISOT8I6 R ..ottt ettt ettt ettt sttt sttt ettt e 393
3.13.10 Test case EAC2 ISOT816 R T10.....ccooiiiiiiiiieiinietirieeree ettt ettt sttt sttt st sttt ettt st eneens 393
3.13.11 Test case EAC2 ISOT8L6 R 11ttt ettt ettt sttt b et e et e e e bt et e eaeesnteeenneas 395
3.13.12 Test case EAC2_ISOT8L6_R_12.....ccciiiiiiiiiieineeereeet ettt sttt s 395
3.14 Unit test EAC2 ISO7816 T Envelope mechaniSm.........ccccecervierieiieniiiniinenienieceiee e 396
3.14.1 Testcase EAC2 ISOT8LO T ..ottt sttt sttt st st s s 396
3.14.2 Test case EAC2 ISOT8I0 T 2.ttt sttt sttt b et b et b e se st e e b bt e e 397
3.14.3 Test case EAC2 ISOTEIO T 3. .ottt ettt ettt ettt et ettt e et et e bt e st eebeeat e bt enteeseeneeeneebeeeenteesnneean 398
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1 Introduction

The TR 03105 defines a RF protocol and application test standard for eID-Cards. Version 2.0 of that document
includes security mechanisms for ePassport, eID and eSign applications.

This document describes the test plan for machine-readable travel documents (eMRTDs) with advanced
security mechanisms used for ePassport, eID and eSign applications referring to EAC version 2 and the
corresponding dependencies.

As already known by the EAC version 1 test plan, this specification has a layer based structure. The layers 1 - 4
refer the RF protocol according to the ISO/IEC 14443 1-4 standard. Since the defined security mechanisms
have no direct influence on this abstraction layer, this amendment does not contain any tests for these layers.

However, this document concentrates on the tests for the layer 6 (ISO/IEC 7816) and 7 (data group encoding).

This document is heavily based on the AFNOR/BSI test plan for EAC-passports. Especially tests for Chip and
Terminal Authentication as well as the certificate structure are adopted by that document.

1.1 Abbreviations

Abbreviation Full name

ADH Asynchronous Diffie-Hellman

AT Authentication Template

BAC Basic Access Control

CA Chip Authentication (in MRTD security mechanism contexts)
Certificate Authority (in certificate contexts)

CAN Card Access Number

CAR Certification Authority Reference

CHAT Certificate Holder Authorization Template

CHR Certificate Holder Reference

CSCA Country Signing Certificate Authority

Cv Card Verifiable

CVCA Country Verifying Certificate Authority

DDO Discretionary Data Object

DG Data Group

DO Data Object

EAC Extended Access Control

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm

DH Diffie-Hellman

DST Digital Signature Template

DV Document Verifier

ICS Implementation Conformance Statement (see Annex A)

IS Inspection System

LDS Logical Data Structure

KAEG Key Agreement ElGamal-type

MRTD Machine Readable Travel Document
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Abbreviation Full name

MRZ Machine Readable Zone

MSE Manage Security Environment

OID Object Identifier

PACE Password Authenticated Connection Establishment
PIN Personal Identification Number

PS Pseudonymous Signature

PSA Pseudonymous Signature for Authentication
PSO Perform Security Operation

PUK PIN Unblocking Key

RFU Reserved for Future Use

RSA Rivest Shamir Adleman

TA Terminal Authentication

1.2 Reference documentation

The following documentation serves as a reference for this specification:
[R1] ICAO Doc 9303, Seventh Edition, Part 10

[R2] TR-03110: Advanced Security Mechanisms for Machine Readable Travel Documents — Part 1:
eMRTDs with BAC/PACEv2 and EACv1, Version 2.10, March 2012

[R3] RFC 2119, S. Bradner, "Key Words for Use in RFCs to Indicate Requirement Levels", BCP 14, RFC

2119, March 1997

[R4] ISO/IEC 7816-4:2013. Identification cards — Integrated circuit cards — Part 4: Organization, security

and commands for interchange
[RS] PKCS #3: Diffie-Hellman Key-Agreement Standard, Version 1.4, November 1993
[R6] TR-03111: Technical Guideline, Elliptic Curve Cryptography, Version 2.0, June 2012

[R7] TR-03105: Technical Guideline, Advanced Security Mechanisms for Machine Readable Travel
Documents — Extended Access Control (EAC), Version 1.1, July 2007, referencing EAC version

1.1

[R8] TR-03110: Advanced Security Mechanisms for Machine Readable Travel Documents and eIDAS

Token — Part 3: Common Specifications, Version 2.21, December 2016
[R9] BSI, AFNOR: TR-03105 Part 3.2. Advanced Security Mechanisms for Machine Readable Travel

Documents — Extended Access Control (EAC), Tests for Security Implementation, Version 1.5, 2018

[R10] RFC 3852, Housley, Russel, Cryptographic message syntax (CMS), RFC3852, 2004

[R11] ANSI, Public Key Cryptography for the Financial Services Industry: Agreement of Symmetric Keys

Using Discrete Logarithm Cryptography, ANSI X9.42-2000, 1999

1.3 Terminology

The key words "MUST", "SHALL", "REQUIRED", "SHOULD", "RECOMMENDED", and "MAY" in this

document are to be interpreted as described in [R3].

Key word Description

MUST This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an
absolute requirement of the specification.
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Key word Description

MUST NOT This phrase, or the phrase ,,SHALL NOT", means that the definition is an absolute
prohibition of the specification.

SHOULD This word, or the adjective "RECOMMENDED", mean that there may exist valid reasons
in particular circumstances to ignore a particular item, but the full implications MUST be
understood and carefully weighed before choosing a different course.

SHOULD NOT | This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist valid
reasons in particular circumstances when the particular behavior is acceptable or even
useful, but the full implications SHOULD be understood and the case carefully weighed
before implementing any behavior described with this label.

MAY This word, or the adjective ,,OPTIONAL®, means that an item is truly optional. One

vendor may choose to include the item because a particular marketplace requires it or
because the vendor feels that it enhances the product while another vendor may omit the
same item. An implementation which does not include a particular option MUST be
prepared to interoperate with another implementation which does include the option,
though perhaps with reduced functionality. In the same vein an implementation which
does include a particular option MUST be prepared to interoperate with another
implementation which does not include the option (except, of course, for the feature the
option provides.)
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1.4 Test Coverage

The following figure shows the test coverage of the different test specifications.

ePassport Application
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Figure 1: Test Coverage

Application Selection

\ EAC Test Spec Version 2.0 /

The structure of the document is based on the EAC 1.11 test specification ([R9]). As far as possible identical
unit names have been used for identical algorithm types, e.g. Chip Authentication is named as “Unit I’ in this

document as well as in the EAC 1.11 specification. The list of certificates is also based on the EAC 1.11

specification and extended by certificate types defined in the EAC 2.0 standard.
Three kinds of eID-Cards have to be observed as described below.

1.4.1

MRTD with BAC and EAC 1.x

If your MRTD is a BAC/EAC Version 1.x card please refer to [R9] only. There are no tests within this
document that fit your needs.

17/444



Test plan for eID-Cards with EAC 2.0

1.4.2 MRTD with PACE and EAC 1.x

If your MRTD is an EAC Version 1.x card which also supports PACE, you have to perform the PACE tests
defined here (see 3.3) and after that the following additional units of [R9]:

- ISO7816 H
- ISO7816 1
- ISO7816 J
- ISO7816 K
- ISO7816 L
- 1SO7816 M

All test cases mentioned above have to be performed twice. In the first test run replace the precondition called
“The BAC mechanism MUST/MUST NOT be performed” by “The PACE mechanism (with MRZ)
MUST/MUST NOT be performed”. In the second test run replace the precondition called “The BAC
mechanism MUST/MUST NOT be performed” by “The PACE mechanism (with CAN) MUST/MUST NOT be
performed”.

Nevertheless PACE with EAC 1.x is not tested explicitly here.

1.4.3 eID-Card with EAC 2.x

If your MRTD is an eID-Card with EAC Version 2.x only, the test cases defined here have to be performed. If
there are any references to other documents, they are described within the corresponding test unit.

1.4.4 ePassport Application Data Groups

The ePassport data groups are not tested within this specification.

1.4.5 eSign Application Data Groups

eSign is out of scope of both the EAC 1.x and EAC 2.x specification and therefore not tested here.
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2 General test requirements

2.1 Test setup

For setting up these tests, any contactless reader supporting type A and type B protocols can be used. However,
this reader has to support extended length APDUs requested for Terminal Authentication.

To execute any of the test cases described here, several types of test samples are required.

For executing all tests with one sample, this sample has to implement the ePassport application as defined by
[R1], [R2] and [R8], the eID application as specified in [R9] and the eSign application for electronic signatures.

For executing separate tests of each application type one sample per application type is required (e.g. ePassport
or eID card or eSign card). Cross-Application tests cannot be performed with these types of samples.

For executing cross-application mechanisms two types of samples are required: for executing read access tests
to elD applications from ePassport application a sample with ePassport and eID application is necessary.

Some of the tests specified for layer 6 (ISO/IEC 7816) rely on the proper coding of the logical data structure
stored in the chip. Therefore, it is RECOMMENDED that the layer 7 tests are performed before the layer 6
tests to detect coding related issues beforehand.

IMPORTANT NOTE: This test plan contains certain test cases, which verify the MRTD's behavior with
expired certificates. During these tests, the effective date stored inside the chip is changed. Therefore a set of
certificates can be used only once with a single card sample. After these tests have been performed, another
sample or a new set of certificates is needed to repeat the tests.

This test plan also defines tests, which block or suspend PINs. After these tests have been performed, some of
the features of the MRTD may be temporarily or permanently blocked or unusable.

Therefore, it is recommended to perform these tests as the last ones in a test sequence. If there is no way to
unblock blocked or suspended PINs using PUKs or similar mechanisms, the vendor has to decide whether to
perform or to skip these destructive tests.

2.2 Test profiles

This amendment defines several types of profiles. It is distinguished between “Application Profiles”, “Protocol
Profiles”, “Algorithm Profiles” and “Data Group Profiles”. These types of profiles can be combined as defined
by the corresponding card/application specification. Especially application profiles may include some implicit
assumptions as defined in the corresponding specification (e.g. existence of PIN mechanisms when using eID
application).

Profiles not mentioned within a test case MAY be present nevertheless (e.g. an eID application within
ePassport tests). If the absence of a profile is necessary to fulfill the test case, it is separately mentioned in the
test requirements.

2.2.1 Application Profiles

Profile-ID | Profile Remark
ePassport | Electronic Passport An application which contains data as specified in [R8] and
Application [R1]. This profile implicitly includes usage of PACE with
MRZ
elD Electronic Identification An application which contains data as specified in [R8]. This
Application profile implicitly includes PIN/PUK management as defined in
[R8].
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Profile-ID | Profile Remark
eSign Electronic Signature An application which contains eSign specific data.
Application
2.2.2  Protocol Profiles
Profile-1D Profile Remark
PACE Password Authenticated A MRTD which does not contain sensitive biometric data,
Connection Establishment | like finger prints, can still use the Password Authenticated
Connection Establishment mechanism to support strong
communication encryption. This profile only covers
version 2.
TA2 Terminal Authentication, Terminal Authentication MUST be performed for all EAC
Version 2 version 2 capable MRTDs within the general
authentication procedure. This profile only covers version
2 Terminal Authentication.
CA2 Chip Authentication, In addition to Terminal Authentication Chip authentication
Version 2 MUST be performed for all EAC version 2 capable
MRTDs within the general authentication procedure. It
supports chip cloning protection and strong
communication encryption. This profile only covers
version 2 Chip Authentication.
CA3 Chip Authentication, This protocol is an alternative to the combination of Chip
Version 3 Authentication Version 2 and Restricted Identification (RI)
providing additional features.
CA3 ReUse Chip Authentication, The ephemeral PACE-GM public key is reused by the chip
Version 3 with Re-Use of | during CA3.
PACE key
MIG Migration According to the EAC specification the algorithm used for
the Terminal Authentication process can be changed with
an appropriate link certificate if the chip supports more
than one algorithm. The tests for this Migration profile
MUST only be performed, if the chip supports the
migration from one cryptosystem to another. This must be
stated in the ICS.

DATE Date validation Since the validation of the certificates effective and
expiration date is not explicitly required by the EAC
specification, the optional tests which belong to the Date
validation profile must only be performed if this is
supported by the chip. This must be stated in ICS.

RI Restricted Identification A MRTD which supports the Restricted Identification of
terminals as specified in [R8].

RI_DP Restricted Identification As RI. The MRTD additionally provides an optional

Domain Parameters

RestrictedIdentificationDomainParameterInfo data
structure. According to EAC specification, this is optional
and must be stated in ICS.
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Profile-1ID

Profile

Remark

AUX

Auxiliary Data
Verification

A MRTD which supports Auxiliary Data Verification
mechanisms (age verification, document validity
verification or Municipality ID verification) as specified in
[R8].

(NOT)
CNG_PIN_PUK

Change PIN using PACE
with PUK

This profile allows a “Change PIN“ procedure after PACE
has been performed using PUK as authentication secret.
Vice versa, if “Change PIN” procedure is NOT allowed,
that profile is prefixed with NOT. According to EAC
specification, this is optional and must be stated in ICS.

(NOT)
CNG_PIN_AR

Change PIN allowed by
Access Rights

This profile allows a “Change PIN” procedure for
authentication terminals with “PIN Management” access
right. Vice versa, if “Change PIN” procedure is NOT
allowed, that profile is prefixed with NOT. According to
EAC specification, this is optional and must be stated in
ICS.

(NOT)
CNG_CAN_AR

Change CAN allowed by
Access Rights

This profile allows a “Change CAN” procedure for
authentication terminals with “PIN Management” access
right. Vice versa, if “Change CAN “procedure is NOT
allowed, that profile is prefixed with NOT. According to
EAC specification, this is optional and must be stated in
ICS.

CS

Chip Security

A MRTD which stores a ChipSecurity file containing
PrivilegedTerminallnfo with chip-individual keys and
elDSecurityInfo.

ENV

Envelope Mechanism

To support also terminals without extended length
transport capability, chips can use the alternative Envelope
mechanism.

CMP

Compare

The command Compare is used to verify authenticated
auxiliary data.

AUTH_EXT

Authorization Extension

Authorization Extensions are special type of certificate
extension. These extensions convey authorizations
additional to those in the CHAT contained in the
certificate.

BAC

Basic Access Control

According to ICAO Doc 9303 Part 11 starting on January
1st 2018 eMRTDs may support PACE only.

CSTA

EF.CardSecurity is
protected by TA

EF.CardSecurity can be protected by PACE or by TA.
Protection by TA was initially introduced in [R8] and
protection by PACE was initially introduced in [R1].

PSAlnfo

Use of PSAInfo

EF.CardAccess or EF.CardSecurity contains a PSAInfo
element.

CardInfo

Use of CardInfo

EF.CardAccess or EF.CardSecurity contains a CardInfo
element.

PrivTerInfo

Use of
PrivilegedTerminallnfo

EF.CardAccess or EF.CardSecurity contains a
PrivilegedTerminallnfo element.
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2.2.3 Algorithm Profiles

Profile-ID Profile Remark

DH Diffie-Hellman According to the EAC specification, the chip can support
Diffie-Hellman or elliptic curve based Diffie-Hellman key
agreement algorithms. Test cases which belong to the DH
profile are only applicable if the DH algorithm is used.

ECDH Elliptic Curve Diffie- According to the EAC specification, the chip can support
Hellman Diffie-Hellman or elliptic curve based Diffie-Hellman key
agreement algorithms. Test cases which belong to the ECDH
profile are only applicable if the elliptic curve based DH
algorithm is used.

ECDSA Elliptic curve algorithm According to the EAC specification a chip is free to support
either elliptic curve or RSA based keys. All tests which belong
to the ECDSA profile MUST only be processed if the test
object is personalized with elliptic curve based keys.

RSA RSA algorithm According to the EAC specification a chip is free to support
either elliptic curve or RSA based keys. All tests which belong
to the RSA profile MUST only be processed if the test object is
personalized with RSA based keys.

2.2.4 Data Group Profiles

If there are any (optional) data groups that have to be present to perform the corresponding tests, theses data
groups are mentioned separately.

Profile-ID Profile Remark

DGx Data Group x Data group x must be present on the card

2.3 Key pair definition

The certificate sets defined in chapter 2.4 are based on several asymmetric key pairs. In preparation to the tests,
these key pairs have to be generated. The parameter used for these keys are depending on the initial CVCA
private keys.

The initial CVCA root private keys SHOULD be provided by the ePassport vendor. It is also possible the
ePassport vendor generates all keys and certificates on its own and passes it to the test operator for the tests.

There are separate CVCA roots for each terminal type. These CVCA roots have different key pairs.

For the key set 13 (CVCA_KEY 13, DV_KEY 13,IS KEY_13) the algorithm for the cryptosystem migration
MUST be used as defined in the ICS.

All key pairs MUST be generated independently, so it is not permitted to use the same key pair for all sets.

Key pair Description

CVCA KEY 00 The key pair CV_KEY 00 is the public/private key for the initial CVCA root.
DV KEY 01 Key pair of the test DV 01

IS KEY 01 Key pair of the test IS 01
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Key pair Description

DV KEY 02 Key pair of the test DV 02

IS KEY 02 Key pair of the test IS 02

DV KEY 03 Key pair of the test DV 03

IS KEY 03 Key pair of the test IS 03

DV KEY 04 Key pair of the test DV 04

IS KEY 04 Key pair of the test IS 04

DV KEY 05 Key pair of the test DV 05

IS KEY 05 Key pair of the test IS 05

DV KEY 06 Key pair of the test DV 06

IS KEY 06 Key pair of the test IS 06

CVCA KEY 07 Key pair of the test CVCA 07

DV KEY 07 Key pair of the test DV 07

IS KEY 07 Key pair of the test IS 07

CVCA KEY 08 Key pair of the test CVCA 08

CVCA KEY 09 Key pair of the test CVCA 09

DV KEY 09 Key pair of the test DV 09

CVCA KEY 10 Key pair of the test CVCA 10

DV KEY 10 Key pair of the test DV 10

IS KEY 10 Key pair of the test IS 10

CVCA KEY 11 Key pair of the test CVCA 11

DV KEY 11 Key pair of the test DV 11

IS KEY 11 Key pair of the test IS 11

DV KEY 12 Key pair of the test DV 12

CVCA KEY 13 Key pair of the test CVCA 13

DV KEY 13 Key pair of the test DV 13

IS KEY 13 Key pair of the test IS 13

DV KEY 14a Key pair of the test DV 14 (length equal to CVCA Key length)
DV KEY 14b Key pair of the test DV 14 (MUST be shorter than CVCA Key length)
IS KEY 14a Key pair of the test IS 14 (length equal to CVCA Key length)
IS KEY 14b Key pair of the test IS 14 (MUST be shorter than CVCA Key length)
DV KEY 15 Key pair of the test DV 15

IS KEY 15 Key pair of the test IS 15

DV KEY 16 Key pair of the test DV 16

IS KEY 16 Key pair of the test IS 16

CVCA KEY 17 The key pair CVCA KEY 17 is the public/private key for the AT CVCA root
DV KEY 17 Key pair of the test DV 17

AT KEY 17 Key pair of the test AT 17

DV KEY 18 Key pair of the test DV 18

AT KEY 18 Key pair of the test AT 18
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Key pair Description

DV KEY 19 Key pair of the test DV 19
AT KEY 19 Key pair of the test AT 19
DV KEY 20 Key pair of the test DV 20
AT KEY 20 Key pair of the test AT 20
DV KEY 21 Key pair of the test DV 21
AT KEY 21 Key pair of the test AT 21
DV KEY 22 Key pair of the test DV 22
AT KEY 22 Key pair of the test AT 22

AT CVCA KEY 23a

Key pair of the test AT CVCA 23a

AT CVCA KEY 23b

Key pair of the test AT CVCA 23b

DV KEY 23 Key pair of the test DV 23

DV KEY 24 Key pair of the test DV 24
AT KEY 24 Key pair of the test AT 24

DV KEY 25 deleted in version 1.00 RC
IS KEY 25 deleted in version 1.00 RC
DV KEY 26 deleted in version 1.00 RC
IS KEY 26 deleted in version 1.00 RC
DV KEY 27 deleted in version 1.1

IS KEY 27 deleted in version 1.1

DV KEY 28 deleted in version 1.1

IS KEY 28 deleted in version 1.1

DV KEY 30 Key pair of the test DV_30
AT KEY 30 Key pair of the test AT 30
DV KEY 31 Key pair of the test DV 31
AT KEY 31 Key pair of the test AT 31
DV KEY 32 Key pair of the test DV_32
AT KEY 32 Key pair of the test AT 32

AT CVCA KEY 32

Key pair of the test AT CVCA 32

2.4 Certificate specification

Since the advanced security mechanisms are using a certificate based authentication schema, it is necessary to
provide a set of well prepared certificates in order to perform all tests.

This chapter defines the exact set of certificates referred in the tests. Besides the regular certificate chain, there

is also the need for special encoded certificates.

The certificates are specified in two different ways. For provider of personalized passport samples, which do
already have a preconfigured trust point based on their own CVCA key pair, the chapters below defines a set of
certificates relative to the effective date (CVCA.x) and expiration date(CVCA.,) of the given CVCA. The time
span between CVCA. . and CVCA., MUST be at least two month to allow proper adoption of the certificate
time scheme defined below. The “current date” of the provided sample MUST be set to CVCA ..« before the
tests are started. The CVCA MUST NOT restrict authorization in any way, i.e. its Certificate Holder
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Authorization contains all rights. The provider of the sample or the test laboratory has to generate the
corresponding certificate according to this specification based on the CVCA data.

There are separate CVCA roots for each terminal type, but they all SHOULD have equal effective and
expiration dates.

If no preconfigured key pair is available or if the production process allows the use of an externally defined
CVCA, a certificate set can be used which is defined as a “worked example” by this specification. This set is
provided for ECDSA, RSA and RSAPSS based certificates and is defined in a full binary form with fixed keys
and dates. It also includes a definition for an initial CVCA key pair and its effective and expiry dates.

2.4.1 Certificate Set 1

The certificate set consist of a regular certificate chain (DV -> IS) which is used for the positive tests regarding
the certificate verification. Furthermore it contains variants of the original DV certificate to simulate a variety
of certificate coding issues (missing elements, badly encoded dates ...).

2.4.1.1 DV_CERT 1

ID DV CERT 1

Purpose This certificate is a regular DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month.

Version 1.11

Referred by Test case EAC2 _ISO7816 1 1, Test case EAC2 1SO7816 1 2
Test case EAC2 _ISO7816 1 3, Test case EAC2 ISO7816 1 4,
Test case EAC2 ISO7816 1 5, Test case EAC2 ISO7816 1 6,
I8

1

b

Test case EAC2 _ISO7816 1 7, Test case EAC2 1SO7816 1 8,
Test case EAC2 _ISO7816 1 9, Test case EAC2 ISO7816 1 10,
Test case EAC2_1SO7816 1 11, Test case EAC2 ISO7816 1 12,
Test case EAC2_1SO7816 1 13, Test case EAC2 ISO7816 1 14,
Test case EAC2_ISO7816 1 15, Test case EAC2 _1SO7816 1 16,
Test case EAC2_1SO7816_J 1, Test case EAC2 ISO7816_J 2,
Test case EAC2 ISO7816 J 3, Test case EAC2 ISO7816_J 4,
Test case EAC2 _[SO7816 ] 5, Test case EAC2 1SO7816 J 12,
Test case EAC2 ISO7816 J 14, Test case EAC2 ISO7816 J 15,
Test case EAC2_ISO7816_J 16, Test case EAC2_ISO7816 ] 20,
Test case EAC2 ISO7816 J 23, Test case EAC2 [SO7816 ] 24,
Test case EAC2 _ISO7816_J 25, Test case EAC2 _ISO7816 J 26,
Test case EAC2 ISO7816 J 27, Test case EAC2 ISO7816 J 28,
Test case EAC2_ISO7816_J 29, Test case EAC2_[SO7816 _J 30,
Test case EAC2 ISO7816_J 31, Test case EAC2 ISO7816 J 32,
Test case EAC2_ISO7816_J 33, Test case EAC2_ISO7816 ] 34,
Test case EAC2_ISO7816_J 35, Test case EAC2_ISO7816 ] 36,
Test case EAC2 ISO7816_J 37, Test case EAC2 ISO7816 J 38,
Test case EAC2_ISO7816 _J 39, Test case EAC2 _ISO7816 K 1,
Test case EAC2 ISO7816 K 2, Test case EAC2 ISO7816 K 3,
Test case EAC2 _[SO7816 K 4, Test case EAC2 [SO7816 K 6,
Test case EAC2 ISO7816 K 7, Test case EAC2 [SO7816 K 8,
Test case EAC2 _ISO7816 K 9, Test case EAC2 ISO7816 K 1
Test case EAC2 ISO7816 K 11, Test case EAC2 ISO7816 K 1
Test case EAC2 ISO7816 K 14, Test case EACZ_ISO7816_L_9
Test case EAC2 ISO7816 L 10, Test case EAC2 ISO7816 L 11,
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Test case EAC2_[SO7816 L 12

The DV_CERT 1 SHOULD also be used for all other test cases that rely on an established
EAC session to access DG3 and DG4 of ePassports.

Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii j7
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certification Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO001
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA.
Certificate expiration date CVCA.«+ 1 month
Public Key reference Public key of key pair DV_KEY 01
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12 DV_CERT la

1D DV CERT la
Purpose This certificate is similar to DV_CERT 1, but does not contain a Certificate Holder
Authorization
Version 1.11
Referred by Test case EAC2 ISO7816 J 6
Content TF 21 aa
definition 1F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy

26/444




Test plan for eID-Cards with EAC 2.0

5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO001

Certificate Holder Authorization absent

Certificate effective date CVCA

Certificate expiration date CVCA.+ 1 month

Public Key reference Public key of key pair DV_KEY 01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.3 DV_CERT_1b

ID DV CERT 1b
Purpose This certificate is similar to DV CERT 1, but does not contain a Certificate Effective Date
Version 1.11
Referred by Test case EAC2 ISO7816 J 7
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7r 00 07 03 01 02 01 53 01 83
5F 24 06 hh
5F 37 ii 73

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)
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hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQO01

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date absent

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair DV_KEY 01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.4 DV_CERT lc

ID

DV _CERT lc

Purpose

This certificate is similar to DV_CERT 1, but does not contain a Certificate Expiration Date

Version

1.11

Referred by

Test case EAC2 ISO7816 J 8

Content
definition

TF 21 aa

7F 4E bb
S5F 29 01 00
42 cc dd
TE 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO001

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date absent

Public Key reference Public key of key pair DV KEY 01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00
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2.4.1.5 DV_CERT 1d

1D DV CERT 1d
Purpose This certificate is similar to DV_CERT 1, but contains a badly encoded Certificate
Effective Date (Invalid BCD encoding)
Version 1.11
Referred by Test case EAC2 ISO7816 J 9
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 OA 0B 0C 0D OE OF
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO001
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date 0A 0B 0C 0D OE OF (invalid BCD encoding)
Certificate expiration date CVCAx+ 1 month
Public Key reference Public key of key pair DV_KEY 01
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.6 DV_CERT le

ID DV _CERT le

Purpose This certificate is similar to DV_CERT 1, but contains a badly encoded Certificate
Expiration Date(Invalid BCD encoding)

Version 1.11

Referred by Test case EAC2 ISO7816 J 10

Content TF 21 aa

definition 7F 4E Db
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5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

S5F 25 06 gg

5F 24 06 OA 0B OC 0D OE OF

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEQO1
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCAr

Certificate expiration date 0A 0B 0C 0D OE OF (invalid BCD encoding)

Public Key reference Public key of key pair DV_KEY 01

Signing Key reference Signed with the private key of key pair

CVCA KEY 00

2.4.1.7 DV_CERT_If

1D DV CERT 1f
Purpose This certificate is similar to DV_CERT 1, but contains a badly encoded Certificate
Effective Date (Invalid Gregorian date)
Version 1.11
Referred by Test case EAC2 1SO7816 J 17
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
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dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO0O1
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date The month and the year used as defined by the

becomes an invalid Gregorian date.

CVCA.rrand the day is always set to the 32™ so that it

Certificate expiration date CVCA.

Public Key reference Public key of key pair DV_KEY 01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.8 DV_CERT lIg

ID DV CERT lg
Purpose This certificate is similar to DV_CERT 1, but contains a badly encoded Certificate
Expiration Date (Invalid Gregorian date)
Version 1.11
Referred by Test case EAC2 ISO7816 J 18
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
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ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO001
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA

Certificate expiration date The month and the year used as defined by the
CVCA.rand the day is always set to the 32™ so that it

becomes an invalid Gregorian date.

Public Key reference Public key of key pair DV_KEY 01

Signing Key reference Signed with the private key of key pair

CVCA KEY 00

2.4.19 DV_CERT 1h

ID

DV _CERT 1h

Purpose

This certificate is similar to DV_CERT 1, but contains a Certificate Expiration Date
BEFORE the Certificate Effective Date

Version

1.11

Referred by

Test case EAC2 ISO7816 J 19

Content
definition

TF 21 aa

7F 4E bb
S5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference

As defined by the CVCA

Certificate Holder Reference

DETESTDVDEOQ01

Certificate Holder Authorization

domestic DV, DG 3, DG 4

Certificate effective date

CVCAeff+ 1 day
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Certificate expiration date CVCA

Public Key reference Public key of key pair DV KEY 01

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.10 DV_CERT 1i

1D DV CERT 1i
Purpose This certificate is similar to DV_CERT 1, but contains a Certificate Holder Authorization
with an invalid combination of OID (<id-AT>) and discretionary data object (structured like
a relative authorization bit map for an IS)
Version 1.11
Referred by Test case EAC2 1SO7816 J 21
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 01 83
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii 77
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ff1s the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ01
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair DV KEY 01
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.11 DV_CERT _1j

ID

DV _CERT lj
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Purpose This certificate is similar to DV_CERT 1, but contains a Public Key with an invalid OID
Version 1.12
Referred by Test case EAC2 ISO7816 J 22
Content TF 21 aa
definition 7F 4E Db
5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
SF 24 06 hh
S5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO001
Certificate Public Key Bad OID (Use 0.4.0.127.0.7.2.2.2.5.1)
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA«+ 1 month
Public Key reference Public key of key pair DV KEY 01
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.1.12 IS_CERT 1

ID IS CERT 1
Purpose This certificate is a regular IS certificate, which is issued by the DV CERT 1
Version 1.11
Referred by Test case EAC2 _[SO7816 1 1, Test case EAC2 ISO7816 1 2,
Test case EAC2 ISO7816 1 3, Test case EAC2 ISO7816 1 4,
Test case EAC2 ISO7816 1 5, Test case EAC2 ISO7816 1 6,
Test case EAC2 ISO7816 1 7, Test case EAC2 ISO7816 1 8,
Test case EAC2 ISO7816 1 9, Test case EAC2 ISO7816 I 1

Test case EAC2_ISO7816 1 14, Test case EAC2 ISO7816 1
Test case EAC2 ISO7816 1 16, Test case EAC2 ISO7816 J

2

0,

Test case EAC2_ISO7816 1 12, Test case EAC2_ISO7816 1 13,
15
1

)
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Test case EAC2 ISO7816 J 2, Test case EAC2 ISO7816 J 3,
Test case EAC2_ISO7816_J 4, Test case EAC2 ISO7816_J 5,
Test case EAC2_1SO7816_J 6, Test case EAC2 ISO7816_J 7,
Test case EAC2 ISO7816 J 8, Test case EAC2 ISO7816 J 9,
Test case EAC2 ISO7816_J 10, Test case EAC2 ISO7816 J 15,
Test case EAC2 ISO7816 J 16, Test case EAC2 ISO7816 J 17,
Test case EAC2_1SO7816_J 18, Test case EAC2_ISO7816 J 19,
Test case EAC2 ISO7816_J 20, Test case EAC2 [SO7816 J 21,
Test case EAC2 ISO7816 J 22, Test case EAC2 ISO7816 K 1,
Test case EAC2 ISO7816 K 2, Test case EAC2 _ISO7816
Test case EAC2 ISO7816 K 6, Test case EAC2 _ISO7816
Test case EAC2 ISO7816 K 8, Test case EAC2_ISO7816
Test case EAC2_1SO7816_K 10, Test case EAC2 ISO7816 K 11,
Test case EAC2 _[SO7816 K 12, Test case EAC2 ISO7816 K 14,
Test case EAC2 _ISO7816 L 9, Test case EAC2 1SO7816 L 10,
Test case EAC2 ISO7816 L 11, Test case EAC2 ISO7816 L 12

K 3,
K 7,
K 9,

Content
definition

7F 21 aa

TF AE bb
S5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEQO1

Certificate Holder Reference DETESTISDEOO1

Certificate Holder Authorization IS, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCAs+ 14 days

Public Key reference Public key of key pair IS KEY 01

Signing Key reference Signed with the private key of key pair DV_KEY 01
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2.4.2 Certificate Set 2

This certificate set contains certificates which are used to verify the behavior of ePassports in respect to foreign
IS certificates.

2.4.2.1 DV_CERT 2

1D DV _CERT 2
Purpose This certificate is a regular foreign DV certificate, which validity period starts at the
effective date of the CVCA and expires after one month.
Version 1.11
Referred by Test case EAC2 1SO7816 J 11
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 43
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEQ002
Certificate Holder Authorization foreign DV, DG 3, DG 4
Certificate effective date CVCA
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair DV_KEY 02
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.2.2 IS_CERT 2a

ID IS CERT 2a

Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 2. It has an
advanced effective date. (Beyond the expiration date of IS CERT 2b).

Version 1.11
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Referred by Test case EAC2 ISO7816 J 11
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
7 is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTDVDE(002
Certificate Holder Reference DETESTISDE002
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA.«+ 14 days
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair IS KEY 02
Signing Key reference Signed with the private key of key pair DV KEY 02
24.2.3 IS _CERT 2b
1D IS CERT 2b
Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 2. It has an
expiration date BEFORE the effective date of IS CERT 2a.
Version 1.11
Referred by Test case EAC2 ISO7816 J 11
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
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aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ02
Certificate Holder Reference DETESTISDE002
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCAr

Certificate expiration date

CVCA+ 13 days

Public Key reference

Public key of key pair IS KEY 02

Signing Key reference Signed with the private key of key pair DV KEY 02

2.4.3 Certificate Set 3

The certificate set follows a certification scheme where the DV permits full access to data group 3 and 4 while
the IS certificate restricts the access to specific data group.

24.3.1 DV_CERT 3
1D DV _CERT 3
Purpose This certificate is a regular DV certificate, with access rights for both data group 3 and 4.
Version 1.11
Referred by Test case EAC2 _[SO7816 L 1, Test case EAC2 ISO7816 L 2,
Test case EAC2_ISO7816 L 3, Test case EAC2 ISO7816 L 4,
Test case EAC2 ISO7816 O 1, Test case EAC2 ISO7816 O 2
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
S5F 24 06 hh
S5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
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ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO003

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCA.+ 1 month

Public Key reference Public key of key pair DV KEY 03

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.43.2 DV _CERT 3a

ID

DV _CERT 3a

Purpose

This certificate is a regular DV certificate, with access rights for both data group 3 and 4. It
is a copy of DV CERT 3 with the exception that all RFU bits within CHAT are set to 1.

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 L 35

Content
definition

TF 21 aa

TF AE bb
S5F 29 01 00
42 cc dd
TE 49 ece ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 BF
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO003

Certificate Holder Authorization domestic DV, DG 3, DG 4, RFU=1
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Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY 03

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.43.3 IS_CERT 3a

1D IS CERT 3a

Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 3. It encodes
access rights for data group 3 only.

Version 1.11

Referred by Test case EAC2 ISO7816 K 13, Test case EAC2 ISO7816 K 14, Test case
EAC2 ISO7816 K 15, Test case EAC2 ISO7816 L 1, Test case EAC2 ISO7816 L 2,
Test case EAC2 ISO7816 M 6, Test case EAC2 ISO7816 O 1

Content TF 21 aa

definition 7F 4E bb
5F 29 01 00

42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 01
5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDE003
Certificate Holder Reference DETESTISDEO003
Certificate Holder Authorization IS, DG 3
Certificate effective date CVCA
Certificate expiration date CVCA.+ 1 month
Public Key reference Public key of key pair IS KEY 03
Signing Key reference Signed with the private key of key pair DV KEY 03

2.43.4 IS_CERT 3b

ID IS CERT 3b
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Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 3. It encodes
access rights for data group 4 only.
Version 1.11
Referred by
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 02
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTDVDE(003
Certificate Holder Reference DETESTISDE003
Certificate Holder Authorization IS, DG 4
Certificate effective date CVCA
Certificate expiration date CVCA«+ 1 month
Public Key reference Public key of key pair IS KEY 03
Signing Key reference Signed with the private key of key pair DV_KEY 03
2.4.3.5 IS_CERT 3c
1D IS CERT 3c
Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 3. It encodes
access rights for data group 3 only. It is a copy of IS CERT _3a with the exception that all
RFU bits within CHAT are set to 1.
Version EAC2 1.0
Referred by Test case EAC2 ISO7816 L 35
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
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5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 3D

S5F 25 06 gg
SF 24 06 hh
5F 37 ii 73

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDE(003
Certificate Holder Reference DETESTISDEO003
Certificate Holder Authorization IS, DG 3, RFU=1
Certificate effective date CVCA

Certificate expiration date

CVCA.x+ 1 month

Public Key reference

Public key of key pair IS KEY 03

Signing Key reference

Signed with the private key of key pair DV_KEY 03

2.4.4 Certificate Set 4

The certificate set follows a certification scheme where the DV permits only access to data group 3 while the IS
certificate permits full access to data group 3 and 4.

2.4.4.1 DV_CERT 4

TF 49 ee ff
5F 20 xx yy

ID DV CERT 4
Purpose This certificate is a regular DV certificate, with access rights for group 3 only.
Version 1.11
Referred by Test case EAC2 ISO7816 L 5, Test case EAC2 ISO7816 L 6, Test case
EAC2 1SO7816 O 3
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 81

S5F 25 06 gg
S5F 24 06 hh
5F 37 ii 77

aa is the encoded combined length of certificate body and signature objects
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bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDE004

Certificate Holder Authorization domestic DV, DG 3

Certificate effective date CVCA

Certificate expiration date CVCA. s+ 1 month

Public Key reference Public key of key pair DV KEY 04

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.4.2 IS_CERT 4

1D IS CERT 4

Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 4. It encodes
access rights for data group 3 and data group 4.

Version 1.11

Referred by Test case EAC2 _1SO7816 L 5, Test case EAC2 ISO7816 L 6, Test case

EAC2 1SO7816 O 3

43/444



Test plan for eID-Cards with EAC 2.0

Content
definition

TF 21 aa
TF 4AE bb
5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03

S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference

DETESTDVDE004

Certificate Holder Reference

DETESTISDE004

Certificate Holder Authorization

IS, DG 3, DG 4

Certificate effective date

CVCA

Certificate expiration date

CVCA.++ 1 month

Public Key reference

Public key of key pair IS KEY 04

Signing Key reference

Signed with the private key of key pair DV KEY 04

2.4.5 Certificate Set 5

The certificate set follows a certification scheme where the DV permits only access to data group 4 while the IS
certificate permits full access to data group 3 and 4.

2451 DV_CERT 5

TF 49 ee ff
5F 20 xx yy

1D DV CERT 5
Purpose This certificate is a regular DV certificate, with access rights for group 4 only.
Version 1.11
Referred by Test case EAC2 ISO7816 L 7, Test case EAC2 ISO7816 L 8, Test case
EAC2 1SO7816 O 4
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd
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7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 82
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO005

Certificate Holder Authorization domestic DV, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY 05

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.52 IS_CERT 5

ID IS CERT 5
Purpose This certificate is a regular IS certificate, which is issued by the DV_CERT 5. It encodes
access rights for data group 3 and data group 4.
Version 1.11
Referred by Test case EAC2 ISO7816 L 7, Test case EAC2 ISO7816 L 8, Test case
EAC2 1SO7816 O 4
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
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ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEO0O0S
Certificate Holder Reference DETESTISDEO00S
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA.+ 1 month
Public Key reference Public key of key pair IS KEY 05
Signing Key reference Signed with the private key of key pair DV_KEY 05

2.4.6 Certificate Set 6

This certificate set contains certificate which have different effective and expiration dates to test the ePassports
behavior in respect to the update of the effective date and with expired certificates.

2.4.6.1 DV_CERT 6

1D DV CERT 6
Purpose This certificate is a domestic DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month.
Version 1.11
Referred by Test case EAC2 1SO7816 M 1, Test case EAC2 ISO7816 M 2
Content TF 21 aa
definition 1F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
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Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO006

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV KEY 06

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.62 DV_CERT 6a

1D DV _CERT 6a
Purpose This DV certificate is similar to DV_CERT _6, but the certificate effective date is beyond
the DV_CERT 6 expiration date.
Version 1.11
Referred by Test case EAC2 ISO7816 M 2
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
S5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO006
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA«+ 1 month + 1 day
Certificate expiration date CVCA 4+ 2 month
Public Key reference Public key of key pair DV KEY 06
Signing Key reference Signed with the private key of key pair
CVCA KEY 00
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2.4.6.3

IS_CERT 6a

ID

IS CERT 6a

Purpose

This certificate is a regular IS certificate, which is issued by the DV_CERT 6. This IS
certificate has an advanced effective date. (Beyond the expiration date of IS CERT 6b)

Version

1.11

Referred by

Test case EAC2 ISO7816 M 1

Content
definition

TF 21 aa

TF 4E bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDE006

Certificate Holder Reference DETESTISDEO006

Certificate Holder Authorization IS, DG 3, DG 4

Certificate effective date CVCA+ 14 days

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair IS KEY 06

Signing Key reference Signed with the private key of key pair DV_KEY 06

2.4.6.4

IS_CERT_6b

ID

IS CERT 6b

Purpose

This certificate is a regular IS certificate, which is issued by the DV_CERT 6. This IS
certificate has an expiration date BEFORE the effective date of IS CERT 6a.

Version

1.11

Referred by

Test case EAC2 ISO7816 M 1

Content
definition

7TF 21 aa
7TF 4E bb
S5F 29 01 00
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42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ06
Certificate Holder Reference DETESTISDE006
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA
Certificate expiration date CVCAs+ 13 days
Public Key reference Public key of key pair IS KEY 06
Signing Key reference Signed with the private key of key pair DV_KEY 06

2.4.7 Certificate Set 7

This certificate set defines a link certificate used for the tests about the trust point update mechanism.

24.71 LINK_CERT_7

Note for ECDSA profile: Since the cryptographic mechanism is not changed by this link certificate it must be
stated by the vendor of the test sample if the domain parameters should be included in this certificate (see ICS

A).
ID LINK CERT 7
Purpose This certificate is a link certificate, which validity period starts one day before the original
CVCA certificate expires.
Version 1.11
Referred by Test case EAC2 ISO7816 M 3
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ce ff
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5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
S5F 24 06 hh
optional: 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

vv is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTLINKDEO007
Certificate Holder Authorization CVCA,DG 3,DG 4
Certificate effective date CVCAy,- 1 day
Certificate expiration date CVCAyt+ 2 month
Public Key reference Public key of key pair CVCA KEY 07
Signing Key reference Signed with the private key of key pair
CVCA KEY 00
Certificate Extension As defined by the CVCA

2.4.7.2 DV_CERT 7a

1D DV CERT 7a
Purpose This certificate is a domestic DV certificate, which was issued by the original CVCA.
Version 1.11
Referred by Test case EAC2 ISO7816 M 3
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
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bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the original CVCA

Certificate Holder Reference DETESTDVDEQ007

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCA

Public Key reference Public key of key pair DV KEY 07

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.73 DV_CERT_7b

ID DV_CERT 7b
Purpose This certificate is a domestic DV certificate, which was issued by the update CVCA
(LINK_CERT 7).
Version 1.11
Referred by Test case EAC2 ISO7816 M 3, Test case EAC2 ISO7816 M 8§
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
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jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTLINKDEQOQ7

Certificate Holder Reference DETESTDVDEO0(07

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA,+ 1 day

Certificate expiration date CVCAy+ 1 month

Public Key reference Public key of key pair DV_KEY 07

Signing Key reference Signed with the private key of key pair
CVCA KEY 07

2.4.8 Certificate Set 8

This certificate set defines a link certificate used for the tests about the trust point update mechanism.

Note for ECDSA profile: Since the cryptographic mechanism is not changed by the link certificates defined in
this certificate set, it must be stated by the vendor of the test sample if the domain parameters should be
included. (see ICS A).

2.4.8.1 LINK CERT 8

This link certificate is used to update the trust point defined by LINK CERT 7.

1D LINK CERT 8
Purpose This certificate is a link certificate, based on the LINK CERT 7
Version 1.11
Referred by Test case EAC2 ISO7816 M 4
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
S5F 24 06 hh
optional: 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

wv is the encoded length of the certificate extension,
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ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | DETESTLINKDEQOQ7
Certificate Holder Reference DETESTLINKDEQO08
Certificate Holder Authorization CVCA,DG 3,DG 4
Certificate effective date CVCA,+ 1 month
Certificate expiration date CVCAy+ 4 month
Public Key reference Public key of key pair CVCA KEY 08
Signing Key reference Signed with the private key of key pair
CVCA KEY 07
Certificate Extension As defined by CVCA

2.4.9 Certificate Set 9

2.4.9.1 LINK_CERT_9

ID

LINK CERT 9

Purpose

This certificate is a link certificate, based on the LINK CERT 8§

Version

1.11

Referred by

Test case EAC2 ISO7816 M 4

Content
definition

TF 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
S5F 24 06 hh
optional: 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

vv is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter

Certification Authority Reference | DETESTLINKDEQ08

Certificate Holder Reference DETEST LINKDEO09

Certificate Holder Authorization CVCA,DG 3,DG 4
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Certificate effective date CVCA+ 3 month

Certificate expiration date CVCA,+ 6 month

Public Key reference Public key of key pair CVCA KEY 09

Signing Key reference Signed with the private key of key pair
CVCA KEY 08

Certificate Extension As defined by CVCA

2.49.2 DV_CERT 9

ID DV _CERT 9
Purpose This certificate is a domestic DV certificate, which was issued by LINK CERT 9.
Version 1.11
Referred by Test case EAC2 ISO7816 M 4
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy

S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

Parameter Certification Authority Reference | DETEST LINKDE009
Certificate Holder Reference DETESTDVDE009
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA,+ 3 month
Certificate expiration date CVCA + 4 month
Public Key reference Public key of key pair DV_KEY 09
Signing Key reference Signed with the private key of key pair
CVCA KEY 09
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2.4.10 Certificate Set 10

2.4.10.1 LINK CERT 10

1D LINK CERT 10
Purpose This certificate is an irregular IS CVCA certificate. The signing key is a DV key.
Version 1.11
Referred by Test case EAC2 1SO7816 J 41, Test case EAC2 ISO7816 J 42
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
SF 24 06 hh
optional: 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes)

wv is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | DETESTDVDEO010
Certificate Holder Reference As defined by the initial CVCA root
Certificate Holder Authorization CVCA, DG 3,DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA.
Public Key reference Public key of key pair CVCA KEY 00
Signing Key reference Signed with the private key of key pair DV_KEY 10
Certificate Extension As defined by CVCA

2.4.10.2 DV_CERT 10a

ID DV _CERT 10a

Purpose This certificate is a regular domestic DV certificate, which validity period starts at the
effective date of the CVCA and expires after one month.

Version 1.11
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Referred by

Test case EAC2 ISO7816_J 41, Test case EAC2 ISO7816 J 43, Test case
EAC2 1SO7816 J 44

Content
definition

TF 21 aa

7F 4E bb
S5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7Fr 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO10

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCAr

Certificate expiration date CVCA. s+ 1 month

Public Key reference Public key of key pair DV KEY 10

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.10.3 DV_CERT _10b

1D DV _CERT 10b
Purpose This certificate is a regular foreign DV certificate, which validity period starts at the
effective date of the CVCA and expires after one month.
Version 1.11
Referred by Test case EAC2_ISO7816 J 42, Test case EAC2 ISO7816 ] 45, Test case
EAC2 ISO7816 J 46
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 43
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5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO010

Certificate Holder Authorization foreign DV, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA.+ 1 month

Public Key reference Public key of key pair DV_KEY 10

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.10.4 DV_CERT 10c

1D DV CERT 10c
Purpose This certificate is an irregular DV domestic certificate. The signing key is a DV key.
Version 1.11
Referred by Test case EAC2 ISO7816 J 43, Test case EAC2 ISO7816 J 45
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
S5F 24 06 hh
S5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)
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gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEO010

Certificate Holder Reference DETESTDVDEI110

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date

CVCAur

Certificate expiration date

CVCA.++ 1 month

Public Key reference

Public key of key pair DV_KEY 10

Signing Key reference

Signed with the private key of key pair DV_KEY 10

2.4.10.5 DV_CERT 10d

ID

DV _CERT 10d

Purpose

This certificate is an irregular DV foreign certificate. The signing key is a DV key.

Version

1.11

Referred by

Test case EAC2 1SO7816 J 44, Test case EAC2 ISO7816 J 46

Content
definition

7F 21 aa
TF AE bb
5F
42
TF
5F
TF
S5F
5F
S5F 37 i1

29
cc
49
20
4c
25
24

JJ

01
dd
ee
XX
OE
06
06

00

ff

Yy
06 09 04 00 7F 00 07 03 01 02 01 53 01 43

gg
hh

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEQ10

Certificate Holder Reference DETESTDVDEI110

Certificate Holder Authorization foreign DV, DG 3, DG 4

Certificate effective date

CVCA«

Certificate expiration date

CVCA+ 1 month

Public Key reference

Public key of key pair DV_KEY 10

Signing Key reference

Signed with the private key of key pair DV_KEY 10
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2.4.10.6 IS_CERT 10

ID

IS CERT 10

Purpose

This certificate is an irregular domestic IS certificate. This IS certificate is signed by the
CVCA key.

Version

1.11

Referred by

Test case EAC2 ISO7816 ] 40

Content
definition

TF 21 aa

TF 4E bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTISDEO10

Certificate Holder Authorization IS, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA+ 13 days

Public Key reference Public key of key pair IS KEY 10

Signed with the private key of key pair
CVCA KEY 00

Signing Key reference

2.4.11 Certificate Set 11

2.4.11.1 LINK_CERT 11a

1D LINK CERT l1la

Purpose This certificate is an irregular IS CVCA certificate. The signing key is an IS key.
Version 1.11

Referred by Test case EAC2 ISO7816 J 50

Content TF 21 aa
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definition

TF 4AE bb
S5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
SF 24 06 hh
65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

vy is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter

Certification Authority Reference | DETESTISDEOQ11

Certificate Holder Reference As defined by the initial CVCA root

Certificate Holder Authorization CVCA,DG 3,DG 4

Certificate effective date CVCA

Certificate expiration date CVCA.p

Public Key reference Public key of key pair CVCA KEY 00

Signing Key reference Signed with the private key of key pair IS KEY 11

Certificate Extension As defined by CVCA

2.4.11.2 LINK_CERT 11b

1D LINK CERT 11b
Purpose This certificate is a valid link certificate.
Version 1.11
Referred by Test case EAC2 ISO7816 M 5
Content TF 21 aa
definition 1F 4E bb

S5F 29 01 00

42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
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SF 24 06 hh
optional: 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes)

wv is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | DETEST LINKDEO009
Certificate Holder Reference DETEST LINKDEO11
Certificate Holder Authorization CVCA, DG 3,DG 4
Certificate effective date CVCAy+ 5 months
Certificate expiration date CVCA,+ 8 months
Public Key reference Public key of key pair CVCA KEY 11
Signing Key reference Signed with the private key of key pair
CVCA KEY 09
Certificate Extension As defined by CVCA

2.4.11.3 DV_CERT 11a

1D DV CERT 1la
Purpose This certificate is a regular domestic DV certificate, which validity period starts at the
effective date of the CVCA and expires after one month.
Version 1.11
Referred by Test case EAC2 _1SO7816 J 47, Test case EAC2 ISO7816 J 48, Test case
EAC2 ISO7816 J 49, Test case EAC2 ISO7816 J 50
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
TF 49 ce ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7r 00 07 03 01 02 01 53 01 83
5F 25 06 gg
5F 24 06 hh
5F 37 ii ;3

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
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cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOI11

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCAr+ 1 month

Public Key reference Public key of key pair DV KEY 11

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.11.4 DV_CERT 11b

ID

DV _CERT 11b

Purpose

This certificate is an irregular foreign DV certificate. The signing key is an IS key.

Version

1.11

Referred by

Test case EAC2 ISO7816 ] 47

Content
definition

TF 21 aa

TF 4E bb
S5F 29 01 00
42 cc dd
TE 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 43
S5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTISDEO11

62/444




Test plan for eID-Cards with EAC 2.0

Certificate Holder Reference DETESTDVDEO11

Certificate Holder Authorization foreign DV, DG 3, DG 4

Certificate effective date CVCA«

Certificate expiration date CVCA s+ 1 month

Public Key reference Public key of key pair DV KEY 11

Signing Key reference Signed with the private key of key pair IS KEY 11

2.4.11.5 DV_CERT l11c¢

1D DV CERT ll¢
Purpose This certificate is an irregular domestic DV certificate. The signing key is an IS key.
Version 1.11
Referred by Test case EAC2 ISO7816 J 48
Content TF 21 aa
definition 7F 4E Db
5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
S5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTISDEOQ11
Certificate Holder Reference DETESTDVDEOI11
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair DV_KEY 11
Signing Key reference Signed with the private key of key pair IS KEY 11

2.4.11.6 DV_CERT _11d

ID

DV _CERT 11d

Purpose

This certificate is a regular domestic DV certificate, which validity period starts at the
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effective date of the referencing CVCA 11b and expires after one month.

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 M 8

Content
definition

TF 21 aa

TF 4AE bb
S5F 29 01 00
42 cc dd
TE 49 ece ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETEST LINKDEO11

Certificate Holder Reference DETESTDVDEO11

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA,+ 5 months

Certificate expiration date CVCA,+ 6 months

Public Key reference Public key of key pair DV_KEY 11

Signing Key reference Signed with the private key of key pair
CVCA KEY 11

2.4.11.7 IS_CERT_11a

ID IS CERT lla
Purpose This certificate is a regular IS certificate.
Version 1.11
Referred by Test case EAC2 _ISO7816_J 47, Test case EAC2 ISO7816 J 48, Test case
EAC2 ISO7816 ] 49, Test case EAC2 ISO7816 J 50
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
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7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEO11
Certificate Holder Reference DETESTISDEO11
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA s+ 13 days
Public Key reference Public key of key pair IS KEY 11
Signing Key reference Signed with the private key of key pair DV_KEY 11

2.4.11.8 IS_CERT_11b

1D IS CERT 11b
Purpose This certificate is an irregular IS certificate. The signing key is an IS key.
Version 1.11
Referred by Test case EAC2 ISO7816 J 49
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)
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gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTISDE(11
Certificate Holder Reference DETESTISDE111
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA«

Certificate expiration date

CVCAeff+ 13 days

Public Key reference

Public key of key pair IS KEY 11

Signing Key reference

Signed with the private key of key pair IS KEY 11

2.4.11.9 IS_CERT l1c

ID IS CERT l1lc

Purpose

This certificate is an irregular IS certificate. The signing key is a CVCA key.

Version 1.11

Referred by Test case EAC2 ISO7816 M 5

Content TF 21 aa

definition 7F 4E bb
5F 29 01 00

42 cc dd
TE 49 ee ff
5F 20 xx yy

S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference

DETEST LINKDEOI1

Certificate Holder Reference

DETESTISDEO11

Certificate Holder Authorization

IS, DG 3, DG 4

Certificate effective date

CVCA.+ 5 months

Certificate expiration date

CVCA,+ 6 months

Public Key reference

Public key of key pair IS KEY 11
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Signing Key reference Signed with the private key of key pair
CVCA KEY 11

2.4.12 Certificate Set 12

This certificate set is used for the certificate structure tests.

2.4.12.1 DV_CERT 12a

ID

DV _CERT 12a

Purpose

This certificate is a domestic DV certificate.

Version

1.11

Referred by

Test case EAC2 1SO7816 J 23, Test case EAC2 ISO7816 J 33

Content
definition

TF 21 aa

TF 4E bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA 4+ 1 month + 20 days

Certificate expiration date CVCAxr+ 1 month + 25 days

Public Key reference Public key of key pair DV KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.2 DV_CERT _12b

ID

DV _CERT 12b

Purpose

Certificate with a wrong “certificate body” tag
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Version

1.11

Referred by

Test case EAC2 ISO7816 ] 24

Content
definition

TF 21 aa
TF 4F bb
S5F 29 01 00
42 cc dd
TF 49 ce ff
5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCAr+ 1 month + 20 days

Certificate expiration date CVCAxr+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signing Key reference Signed with the private key of key pair

CVCA KEY 00
2.4.12.3 DV_CERT 12¢
1D DV CERT 12¢
Purpose Certificate with a wrong “certificate signature” tag
Version 1.11
Referred by Test case EAC2 1SO7816 J 25
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

S5F 25 06 gg
SF 24 06 hh
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5F 38 ii 77

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO012
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA 4+ 1 month + 20 days
Certificate expiration date CVCAr+ 1 month + 25 days
Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair

CVCA KEY 00

2.4.12.4 DV_CERT 12d

ID DV _CERT 12d
Purpose Certificate with an inconsistent “certificate body” DO (wrong length)
Version 1.11
Referred by Test case EAC2 ISO7816 J 26
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy

S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object decreased by one
cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
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hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ12
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA+ 1 month + 20 days
Certificate expiration date CVCA+ 1 month + 25 days
Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair

CVCA KEY 00

2.4.12.5 DV_CERT 12e

1D DV CERT 12e
Purpose Certificate with an inconsistent “certificate signature” DO (The length byte specifies one by
less than the actual signature length)
Version 1.11
Referred by Test case EAC2 ISO7816 J 27
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
S5F 24 06 hh
S5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object decreased by one,
jj is the placeholder for the certificates signature (ii + 1 bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO012
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA.x+ 1 month + 20 days
Certificate expiration date CVCAx+ 1 month + 25 days
Public Key reference Public key of key pair DV_KEY 12
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Signed with the private key of key pair
CVCA _KEY 00

Signing Key reference

2.4.12.6 DV_CERT _12f

ID

DV _CERT 12f

Purpose

Certificate with a wrong signature

Version

1.11

Referred by

Test case EAC2 ISO7816 J 28

Content
definition

TF 21 aa

TF 4AE bb
S5F 29 01 00
42 cc dd
TE 49 ece ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes) last byte is increased by one
(mod 256)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCAx+ 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signed with the private key of key pair
CVCA KEY 00

Signing Key reference

2.4.12.7 DV_CERT 12g

1D DV _CERT 12¢g

Purpose Certificate with a wrong signature
Version 1.11

Referred by Test case EAC2 ISO7816 J 29
Content TF 21 aa
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definition
7F 4E bb

S5F 29 01 00

42 cc dd

TF 49 ee ff

5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83

S5F 25 06 gg

S5F 24 06 hh

S5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj 1s the placeholder for the certificates signature (ii bytes) — last byte is dropped and ii is
updated according to the new length
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ12
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA+ 1 month + 20 days
Certificate expiration date CVCA+ 1 month + 25 days
Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.8 DV_CERT _12h

1D DV CERT 12h
Purpose Modification in the certificate public key: OID is missing
Version 1.11
Referred by Test case EAC2 ISO7816 J 35
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
TF 49 ce ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7r 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
5F 24 06 hh
5F 37 ii 73
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aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes) — it does not contain
any OID DO,

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA+ 1 month + 20 days

Certificate expiration date CVCAr+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.9 DV_CERT _12i

ID DV CERT 12i
Purpose Modification in the certificate public key: wrong OID
Version 1.11
Referred by Test case EAC2 ISO7816 J 34
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects

bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)

ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes) — the OID has an
incorrect value that does not indicate id-TA: (0.4.0.127.0.7.2.2.3.x.y),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
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hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ12
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA+ 1 month + 20 days
Certificate expiration date CVCA+ 1 month + 25 days
Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair

CVCA KEY 00

2.4.12.10DV_CERT _12j

ID DV CERT 12j
Purpose For ECDSA profile only:
Modification in the certificate public key: the elliptic curve public point is missing

Version 1.11
Referred by Test case EAC2 ISO7816 J 36
Content TF 21 aa
definition 7F 4E bb

S5F 29 01 00

42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes) — The elliptic curve
public point is missing,

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ12
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA+ 1 month + 20 days
Certificate expiration date CVCA s+ 1 month + 25 days
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Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.11 DV_CERT 12k

1D DV _CERT 12k
Purpose For RSA profile only:
Modification in the certificate public key: the RSA modulus is missing
Version 1.11
Referred by Test case EAC2 1SO7816 J 37
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes) — The RSA modulus is
missing,
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEO012
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA.«+ 1 month + 20 days
Certificate expiration date CVCA+ 1 month + 25 days
Public Key reference Public key of key pair DV_KEY 12
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.12DV_CERT 121

ID

DV _CERT 121

Purpose

For RSA profile only:
Modification in the certificate public key: the RSA public exponent is missing
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Version 1.11
Referred by Test case EAC2 ISO7816 J 38
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes) — The RSA public
exponent is missing,
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
77 is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the CVCA
Certificate Holder Reference DETESTDVDEOQ12
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCA.«+ 1 month + 20 days
Certificate expiration date CVCA.r+ 1 month + 25 days
Public Key reference Public key of key pair DV KEY 12
Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.13DV_CERT_12m

1D DV _CERT 12m
Purpose Modification in the certificate public key:
For ECDSA profile: an unknown DO is present within the EC parameters (tag ‘77’),
For RSA profile: an unknown DO is present within the RSA parameters (77 01 00”)
Version 1.11
Referred by Test case EAC2 1SO7816 J 39
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ce ff
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5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes) — An unknown DO 77’
is present

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA+ 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.14DV_CERT 12n

ID

DV _CERT 12n

Version

Has been merged with DV CERT 12m in version 1.1

2.4.12.15DV_CERT 120

1D DV CERT 120
Purpose For RSA profile only:
Certificate with a wrong signature
Version 1.11
Referred by Test case EAC2 ISO7816 J 30
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
S5F 24 06 hh
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5F 37 ii 77

aa is the encoded combined length of certificate body and signature objects

bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)

ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate

hh is the placeholder for the BCD encoded expiration date of the certificate

ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes) — the signature is greater than
the modulus of the issuing key CVCA_KEY_00, the length of signature matches the
length of the modulus

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA.r+ 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.16 DV_CERT 12p

ID DV _CERT 12p
Purpose For ECDSA profile only:
The certificate signature is wrong. It is obtained by filling the ‘r’ part of the signature with
‘00’. The length of ‘r’ is still matches the size of the prime.
Version 1.11
Referred by Test case EAC2 _1SO7816 J 31
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
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ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes) — with r =0

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA 4+ 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.12.17DV_CERT _12q

ID

DV _CERT 12q

Purpose

For ECDSA profile only:

The certificate signature is wrong. It is obtained by filling the ‘s’ part of the signature with
‘00°. The length of ‘s’ is still matches the size of the prime.

Version

1.11

Referred by

Test case EAC2 ISO7816 J 32

Content
definition

TF 21 aa

TF AE bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes) — with s =0

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEOQ12
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Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCAr+ 1 month + 20 days

Certificate expiration date CVCA+ 1 month + 25 days

Public Key reference Public key of key pair DV_KEY 12

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.13 Certificate Set 13

This certificate set defines a link certificate used to update the chip signature mechanism according to the
migration policy as defined by the manufacturer. The cryptographic elements of these certificates MUST use
the new mechanisms besides the signature of the LINK_CERT 13 which is done with the original signature
mechanism. This certificate set is only needed if the “Migration” profile is supported.

2.4.13.1 LINK_CERT_13a

Note for ECDSA profile: Since the cryptographic mechanism is changed by this certificate, the domain
arameters MUST be included in this certificate.

1D LINK CERT 13a
Purpose For MIG profile only:
This certificate is a link certificate, which defines a new cryptographic mechanism to be
used by chip.
Version 1.11
Referred by Test case EAC2 ISO7816 N 1
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
S5F 24 06 hh
optional 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

vy is the encoded length of the certificate extension,
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ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | DETEST LINKDEOQ11

Certificate Holder Reference DETESTLINKDEO13

Certificate Holder Authorization CVCA,DG 3,DG 4

Certificate effective date CVCA,+ 7 months

Certificate expiration date CVCAyt+ 10 month

Public Key reference Public key of key pair CVCA KEY 13
Signing Key reference Signed with the private key of key pair

CVCA KEY 11
Certificate Extension As defined by CVCA

2.4.13.2 DV_CERT 13a

1D DV _CERT 13a
Purpose For MIG profile only:
This certificate is a domestic DV certificate, which was issued by the new CVCA.
Version 1.11
Referred by Test case EAC2 ISO7816 N 1
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETEST LINKDEO13
Certificate Holder Reference DETESTDVDEOQ13
Certificate Holder Authorization domestic DV, DG 3, DG 4
Certificate effective date CVCAy+ 7 months
Certificate expiration date CVCA+ 8 months
Public Key reference Public key of key pair DV_KEY 13
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Signing Key reference Signed with the private key of key pair
CVCA KEY 13

2.4.13.3 IS_CERT 13a

ID

IS CERT 13a

Purpose

For MIG profile only:
This certificate is a regular IS certificate, which is issued by the DV CERT 13a.

Version

1.11

Referred by

Test case EAC2 ISO7816 N 1

Content
definition

TF 21 aa

TF AE bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEO13

Certificate Holder Reference DETESTISDEO13

Certificate Holder Authorization IS, DG 3, DG 4

Certificate effective date CVCAy+ 7 months

Certificate expiration date CVCA,+ 8 months

Public Key reference Public key of key pair IS KEY 13

Signing Key reference Signed with the private key of key pair DV KEY 13

2.4.13.4 LINK_CERT 13b

Note for ECDSA profile: Since the cryptographic mechanism is changed by this certificate, the domain
arameters MUST be included in this certificate.

ID

LINK CERT 13b

Purpose

For MIG profile only:

This certificate is a link certificate, which defines a new cryptographic mechanism to be
used by chip.
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Version 1.2
Referred by Test case EAC2 ISO7816 N2
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 C3
S5F 25 06 gg
SF 24 06 hh
optional 65 vv ww
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

wv is the encoded length of the certificate extension,
ww is the placeholder for the certificate extension (vv bytes)

Parameter Certification Authority Reference | DETEST LINKDEO11

Certificate Holder Reference DETESTLINKDEO13

Certificate Holder Authorization CVCA, DG 3,DG 4

Certificate effective date CVCA,+ 7 months

Certificate expiration date CVCA.t+ 10 month

Public Key reference Public key of key pair CVCA KEY 13
Signing Key reference Signed with the private key of key pair

CVCA KEY 11
Certificate Extension As defined by CVCA

2.4.13.5 DV_CERT 13b

1D DV CERT 13b

Purpose For MIG profile only:

This certificate is a domestic DV certificate, which was issued by the new CVCA.
Version 1.2

Referred by Test case EAC2 ISO7816 N2

Content 7F 21 aa
definition 7F 4E bb
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S5F 29 01 00

42 cc dd

TF 49 ee ff

5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 83
S5F 25 06 gg

SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETEST LINKDEQ13

Certificate Holder Reference DETESTDVDEOQ13

Certificate Holder Authorization domestic DV, DG 3, DG 4

Certificate effective date CVCA ,+ 7 months

Certificate expiration date CVCA.,+ 8 months

Public Key reference Public key of key pair DV_KEY 13

Signing Key reference Signed with the private key of key pair
CVCA KEY 13

2.4.13.6 AT_CERT_13b

1D AT CERT 13b
Purpose For MIG profile only:
This certificate is a regular IS certificate, which is issued by the DV CERT 13b.

Version 1.2
Referred by Test case EAC2 1SO7816 N2
Content TF 21 aa
definition 7F 4E bb

S5F 29 01 00

42 cc dd

TF 49 ee ff

5F 20 xx yy

7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03

S5F 25 06 gg

SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
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cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ13
Certificate Holder Reference DETESTATDEO13
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA,+ 7 months
Certificate expiration date CVCA.,+ 8 months
Public Key reference Public key of key pair IS KEY 13
Signing Key reference Signed with the private key of key pair DV_KEY 13

2.4.14 Certificate Set 14

The certificate set follows a certification scheme where the DV and IS contain public key information from a
generated key whose lengths are shorter than the CVCA key length.

2.4.14.1 DV_CERT 14a

1D DV CERT 14a
Purpose This certificate is a regular domestic DV certificate which is issued by the CVCA.
Version 1.11
Referred by Test case EAC2 I1SO7816 ] 52
Content TF 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
TF 49 ce ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7r 00 07 03 01 02 01 53 01 83
S5F 25 06 gg
5F 24 06 hh
5F 37 ii 73

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
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hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO(O14

Certificate Holder Authorization domestic DV, DG 3, DG4

Certificate effective date CVCA«

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair DV KEY 14a

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.142 DV_CERT 14b

ID

DV _CERT 14b

Purpose

Certificate with a wrong (short) public key.

For RSA profile, same Algorithm Identifier but PK.DVCA’s modulus length is shorter than

the CVCA’s key modulus length.

For ECDSA profile, same Algorithm Identifier but DVCA’s domain parameters are
different and have a shorter prime length than the CVCA’s key. The hash algorithm should

be adapted if necessary.

Version

1.11

Referred by

Test case EAC2 ISO7816 J 51

Content
definition

TF 21 aa
TF AE bb
S5F 29 01 00
42 cc dd
TEF 49 ce ff
S5F 20 xx yy

7F 4C OE 06 09 04 00 7r 00 07 03 01 02 01 53 01

5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

vy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

83

Parameter

Certification Authority Reference | As defined by the CVCA

Certificate Holder Reference DETESTDVDEO(O14

86/444




Test plan for eID-Cards with EAC 2.0

Certificate Holder Authorization domestic DV, DG 3, DG4

Certificate effective date CVCA«

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair DV_KEY 14b

Signing Key reference Signed with the private key of key pair
CVCA KEY 00

2.4.14.3 IS_CERT_14a

ID

IS CERT 14a

Purpose

This certificate is a regular IS certificate, which is issued by the DV_CERT 14.

Version

1.11

Referred by

Test case EAC2 ISO7816 J 51

Content
definition

TF 21 aa

TF AE bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDE(014

Certificate Holder Reference DETESTISDEO14

Certificate Holder Authorization IS, DG 3, DG 4

Certificate effective date CVCA

Certificate expiration date CVCA s+ 14 days

Public Key reference Public key of key pair IS KEY 14a

Signing Key reference Signed with the private key of key pair DV_KEY 14b

2.4.14.4 IS_CERT _14b

ID

IS CERT 14b

Purpose

Certificate with a wrong (short) Public key.
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For RSA profile, same Algorithm Identifier but IS key modulus length is shorter than the
DVCA'’s key modulus length.

For ECDSA profile, same Algorithm Identifier but IS key domain parameters are different
and have a shorter prime length than the DVCA’s key. The hash algorithm should be

adapted if necessary.
Version 1.11
Referred by Test case EAC2 ISO7816 J 52
Content 7F 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 01 53 01 03
S5F 25 06 gg
S5F 24 06 hh
S5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEO14
Certificate Holder Reference DETESTISDEOQ14
Certificate Holder Authorization IS, DG 3, DG 4
Certificate effective date CVCA«
Certificate expiration date CVCA i+ 14 days
Public Key reference Public key of key pair IS KEY 14b
Signing Key reference Signed with the private key of key pair DV_KEY 14a
2.4.15 Certificate Set 15

Deleted in version 1.1.

2.4.16

Certificate Set 16

Deleted in version 1.1.
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2.4.17 Certificate Set 17

This certificate set consists of a regular certificate chain (DV -> AT) which is used for the tests regarding eID
special functions. The DV certificate permits special eID functions while the terminal certificate may restrict
this access. The DV certificate is an official domestic certificate.

24.17.1 DV_CERT_17

ID

DV _CERT 17

Purpose

This certificate is a regular DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month. The certificate permits access to all eID special
functions. It also permits read access to DG1 for testing access permissions.

Version

EAC2 1.0

Referred by

Test case EAC2_1SO7816 L 17, Test case EAC2 ISO7816 L 18,
Test case EAC2 [SO7816 L 19, Test case EAC2 1SO7816 L 20,
Test case EAC2 ISO7816 L 21, Test case EAC2 ISO7816 L 22,
Test case EAC2 _ISO7816 L 23, Test case EAC2 ISO7816 L 24,
Test case EAC2_ISO7816 L 25, Test case EAC2 _ISO7816_L 26,
Test case EAC2 _ISO7816_L 27, Test case EAC2 ISO7816 L 28,
Test case EAC2_ISO7816 M _6, Test case EAC2 ISO7816 O 9,
Test case EAC2 _[SO7816_0O 10, Test case EAC2 ISO7816 O 11,
Test case EAC2_ISO7816_0O 12, Test case EAC2 _ISO7816 P 15,
Test case EAC2_ISO7816 P _16, Test case EAC2 _ISO7816 P 17,
Test case EAC2 ISO7816 P 18, Test case EAC2 ISO7816 Q 1,
Test case EAC2 _ISO7816_Q 2, Test case EAC2 ISO7816 Q 3,
Test case EAC2 _ISO7816_Q 4, Test case EAC2 _ISO7816 _Q 6,
Test case EAC2 ISO7816_Q 7, Test case EAC2 ISO7816 Q 8,
Test case EAC2 ISO7816_Q 10, Test case EAC2 ISO7816 Q 11,
Test case EAC2 ISO7816 _Q 12, Test case EAC2 ISO7816 _Q 13,
Test case EAC2 _ISO7816_Q 15, Test case EAC2 1SO7816 R 1,
Test case EAC2 ISO7816 R 3, Test case EAC2 ISO7816 R 5,
Test case EAC2_ISO7816_R 6, Test case EAC2 ISO7816_V 1
Test case EAC2 ISO7816 _V 2, Test case EAC2 ISO7816 V 3,
Test case EAC2_ISO7816_V_4, Test case EAC2_ISO7816 V5,
Test case EAC2 _ISO7816 V6, Test case EAC2 _ISO7816 V 7
Test case EAC2 ISO7816 V8, Test case EAC2 ISO7816 V 9,
Test case EAC2 ISO7816 _V 10, Test case EAC2 ISO7816 V 11,
Test case EAC2 1SO7816 V 12

b

2

Content
definition

TF 21 aa

TF 4AE bb
S5F 29 01 00
42 cc dd
TE 49 ece ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 80
40 00 01 FF
S5F 25 06 gg
S5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
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cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

77 is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the initial AT CVCA reference

Certificate Holder Reference DETESTDVDEO17

Certificate Holder Authorization Official domestic DV, eID-Specials (all), DG1

Certificate effective date CVCA«

Certificate expiration date CVCAr+ 1 month

Public Key reference Public key of key pair DV_KEY 17

Signing Key reference Signed with the private key of key pair
CVCA KEY 17

2.4.17.2 AT_CERT_17a

ID

AT CERT 17a

Purpose

This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the eID special function “CAN allowed”. To test read access
without PIN, access to DGI is granted.

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 L 23, Test case EAC2 ISO7816_Q 3, Test case
EAC2 1SO7816 Q 12

Content
definition

7F 21 aa

TF 4E bb
S5F 29 01 00
42 cc dd
TE 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 01 10
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
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ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, CAN allowed, read DG1
Certificate effective date CVCA
Certificate expiration date CVCA.x+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV_ KEY 17

2.4.17.3 AT _CERT 17b

ID AT CERT 17b
Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “PIN Management”. Special function
“CAN allowed” is additionally set in order to enable an alternative PACE password for PIN
management function “Activate PIN”.
Version EAC2 1.0
Referred by Test case EAC2_ISO7816 L 25, Test case EAC2 ISO7816_L 26, Test case
EAC2 ISO7816 P 15, Test case EAC2 ISO7816 P 16, Test case EAC2 ISO7816 P 17,
Test case EAC2 ISO7816 P 18, Test case EAC2 ISO7816 O 12
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 30
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii 77
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ff1s the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTDVDEQ17

Certificate Holder Reference DETESTATDEO17

Certificate Holder Authorization Terminal, PIN Management, CAN allowed
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Certificate effective date CVCAr

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair AT KEY 17

Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.4 AT_CERT _17¢

ID

AT CERT 17c¢

Purpose

This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “RI”.

Version

EAC2 1.0

Referred by

Test case EAC2 _ISO7816 L 21, Test case EAC2 ISO7816_L 22, Test case
EAC2 ISO7816 O 11, Test case EAC2 ISO7816 R 1, Test case EAC2 ISO7816 R 3,
Test case EAC2 ISO7816 R 5, Test case EAC2 ISO7816 R 6

Content
definition

TF 21 aa

7F 4E bb
S5F 29 01 00
42 cc dd
TE 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 04
S5F 25 06 gg
SF 24 06 hh
65 kk 73 L,; 06 09 04 00 7F 00 07 03 01 03 02 80 11
mm

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

kk is the encoded length of the certificate extension object,

Il is the encoded length of the terminal sector hash

mm 1is the placeholder for the terminal sector hash

Parameter

Certification Authority Reference | DETESTDVDEQ17

Certificate Holder Reference DETESTATDEO17

Certificate Holder Authorization Terminal, RI

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair AT KEY 17
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Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.5 AT_CERT 17d

ID

AT CERT 17d

Purpose

This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “Install Qualified Certificate”.

Version

EAC2 1.0

Referred by

Test case EAC2 _ISO7816 L 18, Test case EAC2 1SO7816 L 20, Test case
EAC2 ISO7816 L 22, Test case EAC2 1SO7816 L 24, Test case EAC2 ISO7816 L 27,
Test case EAC2 ISO7816 L 28

Content
definition

TF 21 aa

TF 4E bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 80
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEOQ17

Certificate Holder Reference DETESTATDEO17

Certificate Holder Authorization Terminal, Install Qualified Certificate

Certificate effective date CVCA

Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair AT KEY 17

Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.6 AT_CERT 17e

1D AT CERT 17¢

Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “Install Certificate”.

Version EAC2 1.0
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Referred by Test case EAC2 ISO7816 Q 4

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 40
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEOQ17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, Install Certificate
Certificate effective date CVCA
Certificate expiration date CVCAx+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.7 AT_CERT _17f

1D AT CERT 17f

Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “Age Verification”.

Version EAC2 1.0

Referred by Test case EAC2 _1SO7816 L 17, Test case EAC2 ISO7816_O_9, Test case
EAC2 1SO7816 Q 1, Test case EAC2 ISO7816 Q 2

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 01
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5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, Age Verification
Certificate effective date CVCA
Certificate expiration date CVCA.+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.8 AT_CERT 17¢g

1D AT CERT 17g
Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “Municipality ID Check”.
Version EAC2 1.0
Referred by Test case EAC2 _ISO7816 L 19, Test case EAC2 ISO7816_O 10,
Test case EAC2 _ISO7816_Q 6, Test case EAC2 ISO7816 Q 7,
Test case EAC2 ISO7816_Q 8, Test case EAC2 ISO7816 Q 10,
Test case EAC2 ISO7816 _Q 11, Test case EAC2 ISO7816 _Q 13,
Test case EAC2 ISO7816 Q 15
Content TF 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 02
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
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dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEOQ17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, Municipality ID Check
Certificate effective date CVCA«
Certificate expiration date CVCAx+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV_KEY 17

2.4.17.9 AT_CERT 17h

1D AT CERT 17h
Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the eID special function “CAN allowed” and “Privileged
Terminal”.
Version EAC2 1.1
Referred by | Test case EAC2 1SO7816 L 37
Content TF 21 aa
definition 7F 4E Db
5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 18
S5F 25 06 gg
S5F 24 06 hh
SF 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff'is the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jj is the placeholder for the certificates signature (ii bytes)
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Parameter Certification Authority Reference DETESTDVDEOQ17
Certificate Holder Reference DETESTATDEO017
Certificate Holder Authorization Terminal, CAN allowed, Privileged Terminal
Certificate effective date CVCAx
Certificate expiration date CVCA.x+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV KEY 17

2.4.17.10 AT_CERT_17i

ID AT CERT 17

Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the elD special function “PSA allowed” and “Privileged Terminal”
and a sector public key.

Version EAC2 1.1

Referred by | , Test case EAC2 ISO7816 _V_1,Test case EAC2 _1SO7816 _V_2, Test case

EAC2 1SO7816_V_3, Test case EAC2 ISO7816_V_4, Test case EAC2_ISO7816_V 5,
Test case EAC2 ISO7816_V 6, Test case EAC2 ISO7816 V 7, Test case

EAC2 ISO7816 V 8, Test case EAC2 ISO7816 V 9, Test case EAC2 ISO7816 V 10,
Test case EAC2 ISO7816 V 11, Test case EAC2 ISO7816 V 12

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 cc dd

TF 49 ee ff

S5F 20 xx yy

TF 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00

40 00 00 08

S5F 25 06 gg

SF 24 06 hh

65 kk 73 L,; 06 09 04 00 7F 00 07 03 01 03 03 AQ La 80 11

mm 81 nn oo
SF 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ff1s the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes)

kk is the encoded length of the certificate extension object,
Il is the encoded length of a domain parameter ID
mm is the placeholder for the domain parameter ID

nn is the encoded length of a sector public key hash
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oo is the placeholder for the second sector public key hash
Parameter Certification Authority Reference DETESTDVDEOQO17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, PSA allowed, Privileged Terminal
Certificate effective date CVCA
Certificate expiration date CVCA.++ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV KEY 17

2.4.17.11 AT_CERT_17j

ID AT CERT 17j
Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 17. It
encodes access rights for the eID special functions “Age Verification” and “Municipality ID
Check”.
Version EAC2 1.1
Referred by Test case EAC2 1SO7816 Q 18
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 03
S5F 25 06 gg
S5F 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | DETESTDVDEQ17
Certificate Holder Reference DETESTATDEO17
Certificate Holder Authorization Terminal, Age Verification, Municipality ID Check
Certificate effective date CVCA
Certificate expiration date CVCA. s+ 1 month
Public Key reference Public key of key pair AT KEY 17
Signing Key reference Signed with the private key of key pair DV KEY 17
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2.4.18 Certificate Set 18

This certificate set consists of a regular certificate chain (DV -> AT) which is used for the tests regarding eID
special functions. The DV certificate permits special eID functions while the terminal certificate may restrict
this access. The DV certificate is a non-official certificate.

2.4.18.1 DV_CERT 18

ID

DV _CERT 18

Purpose

This certificate is a non-official DV certificate, which validity period starts at the effective
date of the CVCA and expires after one month. The certificate permits access to all eID
special functions.

Version

EAC2 1.0

Referred by

Test case EAC2_ISO7816_Q_5, Test case EAC2_ISO7816_Q 9, Test case
EAC2 ISO7816 Q 14, Test case EAC2 ISO7816 Q 16, Test case EAC2 ISO7816 R &

Content
definition

TF 21 aa

7F 4E bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 40
40 00 00 FF
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the initial AT CVCA reference

Certificate Holder Reference DETESTDVDEOQ18

Certificate Holder Authorization non-official DV, elD-Specials (all)

Certificate effective date CVCA

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair DV KEY 18

Signing Key reference Signed with the private key of key pair
CVCA KEY 17
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2.4.18.2 AT_CERT_18a

ID

AT CERT 18a

Version

deleted in version 1.00

2.4.18.3 AT_CERT 18b

ID

AT CERT 18b

Version

deleted in version 1.00

2.4.184 AT_CERT_18c

ID

AT CERT 18c

Purpose

This certificate is a regular terminal certificate, which is issued by the DV_CERT 18. It

encodes access rights for the eID special function “RI”.

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 R 8

Content
definition

7F 21 aa

TF AE bb
S5F 29 01 00
42 cc dd
TF 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 04
S5F 25 06 gg
SF 24 06 hh
65 kk 73 1,506 09 04 00 7F 00 07 03 01 03 02 80 11
mm

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

kk is the encoded length of the certificate extension object,
Il is the encoded length of the terminal sector hash
mm is the placeholder for the terminal sector hash

Parameter

Certification Authority Reference | DETESTDVDEOQ18

Certificate Holder Reference DETESTATDEO18

Certificate Holder Authorization Authentication Terminal, RI

Certificate effective date CVCA
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Certificate expiration date CVCA+ 1 month

Public Key reference Public key of key pair AT KEY 18

Signing Key reference

Signed with the private key of key pair DV_KEY 18

2.4.18.5 AT_CERT 18d

ID

AT CERT 18d

Version

deleted in version 1.00

2.4.18.6 AT CERT 18e

ID

AT CERT 18e

Version

deleted in version 1.00

2.4.18.7 AT_CERT_18f

ID

AT CERT 18f

Purpose

This certificate is a regular terminal certificate, which is issued by the DV_CERT 18. It

encodes access rights for the elD special function “Age Verification”.

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 Q 5

Content
definition

TF 21 aa

TF 4E bb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7TEF 4C OE 06
00 00 00 01
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

09 04 00 7F 00 07 03 01 02 02 53 05 00

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | DETESTDVDEOQ18

Certificate Holder Reference DETESTATDEO18

Certificate Holder Authorization Terminal, Age Verification

Certificate effective date CVCA

Certificate expiration date CVCAx+ 1 month
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Public Key reference Public key of key pair AT KEY 18

Signing Key reference Signed with the private key of key pair DV_KEY 18

2.4.18.8 AT_CERT_18g

ID AT CERT 18g
Purpose This certificate is a regular terminal certificate, which is issued by the DV_CERT 18. It
encodes access rights for the elD special function “Municipality ID Check”.
Version EAC2 1.0
Referred by Test case EAC2 ISO7816_Q 9, Test case EAC2 ISO7816 Q 14, Test case
EAC2 ISO7816 Q 16
Content TF 21 aa
definition 7F 4E Dbb
S5F 29 01 00
42 cc dd
TF 49 ee ff
S5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 00
00 00 00 02
5F 25 06 gg
SF 24 06 hh
5F 37 ii ;7
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
Jjj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | DETESTDVDEO18
Certificate Holder Reference DETESTATDEO18
Certificate Holder Authorization Terminal, Municipality ID Check
Certificate effective date CVCA«
Certificate expiration date CVCA+ 1 month
Public Key reference Public key of key pair AT KEY 18
Signing Key reference Signed with the private key of key pair DV_KEY 18

2.4.19 Certificate Set 19

This certificate set consists of a regular certificate chain (DV -> AT) which is used for the tests regarding eID
read access. The DV certificate permits read access to all elementary files while the terminal certificate may
restrict this access. The DV certificate is an official domestic certificate.
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2.4.19.1 DV_CERT_19

1D DV _CERT 19
Purpose This certificate is a regular DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month. The certificate permits read access to all
elementary files
Version EAC2 1.0
Referred by Test case EAC2 ISO7816 L 13 Template, Test case EAC2 _ISO7816_L 15 Template
Test case EAC2 1SO7816 L16 Template, Test case EAC2 ISO7816 O 5 Template
Content TF 21 aa
definition 7F 4E Db
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 80
3F FF FF 10
S5F 25 06 gg
SF 24 06 hh
5F 37 ii 77
aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object
cc is the encoded length of the Certification Authority Reference
dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,
ffis the placeholder for the certificate's public key bytes (ee bytes),
xx is the encoded length of the Certificate Holder Reference
yy is the placeholder for the Certificate Holder Reference (xx bytes)
gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,
jj is the placeholder for the certificates signature (ii bytes)
Parameter Certification Authority Reference | As defined by the initial AT CVCA reference
Certificate Holder Reference DETESTDVDEO019
Certificate Holder Authorization Official domestic DV, Read Access (all), CAN
allowed
Certificate effective date CVCA«
Certificate expiration date CVCA.«+ 1 month
Public Key reference Public key of key pair DV_KEY 19
Signing Key reference Signed with the private key of key pair
CVCA KEY 17

2.4.19.2 DV_CERT 19a

ID

DV _CERT 19a

Purpose

This certificate is a regular DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month. The certificate permits read access to all
elementary files. It is a copy of DV_CERT 19 with the exception that all RFU bits within
CHAT are setto 1.
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Version EAC2 1.0

Referred by Test case EAC2 ISO7816 L 36

Content TF 21 aa

definition 7F 4E Dbb
S5F 29 01 00
42 cc dd
TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 80
BF FF FF 10
5F 25 06 gg
SF 24 06 hh

5F 37 ii 73

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

jj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the initial AT CVCA reference

Certificate Holder Reference DETESTDVDEO019

Certificate Holder Authorization Official domestic DV, Read Access (all), RFU=1,
CAN allowed

Certificate effective date CVCA

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair DV_KEY 19

Signing Key reference Signed with the private key of key pair
CVCA KEY 17

2.4.19.3 AT_CERT_19 Template

1D AT CERT 19 template
Purpose This certificate defines a template of a regular terminal certificate, which is issued by the
DV CERT 19. The access rights are defined in a separate table
Version see Table 1
Referred by see Table 1
Content TF 21 aa
definition 1F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
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7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 <AC-DO>
5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

<AC-DO> is the access conditions data object as defined in Table 1

Parameter Certification Authority Reference | DETESTDVDEO019
Certificate Holder Reference DETESTATDEO19
Certificate Holder Authorization see Table 1, column CHA, CAN allowed
Certificate effective date CVCA«
Certificate expiration date CVCAx+ 1 month
Public Key reference Public key of key pair AT KEY 19
Signing Key reference Signed with the private key of key pair DV_KEY 19
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2.4.19.4 AT_CERT_19a to AT_CERT 19w

ID Purpose Version Referred by AC-DO CHA

AT CERT 19a Read access DG1 EAC2 1.0 | EAC2 ISO7816 L 13a 53 05 00 00 00 01 10 | Terminal, read DG1
AT CERT 19 Read access DG2 | EAC2 1.0 | EAC2 ISO7816 L 13b 53 05 00 00 00 02 10 | Terminal, read DG2
AT CERT 19c Read access DG3 | EAC2 1.0 | EAC2 ISO7816 L 13c 53 05 00 00 00 04 10 | Terminal, read DG3
AT CERT 19d Read access DG4 | EAC2 1.0 | EAC2 ISO7816 L 13d 53 05 00 00 00 08 10 | Terminal, read DG4
AT CERT 19e Read access DG5 | EAC2 1.0 | EAC2 ISO7816 L 13e 53 05 00 00 00 10 10 | Terminal, read DG5
AT CERT 19f Read access DG6 | EAC2 1.0 | EAC2 ISO7816 L 13f 53 05 00 00 00 20 10 | Terminal, read DG6
AT CERT 19g Read access DG7 EAC2 1.0 | EAC2 ISO7816 L 13¢g 53 05 00 00 00 40 10 | Terminal, read DG7
AT CERT 19%h Read access DG8 | EAC2 1.0 | EAC2 ISO7816 L 13h 53 05 00 00 00 80 10 | Terminal, read DG8
AT CERT 19i Read access DG9 | EAC2 1.0 | EAC2 ISO7816 L 13i 53 05 00 00 01 00 10 | Terminal, read DG9
AT CERT 19j Read access DG10 | EAC2 1.0 | EAC2 ISO7816 L 13j 53 05 00 00 02 00 10 | Terminal, read DG10
AT CERT 19k Read access DG11 | EAC2 1.0 | EAC2 ISO7816 L 13k 53 05 00 00 04 00 10 | Terminal, read DG11
AT CERT 191 Read access DG12 | EAC2 1.0 | EAC2 ISO7816 L 131 53 05 00 00 08 00 10 | Terminal, read DG12
AT CERT 19m Read access DG13 | EAC2 1.0 | EAC2 ISO7816 L 13m 53 05 00 00 10 00 10 | Terminal, read DG13
AT CERT 19n Read access DG14 | EAC2 1.0 | EAC2 ISO7816 L 13n 53 05 00 00 20 00 10 | Terminal, read DG14
AT CERT 190 Read access DG15 | EAC2 1.0 | EAC2 ISO7816 L 130 53 05 00 00 40 00 10 | Terminal, read DG15
AT CERT 19p Read access DG16 | EAC2 1.0 | EAC2 1SO7816 L 13p 53 05 00 00 80 00 10 | Terminal, read DG16
AT CERT 19q Read access DG17 | EAC2 1.0 | EAC2 ISO7816 L 13q, 53 05 00 01 00 00 10 | Terminal, read DG17

EAC2_1SO7816_L_15q,
EAC2 ISO7816 L 16q
AT CERT 19r Read access DG18 | EAC2 1.0 | EAC2 ISO7816 L 13r, 53 05 00 02 00 00 10 | Terminal, read DG18

EAC2 1SO7816 L _15t,
EAC2 ISO7816 L 16r
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ID

Purpose

Version

Referred by

AC-DO

CHA

AT CERT 19s

Read access DG19

EAC2 1.0

EAC2 ISO7816 L 13s,

EAC2 1SO7816 L 15s,
EAC2 1SO7816 L 16s

53 05 00

04

00

00

10

Terminal, read DG19

AT CERT 19t

Read access DG20

EAC2 1.0

EAC2 1807816 L 13t,
EAC2 ISO7816 L _15t,
EAC2 1SO7816 L 16t

53 05 00

08

00

00

10

Terminal, read DG20

AT _CERT_19u

Read access DG21

EAC2 1.0

EAC2 1SO7816 L 13u,
EAC2 ISO7816 L 15u,

EAC2 1SO7816 L 16u

53 05 00

10

00

00

10

Terminal, read DG21

AT CERT _19v

Read access DG22

EAC2 1.1

EAC2 ISO7816 L 13v,

EAC2 ISO7816 L _15v,
EAC2 ISO7816 L 16v

53 05 00

20

00

00

10

Terminal, read DG22

AT CERT 19w

Read access DG1

EAC2 1.0

EAC2 ISO7816 L 36

53 05 00

80

00

01

10

Terminal, read DG1, RFU=1

Table 1: Authorization of Authentication Terminals, Certificate issued by DV_CERT_19
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2.4.20 Certificate Set 20

This certificate set consists of a regular certificate chain (DV -> AT) which is used for the tests regarding eID
read access. The DV certificate permits read access to all elementary files while the terminal certificate may
restrict this access. The DV certificate is a non-official certificate.

2.4.20.1 DV_CERT _20

ID DV _CERT 20

Purpose This certificate is a non-official DV certificate, which validity period starts at the effective
date of the CVCA and expires after one month. The certificate permits read access to all
elementary files

Version EAC2 1.0
Referred by Test case EAC2 ISO7816 L 14 Template, Test case EAC2 ISO7816 O 6 Template
Content 7F 21 aa
definition 7F 4E bb
S5F 29 01 00
42 cc dd

TF 49 ee ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 53 05 40
3F FF FF 00
S5F 25 06 gg
SF 24 06 hh
5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter Certification Authority Reference | As defined by the initial AT CVCA reference
Certificate Holder Reference DETESTDVDE020
Certificate Holder Authorization non-official DV
Certificate effective date CVCA
Certificate expiration date CVCAr+ 1 month
Public Key reference Public key of key pair DV_KEY 20
Signing Key reference Signed with the private key of key pair
CVCA KEY 17
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2.4.20.2 AT_CERT_20_Template

ID

AT CERT 20a

Purpose

This certificate defines a template of a regular terminal certificate, which is issued by the

DV _CERT 20. The access rights are defined in a separate table.

Version

see Table 2

Referred by

see Table 2

Content
definition

TF 21 aa

TF 4E bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 <AC-DO>
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes)

<AC-DO> is the access conditions data object as defined in Table 2

Parameter

Certification Authority Reference | DETESTDVDE020

Certificate Holder Reference DETESTATDEO020

Certificate Holder Authorization See Table 2, column CHA

Certificate effective date CVCA

Certificate expiration date CVCA. s+ 1 month

Public Key reference Public key of key pair AT KEY 20

Signing Key reference Signed with the private key of key pair DV KEY 20
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2.4.20.3 AT_CERT 20a to AT_CERT 20v

ID Purpose Version Referred by AC-DO CHA

AT CERT 20a Read access DG1 EAC2 1.0 | EAC2 1ISO7816 L 14a 53 05 00 00 00 01 0O Terminal, read DG1
AT CERT 20b Read access DG2 EAC2 1.0 | EAC2 1SO7816 L 14b 53 05 00 00 00 02 00 Terminal, read DG2
AT CERT 20c Read access DG3 EAC2 1.0 | EAC2 ISO7816 L 14c 53 05 00 00 00 04 00 Terminal, read DG3
AT CERT 20d Read access DG4 EAC2 1.0 | EAC2 ISO7816 L 14d 53 05 00 00 00 08 00 Terminal, read DG4
AT CERT 20e Read access DG5S EAC2 1.0 | EAC2 ISO7816 L l4e 53 05 00 00 00 10 00 Terminal, read DG5
AT CERT 20f Read access DG6 EAC2 1.0 | EAC2 1SO7816 L 14f 53 05 00 00 00 20 00 Terminal, read DG6
AT CERT 20g Read access DG7 EAC2 1.0 | EAC2 ISO7816 L 1l4g 53 05 00 00 00 40 00 Terminal, read DG7
AT CERT 20h Read access DG8 EAC2 1.0 | EAC2 ISO7816 L 14h 53 05 00 00 00 80 0O Terminal, read DG8
AT CERT 20i Read access DG9 EAC2 1.0 | EAC2 1SO7816 L 14i 53 05 00 00 01 00 00 Terminal, read DG9
AT CERT 20j Read access DG10 EAC2 1.0 | EAC2 ISO7816 L 14j 53 05 00 00 02 00 00 Terminal, read DG10
AT CERT 20k Read access DG11 EAC2 1.0 | EAC2 ISO7816 L 14k 53 05 00 00 04 00 00 Terminal, read DG11
AT CERT 201 Read access DG12 EAC2 1.0 | EAC2 1SO7816 L 14l 53 05 00 00 08 00 00 Terminal, read DG12
AT CERT 20m Read access DG13 EAC2 1.0 | EAC2 ISO7816 L 14m 53 05 00 00 10 00 00 Terminal, read DG13
AT CERT 20n Read access DG14 EAC2 1.0 | EAC2 ISO7816 L 14n 53 05 00 00 20 00 00 Terminal, read DG14
AT CERT 200 Read access DG15 EAC2 1.0 | EAC2 1SO7816 L 140 53 05 00 00 40 00 00 Terminal, read DG15
AT CERT 20p Read access DG16 EAC2 1.0 | EAC2 ISO7816 L 14p 53 05 00 00 80 00 00 Terminal, read DG16
AT CERT 20q Read access DG17 EAC2 1.0 | EAC2 ISO7816 L 14q 53 05 00 01 00 00 00 Terminal, read DG17
AT CERT 20r Read access DG18 EAC2 1.0 | EAC2 ISO7816 L 14r 53 05 00 02 00 00 QO Terminal, read DG18
AT CERT 20s Read access DG19 EAC2 1.0 | EAC2 1SO7816 L 14s 53 05 00 04 00 00 00 Terminal, read DG19
AT CERT 20t Read access DG20 EAC2 1.0 | EAC2 1SO7816 L 14t 53 05 00 08 00 00 00 Terminal, read DG20
AT CERT 20u Read access DG21 EAC2 1.0 | EAC2 ISO7816 L 14u 53 05 00 10 00 00 0O Terminal, read DG21
AT CERT 20v Read access DG22 EAC2 1.1 | EAC2 ISO7816 L 14v 53 05 00 20 00 00 0O Terminal, read DG22

Table 2: Authorization of Authentication Terminals, Certificate issued by DV_CERT_20
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2.4.21 Certificate Set 21

This certificate set consists of a regular certificate chain (DV -> AT) which is used for the tests regarding eID
write access. The DV certificate permits write access to all elementary files while the terminal certificate may
restrict this access. The DV certificate is an official domestic certificate.

2.4.21.1 DV_CERT 21

ID

DV _CERT 21

Purpose

This certificate is a regular DV certificate, which validity period starts at the effective date
of the CVCA and expires after one month. The certificate permits write access to all
elementary files

Version

EAC2 1.0

Referred by

Test case EAC2 ISO7816 L 15 Template, Test case EAC2 ISO7816 O 7 Template

Content
definition

TF 21 aa

TF AE bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7Fr 00 07 03 01 02 02 53 05 BF
00 00 00 10
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj is the placeholder for the certificates signature (ii bytes)

Parameter

Certification Authority Reference | As defined by the initial AT CVCA reference

Certificate Holder Reference DETESTDVDEO021

Certificate Holder Authorization Official domestic DV, write access (all), CAN
allowed

Certificate effective date CVCA

Certificate expiration date CVCAx+ 1 month

Public Key reference Public key of key pair DV KEY 21

Signing Key reference Signed with the private key of key pair
CVCA KEY 17
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2.4.21.2 AT_CERT_21_Template

ID

AT CERT 21 template

Purpose

This certificate defines a template of a regular terminal certificate, which is issued by the
DV CERT 21. The access rights are defines in a separate table

Version

See Table 3

Referred by

See Table 3

Content
definition

TF 21 aa

TF 4E bb
5F 29 01 00
42 cc dd
TE 49 ece ff
5F 20 xx yy
7F 4C OE 06 09 04 00 7F 00 07 03 01 02 02 <AC-DO>
S5F 25 06 gg
SF 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects
bb is the encoded length of the certificate body object

cc is the encoded length of the Certification Authority Reference

dd is the placeholder for the Certification Authority Reference (cc bytes)
ee is the encoded length of the certificate's public key,

ffis the placeholder for the certificate's public key bytes (ee bytes),

xx is the encoded length of the Certificate Holder Reference

yy is the placeholder for the Certificate Holder Reference (xx bytes)

gg is the placeholder for the BCD encoded effective date of the certificate
hh is the placeholder for the BCD encoded expiration date of the certificate
ii is the encoded length of the certificates signature object,

Jjj 1s the placeholder for the certificates signature (ii bytes)

<AC-DO> are the access conditions as defined in Table 3

Parameter

Certification Authority Reference | DETESTDVDEQ021

Certificate Holder Reference DETESTATDEO021

Certificate Holder Authorization See Table 3, column CHA, CAN allowed
