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• Big Picture - Strategy - Modules

• Strategy: CLOUD COMPUTING (spring 2011)

• Strategy: MOBILE DEVICES (fall 2011)

• Dynamic Reaktion on Technolgy RISK 

• Evaluation of Technology A-SIT - EGIZ 
(Security / Technology)

• Strategy 
NFC USAGE AND DATA PROTECTION
as it will become used and a demand 

What can administration do - THE AT-CASE
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EDUCATION / MEDIA / BASELINE PROTECTION

TECHNOLOGY / PREVENTION

MONITORING / 
RESPONSE

The ICT Security Performance Pyramide

data protection and performance ask for a balanced system
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SETTING UP THE
IT SECURITY
STRATEGY

OBSERVE 
COMPETENCES AND 
PRIOR KNOWLEDGE
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E-Government Security and Prevention

Citicen Card - protecting eID
                                        ensuring data protection

Official Signature - avoiding false documents
                                          enabling every European digital

Electronic Delivery, Backoffice Portal Interchange

Security for eGovernment becomming CIIP
eGovernment ammendment 7/2010
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Central Residents Register 
Number (CRRegNo) 

Source PIN 

ssPIN 
education 

ssPIN 
Soc. Sec. 

ssPIN 
taxation 

ssPIN 
… 

Encrypted by secret key 

One-way encryption 

Base 
Registers 

Supplementary Register  
Number for non-residents 

Citicen Card - protecting eID
                                        ensuring data protection

For the public and the 
private sector



✴enhance usabilty by using one method for qualified 
signatures and eID

✴enhance acceptance by using ubiquitous devices e.g. 
standard mobile phones

3
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eID and simplification - HANDY-SIGNATUR

1

1 2 3

✴ OBSERVING DATA PROTECTION
✴ ENABLING CLOUD COMPUTING

2
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 ALL DOCUMENTS BY GOVERMENT SIGNED

Dieses Dokument wurde mit einer Amtssignatur versehen. 

Datum & Uhrzeit der 
Ausstellung 

Inhaber 

Signaturwert 

Eindeutige 
Formularbezeichnung 
mit Versionskennung 

Ausstellender 
Zertifizierungsdienste-

anbieter (ZDA) 

Bildmarke nach E-GovG 

Hinweis auf Rückführbarkeit 

Hinweis auf Amtssignatur 

✴ „official signature“

– that can be verified

✴ appearance and 
methods

– published in the 
internet
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Duale 
Zustellung

Portal

Seamless Process - Interconnected Portals

zB. HELP.gv.at,
USP.gv.at, Wien.gv.at etc.

zB. ELAK, Register ( ZMR, GWR, 
Vollmachtsregister, Adressregister), 
Finanz Online, sonstige Fach-
anwendungen etc. www.bka.gv.at/zustelldienste

Fachanwendung 
/ Backoffice
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THIS
 C

AN H
APPEN 

EVERYW
HW

ERE
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CIIP - eID and eDOC become critical 
information infrastructures

TAKE OVER WITIN 3-6 HOURS 
IN CASES OF EMERGENCY

DOWNLOAD REVOCATION AND

SWITCH THE DNS ENTRY

THE REALITY HAS
PROVEN THIS BEING
A SUBSTATIAL MOVE
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new paradignms for eGovernment can significantly 
increase efficiency and transparency.

THANK YOU FOR LISTENING!


